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About TechWorld with Nana

TechWorld with Nana is an established name in the DevOps and TECHWORLD
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Cl Part complete, CD Part still to be set up and secured

We will continue with CD part,

ole E mage < '_ securing step by step

Run Functional m : Push to Deploy to
Tests Import Findings Build Image AWS ECR AWS EC2 P
| |

J©,
0B |

But first, set up CD part

with no or basic security
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Introducing AWS Cloud

A

TECHWORLD
WITH



2 Authentication Layers with Cloud Platform

To access an AWS service, like AWS ECR, we need to authenticate twice

@,

v/ 1st: Authenticate with AWS ]Em

« 2nd: Authenticate and access service
within that account

(@3 TECHWORLD
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AWS Access Types

e There are 2 types of access:

m@ AWS Management Console

jiexa

AWS Command Line Interface

e Email and Password e Access Key Pair

e Select which access you allow for the user

‘m <&
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AWS User has separate
credentials for each type
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Deploy to AWS ECR
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Push to AWS ECR

* |n our pipeline, we want to push the images to an AWS ECR container repository

T Key

AWS_ACCESS_KEY_ID [

1 - Add variables to GitLab Platform for HrSACCOIATLD &
AWS Account Login v

AWS_DEFAULT_REGION [ =»#+=

AWS_SECRET_ACCESS_ [y **++*
KEY
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Attributes

Protected Expanded

Frotected  Expanded

Protected Expanded

Frotected Expanded
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Push to AWS ECR

Temporary
Access Token |

Push commands for juice-shop

mac05 [ Linux Windows

 Push command includes retrieving an authentication | e ———

se the following steps to authenticate and push an image to your repositol

token and authenticatin g 1o AWS ECR B

1. Retrieve an authentication token and authenticate your Docker client to
Use the AWS CLI:

e After authentication and authorization the image is e

Note: if you receive an error using the AWS CLI, make sure that you have the latest v

2. Build your Docker image using the following command. For information

pushed to the repository

[ docker build -t juice-shop .

3. After the build is completed, tag your image so you can push the image

(@ docker tag juice-shop:latest 066359313666.dkr.ecr.eu-west-3.amaz
4. Run the following command to push this image to your newly created Al

(P docker push 066359313666, dkr.ecr.eu-west-3.amazonaws.com,/juig

3 - Adjust Pipeline Code

build_image:
stage: build
image: docker:2&
services:
- docker:24-dind
before_script:
= apK --no-cache add pythond pyd-plp
pip3 install no-cache-dir awscli
- aws ecr get-login-password | docker login username ANS password-stdin $AWS_ACCOUNT_ID.dkr.ecr.$AWS_DEFAULT_REGIDN.amazonaws.com
script:
- docker build -t $SIMAGE_NAME:$CI_COMMIT_SHA -t $IMAGE_NAME:latest .

. docker push S$IMAGE_NAME:$CI_COMMIT_SHA TECHWORLD

- docker push $IMAGE_MAME:latest WITH



Deploy to AWS EC2
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Provision EC2 Instance

1.Create EC2 Instance '; ‘

2.0pen SSH port on EC2 : 000 1IN s

Instance

3.Install Docker on EC2

EC2 server can fetch images from ECR repository
Instance

4 Install AWS CLI ubuntu@ip-172-31-16-52:~$ export AWS_DEFAULT_REGION=eu-west-3

ubuntu@ip-172-31-16-52:~% aws ecr get-login-password | docker login -—-username AWS —-password-stdin 0663593136
cr.$AWS_DEFAULT_REGION.amazonaws.com
, . . _—
5. Export FANTATASY NARNING! Your password will be stored unencrypted in /home/ubuntu/.docker/config.json.
Configure a credential helper to remove this warning. See .
https://docs.docker.com/engine/reference/commandline/login/#credentials-store

environment variables i, succeeded

ubuntu@ip-172-31-16-52:~%

(@9 TECHWORLD
. . = WITH NANA
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Add Deployment Step

1.GitLab Runner needs to SSH into EC2 v

RUNNER |

Start Docker container..

Instance
2.Pull image from ECR repository

3.Start Docker container

AWS_SECRET_ACCESS_ [ (w=ee

1- Add SSH Key variables -

SSH_PRIVATE_KEY [ e s Flle  Protected  Expanded

TECHWORLD
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Add Deployment Step

2 - Adjust Pipeline Code

deploy_image:
stage: deploy
1mage: debian:bullseye-slim
before_script:
- apt update -y && apt install openssh-client -y
- eval $(ssh-agent -s)
- chmod 480 "$SSH_PRIVATE_KEY"™
- ssh-add "$5SH_PRIVATE_KEY"
- mkdir -p ~/.ssh
- ¢chmod 780 ~/.ssh
script:
- ssh -0 StrictHostKeyChecking=no $SERVER_USERE$SERVER_IP "docker pull $IMAGE_NAME:latest"”
: StrictHostKeyChecking=no $SERVER_USER@$SERVER_IP "docker stop juice-shop || true & docker rm juice-shop || true®
StrictHostKeyChecking=no $SERVER_USER@$SERVER_IP “"docker run -d --name juice-shop -p 3000:3000 $IMAGE_NAME:latest"

Nol Secure | 35.180.67.168: 3000/

.i_. OWASP Juice Shop

o

Banana Juice

(1000ml) ’ORLD

1.99a

3 - Open Port to make application accessible Al Products

e Add inbound firewall rule to open port

Apple Juice
(1000ml) 8 fope Tomae
1.960 0.8%c




Our Basic Continuvous Deployment

o ;Hj.

Functional Test :,

Continuous Integration Continuous Deployment

Pipeline MNeeds Jobs & Failed Jobs 3 Tests 0O

test i deploy

I'D gitleaks x ild_i i 1‘-.,® deploy_image i }

@ njsscan

(1) retire

o

@ semgrep
@ yarn_test

Copyright © 2023 nnSoftware GmbH. All rights reserved.
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o Use Self-Managed GitLab Runner

A
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Why use a self-hosted Runner

in a GitLab instance

@ e Shared runners on gitlab.com are available
GitLab to all users on the platform

GitLab Shared Runner

e Shared runners are available to all projects

GitLab.com’s shared runners

We have no insight and control

over those shared runners

TECHWORLD
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Have full control over your infrastructure

e For companies with higher security standards, it's security best practice to have full control over
your infrastructure

www.gitlab.mycompany.com

v

v v

RUNNER RUNNER
runner-111 runner-222

Self-managed runners

« Have control over your runners, who
execute your jobs Self-managed GitLab instance

e Holds all your pipeline configuration data etc.

« Hostyour own GitLab instance to keep
all your data in private network LESHINORLD



Register a self-managed runner

e We can set up an EC2 Instance as GitLab Runner
e Switching to self-managed runner allows us to leverage security best practices on AWS

With that change, we can leverage
AWS |AM Best Practices

« Give EC2 Instance AWS Role

« Use that role to access any services
within AWS that we need

 TECHWORLD

WITH NAN.
Copyright © 2023 nnSoftware GmbH. All rights reserved.



Register a self-managed runner

Instances (2) nfo

Q IF:'nd instance by attribute or tag (case-sensitive)

How to - Part 1

1.Create EC2 Instance for Self-Hosted Runner

] Name v | Instance ID | Instance state ¥ | Instancetype V |

O app-server i-00fef952b853e73b9 ® Running @Q t2.micro

O gitlab-runner i-07ad9251cfd3cBadf @ Running @Q t2.large

q twn-devsecops-bootcamp » latest » Julce-shop @ CINCD Settings
2. Create new project runner on GitLab A

Runners are processes that pick up and execute CI/CD jobs for GitLab. What is Gitl

a.This generates a command that registers the
Ftegister ds Many runners as you want. You can fE-gIE-tEF runners as sepa rate USErs,

runner with all its configurations i i sl i

Runners are either:

*« active - Available to run jobs.
« paused - Not available to run jobs.

Tags control which type of jobs a runner can handle. By tagging a runner, you makse

Project runners

These runners are assigned to this project.

Copyright © 2023 nnSoftware GmbH. All rights r il ey




Register a self-managed runner

How to - Part 2

Register runner Install GitLab Runner

3. InSta" GitLab Runner Select platform specifications to install GitLab Runner.

Environment

o Linux
macOs

ner. How do | install GitLab Runner?
. - Windows

amd&4

ne to register the runner, . -
# Download the binary for your system [

sudo curl -L --output fusr/local/bin/t

# Glve 1t permission to execute
sudo chmod +x Jusr/local/bin/gitlab-rm

# Create a GitLab Runner user
ays only for a short time, and is stored in the config.toml after you sudo useradd --comment 'GitlLab Runner

# Install and run as a service
sudo gitlab-runner install --user=git]
sudo gitlab-runner start

ecutors run builds in different environments. Not sure which one to . o 2 e -
See more installation methods and architectures

|_|'
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Register a self-managed runner

How to - Part 3

4, Register GitLab Runner on EC2 Instance

bootcamplatesifjulce-shop/-/settings/cl_cd#js-nunn

twn-devsecops-bootcamp : latest » juice-s

. GLLVE T AYaNRaLe W iun pueLrs.

* paused - Mot available to run job

Tags control which type of jobs a runne

Project runners

These runners are assigned to this p

New project runner [l

Assigned project runners

[ #E 5674092 (YDumWhQ76)

ac? shall

v

GitLab Instancé_

() Runner created.
Y

Register runner

GitLab Runner must be installed before you can register a runner. How do | install GitLab Runner?

Step 1
Copy and paste the following command into your command line to register the runner.
$ gitlab-runner register

--url https://gitlab.com
--token glrt-YDumWh(Q76tVo-Ggsjzov

(L) The runner token glrt-YDusWhQ76tVo-Gasjzov [ displays only for a short time, and is stored in the gon
is registerad.

Step 2

Choose an executor when prompted by the command line. Executors run builds in different environments. Not

Step 3 (optional)

Manually verify that the runner is available to pick up jobs.

$ gitlab-runner run

This may not be needed if you manage your runner as a system or user service [4.
Go to runners page

I Wil vY Wishily

WITH
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