JInHTepbl u owmnbKM (YacTb 1)

B aTOM ypoKe Mbl MOroBOPUT O CTaTUYECKOM aHann3e Koda NpUMMEHUTENbHO K
owmnbkam B Go:

® KaKue CylecCTBYHOT JIMHTEPDbI U YTO OHU MPOBEPALOT,

® [JIFOCbl N MUHYCbI NCMNOJIb30BaHUNA KOHKPETHbIX JIMHTEPOB.

YacTo, HO He Bceraa, Nyduine npakKTuKu, Cd)OpMVIpOBaBLUVIeCFI B A3blKE HaxoaAT
OTpaXXeHne B o4epeaHOM JIMHTEPE.

HOCMOTpMM, TakK I 3TO C ownbKamm B Go.

Y10 Takoe nuHTep?

CornacHo BUKMU:

Lint, or a linter, is a static code analysis tool used to flag
programming errors,

bugs, stylistic errors, and suspicious constructs.The term originates
from a Unix

utility that examined C language source code.


https://en.wikipedia.org/wiki/Lint_(software)

T.e. IMHTEPOM Has3bIBaOT NPOrpaMmy, NPOU3BOASILLYO CTaTUYECKMI aHanus Koaa
Apyroi nporpamMmbl. MoyeMy "ctaTuyeckuin"? NMoTomMy 4To aHasIM3 NPOUCXOAUT UMEHHO
TeKCcTa Nporpammbl, T.e. 6e3 eé KOMNUASALUK, 3anycka u T.4,.

Go npepocTaBnsieT "n3 KOPoobKN" cTaTudecknin aHanmnsaTop go vet:

$ go tool vet help
vet is a tool for static analysis of Go programs.

vet examines Go source code and reports suspicious constructs,

such as Printf calls whose arguments do not align with the format
string. It uses heuristics that do not guarantee all reports are
genuine problems, but it can find errors not caught by the compilers.

OH peanuayeT 6a30Bbiii Ha6op NPOBEPOK, cracarowmux Go-paspaboTunka oT YacTbIX
OLWN60K, HEBMAMMbIX KOMNUIATopy Go.

Ho Ha AaHHbI MOMEHT cTaHaapToM de facto B cTaTudeckum aHanuse Go Koga
ABNAETCA Open source MHCTPYMeHT golangci-lint — MOLHbIN akKyMynaTop 6o/ee Yem
40 pa3nunyHbIX NMHTEPOB (BKtOYas go vet, NnpefcTaBfieHHbIN Bbile). O HEKOTOPbIX U3
HMX Mbl M MOrOBOPUM Jarsee.

TecT "nil pointer dereference "

MmeeTcsa npocTomn Koa;
package main
import "fmt"
func main () {

var i *int

*i =5

fmt.Println(5)


https://en.wikipedia.org/wiki/Static_program_analysis
https://golang.org/cmd/vet/
http://golangci-lint.run/

KakoW 13 MHCTPYMEHTOB OT/IOBUT 34€Cb MNOTEHLNANbHYIO OLLMOKY pa3biMEHOBaHUS
nil-ykasaTensa?

BbibepuTe 0ANH BapuaHT U3 criMcka

[J KomnunsTop Go

[J go vet

[J U komnunaTop u go vet

[J Hu komnunaTop, HU go vet — ynagém ¢ NnaHUKOM B paHTanme

go vet: erroras

errorsas  report passing non-pointer or non-error values to errors.As

B HacToslLLee BpeMs B CTaHAAPTHOM aHanmMsaTope NogAepiKka OWnO0oK npeacTaBieHa
TOJIbKO OAHOM NPOBEPKOU erroras:

$ go tool vet help
vet is a tool for static analysis of Go programs.

Registered analyzers:

errorsas report passing non-pointer or non-error values to
errors.As

Mbl MOMHUM, YTO errors.As TPeBYeT B KAYECTBE target yKasaTeslb Ha MHTepdeiic
WM 3HAYEHUE, peannayloLlee error, MHAY€ Mbl NOJTYYUM OAHY U3 NaAHUK:

func As(err error, target interface{}) bool {
if target == nil {
panic("errors: target cannot be nil")

val := reflectlite.ValueOf (target)
typ := val.Type ()
if typ.Kind () != reflectlite.Ptr || val.IsNil() {

panic ("errors: target must be a non-nil pointer")


https://github.com/golang/tools/tree/master/go/analysis/passes/errorsas

if e := typ.Elem(); e.Kind() != reflectlite.Interface &&
le.Implements (errorType) {
panic("errors: *target must be interface or implement error")
}
//

Hanpumep:

// https://goplay.tools/snippet/z9dSrxBI9CWS
package main

import (
"errors"
" fmt A

" \AJ

oS

func main () {
var err error
var oskErr *os.PathError
if errors.As(err, osErr) { // Kazsasocb OB, yXe yKaszsaTeJb!
fmt.Println (osErr.Path) // o 2TOM CTPOUKM He IOUOET : (

/*

panic: errors: target must be a non-nil pointer

goroutine 1 [running]:

errors.As (0x0, 0x0, 0x10289cb00, 0x0, 0x1400010c058)
/usr/local/go/src/errors/wrap.go:84 +0x4b4

main.main ()
examples/05-errors-best-practices/govet-erroras/main.go:12

+0x34

*/

3anyck go vet NpeaynpexaaeT AaHHYH CUTYaLuio:



$ go vet ./examples/O5-errors-best-practices/govet-erroras
main.go:12:5:
second argument to errors.As must be a non-nil pointer to either

a type that implements error, or to any interface type

IDE B 60MbLUMHCTBE CBOEM NOALEPXKMUBAIOT go vet Ha ypOBHE MHCNEKLMM
(noacBeunBatoT MECTO Kofa C NMOTEHLMANIbHOW OLLMGKOW), ECIIM XKe Y Bac He Tak, TO
pPeKOMeHAYEM HaCcTPOUTb Noflo6Hoe (CKpUHLLOT M3 GolLand):

main() {
err
osErr *o0s.PathError
errors.As(err, 0sErr) {
fmt.Println(osE

Second argument to 'errors.As' must be a pointer to an interface or to a type implementing
error

osErr *o0s.

go vet BktoyeH B golangci-lint no ymonyaHuto, Tak 4To HET HEOOXOAMMOCTH
BbI3bIBATb UX MO OTAENbHOCTU, OCTATOYHO TOSIbKO
$ golangci-lint run ./examples/05-errors-best-practices/govet-erroras
main.go:12:5:

errorsas: second argument to errors.As must be a non-nil pointer

to either a type that implements error, or to any interface type
(govet)

if errors.As(err, osErr) {
errcheck

Errcheck is a program for checking for unchecked errors in go programs.
These unchecked errors can be critical bugs in some cases.

JIHTep, BKAIOYEHHDIN Mo yMon4yaHuto B golangci-lint v npoBepstoLmit, YTO Bbl He
WrHOpMpYyeTe BO3BpPaLLaeMble OLLUNGKW.


https://en.wikipedia.org/wiki/Integrated_development_environment
https://github.com/kisielk/errcheck

MprMeyaTenbHO, YTO paspaboTunkm NMHTepa nogyépkmneatoT: "These unchecked errors
can be critical bugs in some cases”.

KoHdurypaumsa nuHTepa BbIrNsAuT crieayowmum 06pa3om:

linters—-settings:
errcheck:
# report about not checking of errors in type assertions: "a :=
b. (MyStruct) *;
# default is false: such cases aren't reported by default.
check-type-assertions: false

# report about assignment of errors to blank identifier: “num,
:= strconv.Atoi (numStr) " ;

# default is false: such cases aren't reported by default.

check-blank: false

# list of functions to exclude from checking, where each entry is
a single function to exclude.
# see https://github.com/kisielk/errcheck#excluding-functions for
details
exclude-functions:
- io/ioutil.ReadFile
- io.Copy (*bytes.Buffer)

- 1o0.Copy(os.Stdout)

Mbl peKoMeHayeM BbICTaBUTb check-type-assertions U check-black B true,
4YTOObI B KaXXAOM KOHKPETHOM CJiy4ae 3aqyMbiBaTbCA, CTOUT JIn UTHOPUPOBaTb
OLLMGKY.

B cnyyae c type assertion fonycTMMO NaHWKOBaTb, HO C 60/1€€ NOHATHbIM AN
paspaboTymka TEKCTOM, Hanpumep:

a, ok := b. (*MyStruct)
if ok {

panic (fmt.Sprintf ("invalid some algo realization: expected b type
is *MyStruct: got %T", b))


https://golangci-lint.run/usage/linters/#errcheck

Takxxe 6yabTe BHMMAaTENbHbI, YTO Mo ymMonyaHuto golangci-lint paboTaet ¢

BKJItOUEHHOM onuuen -e/--exclude-use-default, koTopas B koHbUrypaLmm BoirnaguT
Kak:

issues:
# Independently from option ‘exclude’ we use default exclude
patterns,
# it can be disabled by this option. To list all
# excluded by default patterns execute “golangci-lint run --help’.
# Default value for this option is true.

exclude-use-default: true

N cornacHo atomy, errcheck He 6yaeT NpoBepsiTb OLUINOKK, BO3BpaLL@eMble PAAOM
(bYHKUUIA, 4TO MOXET 6bITb OMacHoO:

# EXC0001 errcheck: Almost all programs ignore errors on these
functions and in most cases it's ok
- Error return value of

. ((os\.)?std(out|err)\..*|

.*Close]|

.*Flush|

os\.Remove (Al1l) ?|

.*print (£|1n) ?|

os\. (Un) ?Setenv). 1s not checked

nilerr

nilerr finds code which returns nil even though it checks that error is not nil.

lMonesHbl NMHTEP, BbIKKOYEHHbIN NO yMmon4yaHuto B golangci-lint n cnacarowmii ot
A0CafHbIX OLIMOOK, CBSAI3aHHbIX C BO3BPATOM nil BMECTO OLUMOOHbKMU:

func £ () error {
if err := do(); err != nil {
return nil // miss

func f£() error {
if err := do(); err == nil {


https://github.com/gostaticanalysis/nilerr

return err // miss

Mbl He BUAMM MPUYMH, YTOObI HE BKJIHOYATb €ro, a Ha060POT KpalHe PEKOMEHAYEM 3TO
JAenatb.

rowserrcheck

rowserrcheck is a static analysis tool which checks whether (*sql.Rows) .Erris

correctly checked.

BbiknioueH no ymonyaHuto B golangci-lint. NpoBepsieT, 4To Bbl He 3abblNn 06paboTaThb
OLLMOKY, KOTOpasi Morla NPOM30MNTH NpPU NOJTyYEHUM OYEPEeAHON NOPLUMM AaHHbIX U3
6asynu:

rows, err := db.Query("select id from users")
if err != nil {
//

}

defer rows.Close ()

for rows.Next () {
//
}
// Babenu 1if rows.Err() '= nil {° !

return nil

HecmoTpsa Ha To, YTO ceiyac yXke He4acTo BCTPETULLIb PaboTy C CbIpbIM *sql.Rows,
Mbl CYMTAEM, YTO JIMHTEP KpaiHe NoJIe3HbIN U HYXXHO BK/toYaTb. [IpaBaa Ha MOMEHT
HanucaHuUs Kypca OH B pefikux criyyasix Bblgasan false positives.

go-errorlint

go-errorlint is a source code linter for Go software that can be used
to find code


https://github.com/jingyugao/rowserrcheck
https://github.com/polyfloyd/go-errorlint

that will cause problemswith the error wrapping scheme introduced in
Go 1.13.

JInHTep, BbIKNIOYEHHbIN Mo yMonyaHuto B golangci-lint v nposepstoLwmit, 4TO BbI

nonb3yeTecb BO3MOXXHOCTsIMM Go 1.13 npu paboTe C OmMbKaMu:

// bad
err == ErrFoo

// good

errors.Is(err, ErrFoo)

// bad
myErr, ok := err. (*MyError)

// good
var me MyError

ok := errors.As(err, &me)

KoHdurypaumsa nuHTepa BbIrNsaauT ceayowmnM o6pas3om:

linters—-settings:
errorlint:
# Report non-wrapping error creation using fmt.Errorf
errorf: true
# Check for plain type assertions and type switches
asserts: true
# Check for plain error comparisons

comparison: true

®nar -errorf no3BonseT Tpe6oBaTb OT Pa3paboOTUMKOB UCMONb30BAHME $w MPU

060payYMBaHUM OLLMOOK:

// bad
fmt.Errorf ("oh noes: %v", err)

// good



fmt.Errorf ("oh noes: %w", err)

O nnrocax n MUHycax NOJO6HOro NoAxoAa Mbl FOBOPU/IM paHee Ha ware "Ownéku u

rpaHuubl API".

Mo YMOJT4HaHUIO Mbl peKoMeHAyeM AenaTtb errorf: false.

go-err113

Golang linter to check the errors handling expressions.

JInHTep, yacTnyHo fybnupyowmn GyHKLUNOHaN npeabiayuiero nuHTepa go-errorlint n
CO3/[1aHHbI NOCIe HEro.

Mo ymonyaHuto BbikntouyeH B golangci-lint n He nmeeT KoHbUrypauum.

N3 ocobeHHOCTEN:

e [logaepXuBaeT OTCYTCTBME BpanuHra ans io . EOF (xoTs go-errorlint
noaAepXXmBaeT 6osbliiee KOMYeCTBO Takux sentinel owM60K, He TONbKO

io.EOF).
e He nogaepxxusaet type switch.
e He nogaepXuBaeT errors.As.

° anIHy,D,I/ITeJ'IbHO Tpe6yeT MCNoJZIb30BaHUA Tw UIN CO30aHNA CTaTUYHbIX

OWMn6OK:

// main.go:12:9: do not define dynamic errors, use wrapped static
errors instead

return fmt.Errorf ("cannot create file %qg: %v", f.Name (), e)


https://stepik.org/lesson/544044/step/8?unit=537584
https://stepik.org/lesson/544044/step/8?unit=537584
https://github.com/Djarvur/go-err113
https://tour.golang.org/methods/16

Mcxops s BblleckasaHHOMo UCMNosib30BaHWe JaHHOro JINHTEpPa "KaK ecTb" Bbl3blBaeT
BOIPOCHI.

wrapcheck

Checks that errors returned from external packages are wrapped.

JInHTep, BbIKNIOYEHHbIN No yMonyaHuto B golangci-lint v nposepstoLmit, 4TO BbI
o6opaymBaeTe B CBOW TEKCT BO3BpaLLaeMble BaMM OLLUMOKU U3 CTOPOHHEro NakeTa:

if , err := tx.Exec(sql, name, email, city); err != nil {

// wrapcheck error: error returned from external package is
unwrapped.

return err

if , err := tx.Exec(sql, name, email, city); err != nil {

// %v verb preferred to prevent error becoming part of external
APT.

return fmt.Errorf ("failed to insert user: %v", err)

[MpuMeyaTenbHO, YTO aBTOP JIMHTEPA PEKOMEHAYET UCNONb30BaTb %$v, @ HEe $w — O
MPUYMHAX Mbl FOBOPU/IM paHee Ha ware "Ownbku u rpaHuubl API".

KoHdburypaumsa nuHTepa BbirsaauT crieayrowmmM 06pasoMm:

wrapcheck:
# An array of strings which specify substrings of signatures to
ignore. If this
# set, it will override the default set of ignored signatures. You
can find the
# default set at the top of ./wrapcheck/wrapcheck.go.
ignoreSigs:
- .Errorf (
- errors.New (
- errors.Unwrap (


https://github.com/tomarrell/wrapcheck
https://stepik.org/lesson/544044/step/7?unit=537584
https://golangci-lint.run/usage/linters/#wrapcheck

- .Wrap (

- .Wrapf (

- .WithMessage (
- .WithMessagef (
- .WithStack/(

# An array of glob patterns which, if any match the package of the
function

# returning the error, will skip wrapcheck analysis for this error.
This is

# useful for broadly ignoring packages and/or subpackages from
wrapcheck

# analysis. There are no defaults for this value.

ignorePackageGlobs:

- encoding/*

- github.com/pkg/*

Kak Mbl BUAUM, OHa NO3BONAET YKa3aTb, Kakne Cnocoo6bl BpaI'IVIHra/CO3ﬂ,aHVIFI OLUNOBKM
JIMHTEP OOJDKEH CHUTaTb Ba/IMAHbIMN.

errwra

Wrap and fix Go errors with the new %w verb directive.

He BxoguT B golangci-lint.

HPOCTeHbKMVI JINHTEDP, nomMorarLmn Bam O6H8pY)KMTb OTCYTCTBUE BparunHra 4epes sw.

\AJ

= return fmt.Errorf ("failed for %s with error: %$s", "foo", err)

\AJ

+ return fmt.Errorf ("failed for %s with error: %w", "foo", err)

Mo cytn nyénupyeT dbyHKUMoHan onuuu -errorf nuHTepa go-errorlint (o6cy>kpanu
HECKOJIbKO LIaroB Ha3af), No3TOMY MoJiIe3HOCTb MHCTPYMEHTa nog, BonpocoM. Ho ecTb

MHTepecHas 3ameTka oT aBTopa: Whether to Wrap or not?.



https://github.com/fatih/errwrap
https://github.com/fatih/errwrap#whether-to-wrap-or-not

