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HexBaTka namMmaTu

With Virtual Memory
Program loads Program Address Maps to RAM Address VM moves oldest
address 0 data (0) to disk
32-bit -bi
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Tunbl VMA M3NMNUHIoB

e File based mappings (mmap)
= Code pages (binaries), libraries
= Data files
= Shared memory
= Devices

e Anonymous mappings:
= Stack
= Heap
= CoW pages

e PasnunyHble MexaHU3MbI A4 reverse mapping, demand

fetching, swapping



* pmap
= lcnonb3oBaHMe NnaMATK npoueccamMu. KomaHaa getanbHo

pacrnncbiBaeT NCroJib3o0OBaHUE OI'IepaTVIBHOﬂ namMAaTu rnpoueccamMm B
CUCTEME.

pmap [options] PID [PID ...
-x, —-—-extended details
-X even more details

-XX everything the kernel provides
-d, --device the device format
-p, --show-path path in the mapping




UHdopmauua B /proc/<PID>/maps

address perms offset dev inode pathname

e KapTa naMdAaTu rnnpoLecca
» [heap] - the heap of the program
= [stack] - the stack of the main process
= [vdso] - the "virtual dynamic shared object", the kernel system call
handler
= MYCTO - aHOHMMHas 06nacTb



UHpopmauusa B /proc/<PID>/smaps

e pacluMpeHune nHdopmMaLmm N3 maps ¢ yKkaszaHuem

noTpebneHus NnamMaTu
= PSS

o [own page count] + [shared page count]/[consumer count]

= RSS

© 3aHMMaemMad npoLeccomM rNnaMaTb

= Referenced
o aKTMBHble page-cache, KOTopble He NpeanonaratoTcs 6biTb BbIFPY>KEHHbIMU B
6nmxanwee BpemMs

= VmFlags - ¢naru ceoncTB 06/1aCcTU NAMATH
(http://man7.org/linux/man-pages/man5/proc.5.html)


http://man7.org/linux/man-pages/man5/proc.5.html

/proc/<PID>/statm

e size pasmep nporpamMmmbl (B cTpaHuuax) (VmSize in status)

e resident size of memory portions (pages) (VmRSS in status)

e shared kon-Bo shared ctpaHuy, (RssFile+RssShmem in status)

e trs yncno ctpaHuy 'kopa' (not including libs; broken, includes
data segment)

e Irs yncno ctpaHuy 6ubnuotek (always 0 on 2.6)

e drs uncno ctpaHuy data/stack (including libs; broken, includes
library text)

e dt yncno rpasHbix cTpaHuy (always 0 on 2.6)



Multi Level Page Table

e PGD: Page Global Directory

e PUD: Page Upper Directory
 PMD: Page Mid-level Directory
e PTE: page table entry

= Bce page tables umetoT pasmep 4k
= Total: grep PageTables /proc/meminfo



3-level Page Table
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4-level Page Table

PGD frame
offset

PUD frame
offset

Virtual address
PMD frame
offset

PTE frame offset

Data offset

63 47

EL]

29

Other PUD

20

11

PTE_entry

PTE_entry
Phys
Addr

Ref
count

PGD_entry

mm_struct I

o

Pged_frame_basa

E ......................... i
: :
d e H
i 1
: i
: ; . .
: ' PMD_entry Pte_Trame_base
!.........................E
i i [l Ll LI LI L IETIL L]
e e P L) i E
L LN [l
PUD_entry | oo Frame_base i :
I, i
:-- Tt mesmsamsan i "
: H Fearmssansa s H
e - H :
] . H N
: ] LTT T —
!. ..................... § Other PTE
: H frames
} e -!
Pud_frame.base i : gerassassnannsiarnang
S—— i
prre s, : H
i : Eersmrnianisassansas i
S R— : i H
- - - H
i : [
Josrissensmiaseisnas ! Other PMD
: 2 frames
Ererssassmneana. -
H i
] v

W

Jranessassesne

Srsrssnannnd




Process memory

Kernel space
168 User code CANNOT read from nor write to these ad
doing S0 T XC0P0POAR == TASK_SIZE
4 }-Random stack offset
Stack (grows down)
RLIMIT_STACK {(e.g., 8&MB)
} Random mmap offset
Memory Mapping Segment
File mappings {including dynamic libraries) and anonymous
mappings. Example: /lib/libc.so
368 < program break
‘L]‘ brk
Heap start _brk
Random brk offset
BSS segment
Uninitialized static wvariables, filled with zeros.
Example: static char *userName;
Data segment end_data
Static variables imitialized by the programmer.
Example: static char *gonzo = "God's own prototype”; start data
Text segment (ELF) end_code
Stores the binary image of the process (e.g., /bin/gonze) |g.o0043000
e ]




task_struct
(/bin/gonzo)

Process
Descriptor

mim

start_stack

: Stack (grows down)
mmap_base "
( Memory Mapping Segment
brk
mm_struct .
Memory start _brk Heap
Descriptor >
:::Hh end_data N BSS segment
| start_data Data segment
. ;*—:
end_code Text segment (ELF)
h >

start _code




Memory workflow
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TLB (Translation Lookaside Buffer)

virtual address / Y husical
Aee phyvsica
CPU ™ Page #H{Offset Fragme Offset address
Page # Page frame f‘
Page # = 140 31
comp ared - 20 38
to all keys =1 130 22 TIR 1023
simultancously |l 129 14 e i
10 | 100 :
If found, - 2] 36 I
- TLB hit - = 860 33 4
Nno Mmemory key value 3
access required TLB %
: TLB miss 0 physical
If not, TLB muss Page Table memory




Tunbl oLINOOK

e Segmentation fault
= OWKnbKa Bblae1eHNA BMpTyaﬂbHOVI NaMATU, BbIXO[ 3a Nnpeaesibl
paspeLleHHON NaMAaT
e Page fault

= 3arnpallMBaemMast CTpaHuLa He 3arpy>keHa B naMaTb. HaunHaeTtcs
npoLecc NoArpy3KM CTPaHuLbl C ANCKa



process,

physical
memory

process,

page A

page B

page C

-

Copy of page C




mmap — POSIX-coBMeCTUMbIN CUCTEMHbIN Bbl30B
Unix, N0o3BoNSOLWNIA BbINOSIHNTb OTOBPa)KeHme
(anna unm yCcTpomcTBa Ha NaMsATb. ABnsieTcs
MeTO0OM BBOJa-BbiBOJa Yepes oTobpa)keHue panna
Ha NamMsaTb N eCTEeCTBEHHbIM 06pa3oM peannsyer
BblAeJ/ieHMe CTpaHuL, Mo 3anpocy, NOCKOJIbKY
M3Ha4vaNIbHO coAepXXnUMoe annia He YNTaeTcs C
ANCKa U He UCMNOoJSib3yeT MU3NYECKYO NaMATb
BooOLe. PeanibHOe CYUTbIBaHME C ANCKA
NPON3BOAUTCA B «JIEHUBOM» PeXXUMe, TO eCTb Npu
OCYyLLL,eCTBNIEHUN A0CTYyMna K onpeaesieHHOMY MecCTy



Linux MMAP()

mapping by mmap()
Mapped Memory

Heap

File Mapped Region

Text offset «— Length—




Memory allocated
by vmalloc()

Virtual memory

Physical memory

miil

non contiguous
memory allocated in
physcial memory




Virtual Memory Physical Memory

Memory Allocated
by kamlloc()
contiguous
memory allocated




/proc/meminfo

e MemTotal
= J1oCTYnNHbIA 06BbEM onepaTUMBHON NaMATU. HacTb pusnyecku
AOCTYMHOM NaMATU pe3epBUpyeTCs BO BPEMS 3anycka CUCTEMDbI
AZIPOM M He BXOAUT B YKa3aHHbIN 30eCb 0OBHEM:
" grep Memory: /var/log/dmesg
e MemFree
= 06beM NaMATU AOCTYMNEHbIN AN HEMEeANIEeHHOro BblaeneHuns
npoLeccam.
e MemAvailable
= PUGIN3NTENBHbIN 06 bEM AOCTYMHbIN A1 CTapTa HOBbIX
NPUNOXEHNN 6€3 NCMOJIb30BaHUSA SwWap
e Shmem
= 06U 06BEM UCMOb3YEMOW pa3aensieMon namsaTn



Buffer cache vs Page Cache

Buffers: 4172 kB
Cached: 859804 kB
e Cached

= pasMep 3aHATOM NaMATU nog 6/10KK pannoB., UCNOMb3yeMblX s
YCKOPEHUS YTEHUS U BydepusaLnm sanncu
e Buffers
= 10 AApa 2.4 npeactaBnanm 610Kn B NnaMATK A9 3anNncu Ha AuUCK.
Cenyac 3T0 TONbKO Te 6/10KM KOTOpble He NpuHagnexart gannam u He
npeacTaBfieHbl B page cache

e SwapCached

= MaMATb, KOTOpPaA €CTb U B K3LWLe U Ha ANCKeE



Active and inactive

e Active(anon)(file)
= HeJaBHO UCMOJIb3yeMad
e Inactive(anon)(file)

= JJaBHO HENCMNOJIb30BaHHasA, peKOMeHAoBaHa And c6poca Ha AUCK, UK
OCBObOOXEHUSA

e Unevictable
= NamMATb HeQOCTYMNHas AJisi 0OCBO6OXAEHNSA UK cbpoca Ha AUCK

e Mlocked

= 3a6110KMpoBaHHada ¢ nomMmoubto mlock



/proc/meminfo

e Dirty: namMaTb oxungarou,asa cépoca Ha ANCK

o Writeback: namaTb B HaCTOALMA MOMEHT 3anncbiBaemMas Ha
OUCK Ha AUCK

e AnonPages: cTpaHuuUbl MaMAT He NPUBA3aHHbIE K paniam
(THP)

e Mapped: pannbl oTobpa)eHHble B NaMATb Yepe3 mmap

e Slab: KW CTPYKTYp AaHHbIX Aapa

e PageTables: namaTb BbigeneHHas ans PageTables



/proc/meminfo

NFS_Unstable: NFS cTpaHuLbl, nocnaHHble Ha cepBep,
oXXuparoLine noaTBEPXAEHUS

Bounce: namMaTtb BbigenaHHa ana bounce buffers 6104HbIX
YCTPOUCTB

CommitLimit: gocTtynHaa gna BbiaeneHns namMaThb
oneparulaaca Ha vm.overcommit_ratio

Committed_AS: Kon-BoO NnaMATH BblAeNEeHHON CUCTEME B
HacToALWMUA MOMEHT

VmallocTotal: cymmapHbIn pasmep namatu nog vmalloc
VmallocUsed: ncnonbsyembin 06beM

VmallocChunk: HanéonbLwmin HenpepbiBaeMblii CBOOOAHbIN
610K vmalloc obnactu




Hugepages

HugePages_Total: yncno hugepages BbieNHHbIX AAPOM
(vm.nr_hugepages)

HugePages_Free: uncno ceob6ogHbIX hugepages
HugePages_Rsvd: uncno BbigensieMbiX B HACTOA3UA MOMEHT
hugepages

Hugepagesize: paamep cTpaHulbl (06bI4HO 2M)
AnonHugePages - aHOHUMHble hugepages

HugePages_Surp: uncno ctpaHuy B nyne 6onbLie
vm.nr_hugepages. KoHTponupyetcs
vm.nr_overcommit_hugepages.



transparent hugepages

BCTPOEHHbIU N BKTKOYEHHbIW MeXaHU3M NPOo3payHo
NoAMEHSOLLMI 06blYHbIe CTPaHuULbl Ha hugepages

paboTaeT C aHOHUMHbIMU cTpaHuuamMmu n tmpfs/shmem

onsa cuctem ¢ CYB/l pekoMeHayeTca OTKKOYaTh

noapooHee:
https://www.kernel.org/doc/Documentation/vm/transhuge.txt


https://www.kernel.org/doc/Documentation/vm/transhuge.txt

oTKJ/louYeHue transparent hugetables

cat /sys/kernel/mm/redhat transparent hugepage/enabled
[always] madvise never

echo never > /sys/kernel/mm/redhat transparent hugepage/enabled
echo never > /sys/kernel/mm/redhat transparent hugepage/defrag

cat /sys/kernel/mm/redhat transparent hugepage/enabled
always madvise [never]




Hugepages - py4yHoe BbiCTaBJieHUe

e sysctl

= vm.nr_hugepages = 20480
e Number Hugepages * Hugepagesize = minimum Memlock
e vi /etc/security/limits.conf

oracle soft memlock 41943040

oracle hard memlock 41943040




Pednekcus

* OTMmeTbTe 3 NYHKTa, KOTOpble Bam
3aroMHUAUCH C BebuHapa

Y10 Bbl ByAeTe NPUMEHATb B paboTe
s W3 cerogHsiluHero Be6buHapa?




3anoJiH1UTe, NoXanynucra,
OMNpOC O 3aHATUU MO CCbIJIKe B YyaTe




