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MeHs xopoLuo BUAHO && CNbILHO?

CtaBbTe [* , ecnu Bce XOPOLIO
HanuwuTte B YaT, ecnv ecTb Npobsembl




HE SABbITb BKJTIOHUTD

SATTNCDH!!!



OUTTbTPALUNA TPADUKA.



OT/INYNA OT IPTABLES

e CMHTaKC

e HET NpeponpeaesnHHblX Tabnuy un Lenovyexk
e HECKOJIbKO AeNCTBUN B OAHOM MpaBue

e OTCYTCTBME BCTPOEHHOro cyeTymKa

e He HY)KHO Ay6nupoBaTb npaBuna gns IPvé
e HAaTUBHbIE Set U map



HOBbIE BOSMOXHOCTW

 OnuuoHanbHble CYETYNKM Ha NpaBuUia
= nft add rule 1ip filter input
counter
e HeckonbKo AencTBUU B OAHOM NpaBune

N nft add rule ip filter input \

counter log prefix \”packet drop: \” drop

e IHTepaKTUBHbIN peXNM
= nft -1

e Pexxnum pebara
= nft --debug=all



NFTABLES: KOMITOHEHTDI

e Family: CemeinctBa NnpoTokosioB
= (inet, ip, ipv6, bridge, arp, netdev)
e Ruleset: Habop Bcex Tabnuu, LLernoYexk u NnpaBu

nft list ruleset inet

e TabNULbI: KOHTEMHEPDI AJIA Liernoyek

nft list tables

nftp list tables ip

e Llenoykun: Habopbl NpaBun

nft list chains



TABJILLbI

{add | create} table [family] table [ { flags flags } ]
{delete | list | flush} table [family] table

list tables
delete table [family] handle handle




LLEMO4YKHW

e Base chains
» TOYKA BXOAa A1 NMAaKETOB U3 CETU
e Regular chains
» TOYKA BXoga c Apyroro npaeuna ( jump)

{add | create} chain [family] table chain [ { type type hook hook
{delete | list | flush} chain [family] table chain

list chains
delete chain [family] table handle handle
rename chain [family] table chain newname




TUIMbI LLENOYEK

e filter (all)
» hooks: all (ingress, prerouting, input, forward,
output, postrouting)
e nat (ip, ip6)
= hooks: prerouting, input, output, postrouting
e route (ip, ip6)
= hooks: output



Higher Lavers
Local Processes

Routing Decision
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(Input)

Incoming packets

Forwarded packets

FORWARDED

LOCAL_OUTPU

Routing Decision

POST_ROUTING

Network Interface
(Output)

Outgoing packets




e Mepen prerouting
e MOXHO punnbTpOBaTb TpapuK Ha L2
e YCMosb3yeTcs ans netdev

---> ingress ---> prerouting ---> Routing

Decision




NMPUOPUTETDI

e YMCNOBOE 3HAYEHNE CO 3HAKOM (YEM MEHbLLIE,
TEM NPUOPUTETHEE)

e YKa3blBaeT B KAKOM nopsiake obpabatbiBaThb
Leno4yku ¢ oamHakoBbin hook

e €C/IN NakKeT OblN MPUHAT Ha OAHOM LieNoYKe n
ecTb c/iegytoLlas Lernoyka Ha aToM hook, To oH
éyneTt obpaboTaH cHoBa ( Ao drop )

NF_IP PRI _CONNTRACK DEFRAG (-400), NF IP PRI RAW (-300),
NF_IP PRI _SELINUX FIRST (-225), NF IP PRI _CONNTRACK (-200),
NF_IP PRI _MANGLE (-150), NF IP PRI NAT DST (-100),

NF_IP PRI _FILTER (0), NF IP PRI SECURITY (50),

NF_IP PRI_NAT SRC (100), NF_IP PRI SELINUX LAST (225),

NF IP PRI CONNTRACK HELPER (300)




NMOJINTUKU LLENOYEK

e accept
= MO/INTUKA MO YMOJTHAHUIO
= MaKeT NPOAO/IHKAET NPOXOAUTb MO BCEMY
CTeKy
e drop
» MaKeT AponaeTcs



NMPUMEP C NMPUOPUTETAMU U
NMNOJIMTUKAMW

table inet filter {

chain ssh {
type filter hook input priority 0; policy accept;

tcp dport http accept

chain input {
type filter hook input priority 1l; policy drop;




NMPABUJIA:

add rule [<family>] <table> <chain> <matches> <statements>
insert rule [<family>] <table> <chain> [position <position>

replace rule [<family>] <table> <chain> [handle <handle>] <
delete rule [<family>] <table> <chain> [handle <handle>]

e position: NnopaaKoBbIN HOMeP AJ19 BCTaBKU
e handle: BHyTpeHHUN naeHTUPUKaTOP
e nocMoTpeTb handles

nft list table filter -n -a



MATCHES: EXAMPLES

e saddr <eth/ip/ipv6 source address>

o daddr <eth/ip/ipv6 destination address>
e version <4/6 protocol version>

e vlan [id| cfi | pcp | type]

e protocol

e length



MATCHES: EXAMPLES

e sport
e dport

tcp option {eol | noop | maxseg | window | sack-permitted \
| sack | timestamp} tcp option field

ct {state | direction | status | mark | expiration | protocol \
| bytes | packets | zone}

ct {original | reply} {l3proto | protocol | proto-src \
| proto-dst | bytes | packets | avgpkt | zone}

ct {original | reply} {ip | ip6} {saddr | daddr}




META EXPRESSIONS

BK/1FOYEHMe/OTKoYeHne MeTadaHHbIX,
dCCOUUNPOBaAHHDBIX C NMNaKeETOM

meta {length | nfproto | l4proto | protocol | priority}
[meta] {mark | iif | iifname | iiftype | oif | oifname |

oiftype | skuid | skgid | nftrace | rtclassid | ibrname |
obrname | pkttype | cpu | iifgroup |
oifgroup | cgroup | random | secpath}

e length - pAMHa nakeTa B 6anTax
e iif - BXOOQHOM UHTEpPdhENC
e skuid - UID opurnHupyroLero cokeTa



TRACING

meta nftrace set 1

nft add rule inet filter input tcp dport 10000 nftrace set 1

nft add rule inet filter input icmp type echo-request nftrace set
nft -nn monitor trace




NMPABUJIA: NTPUMEPDI

add rule ip filter input tcp dport != 80

filter input tcp dport 10-1024
filter input meta skuid 1000-1100

filter input ip daddr 192.168.10.0/24
filter input meta mark Oxffffffff/24

filter input ct new,established




NEACTBUA

accept - npMHMMaeET NakeT U 3aBepLuaeT
06paboTKy

drop - gponaeT NakeT 1 3aBepLUaeT 06paboTKy
gueue - NOCTaBKa NakKeT B oyepeab a4
06paboTKN NPUNOXKEHNEM, 3aBepLUaET
06paboTKy

continue - nepexoA K crieayrow,emy npasuny
return - BbIxo4 U3 TEKYLLEN LIeNOYKM

jump chain - nepexof ¢ TOYKOW BO3BpaTa

goto chain - nepexop 6e3 To4YKM BO3BpaTa



CKPUINTbI U SATPY3KA

e /etc/sysconfig/nftables.conf
e 1s /etc/nftables

nft list ruleset > /etc/nftables.rules

nft flush ruleset
nft -f /etc/nftables.rules




COUNTERS

CHETHUK Ha KaXKAoe€ MpaBunJio BbICTaBJIETCH
OonumnoHalJibHO

nft add rule filter input ip protocol tcp counter
nft add rule filter input ip counter protocol tcp
nft add rule filter input counter ip protocol tcp




LOGGING

nft add rule filter input log

nft add rule filter input tcp
prefix "New SSH connection: "

nft add rule filter input iif

nft add rule filter input tcp
prefix "New SSH connection: "

dport 22 ct state new log \
accept

lo log tcp dport 22 accept

dport 22 ct state new log \
group 0 accept



JUMPING TO CHAIN

table ip filter {
chain input {
type filter hook input priority 0; policy accept

ip saddr 3.3.3.3 ip daddr 2.2.2.2 tcp sport 111
ip saddr 1.1.1.1 ip daddr 2.2.2.2 tcp sport 111

ip saddr 1.1.1.1 ip daddr 2.2.2.2 tcp sport 111
}

chain other-chain {

counter packets 8 bytes 2020




table nat

chain nat postrouting { type nat hook postrouting priorit
rule nat postrouting ip saddr 192.168.1.0/24 oif ethO sna

chain nat prerouting { type nat hook prerouting priority
rule nat prerouting iif ethO tcp dport { 80, 443 } dnat 1

rule nat postrouting masquerade

rule nat prerouting redirect
rule nat prerouting tcp dport 22 redirect to 2222




DUPLICATING PACKETS

HauyMHaa ¢ Bepcumn aapa 4.3 eCTb BOBMOXXHOCTb
oyénupoBaTtb MakeT

nft add rule mangle prerouting dup to 172.20.0.2

nft add rule mangle prerouting dup to ip saddr map \
{ 192.168.0.1 : 172.20.0.2, 192.168.0.1 : 172.20.0.3 }




BAJIAHCUPOBKA HAI'PY3KW

nft add rule nat prerouting dnat to numgen inc mod 2 map { \

0 : 192.168.10.100, \
1 : 192.168.20.200 }




rule ip6 filter input tcp dport {telnet, http, https} acc

set ip filter blackhole { type ipv4 addr\;}
element ip filter blackhole { 192.168.1.4, 192.168.1.5 }

set ip filter ports {type inet service \; timeout 3h45s \




FLOWTABLES

e BbiCTaBJieHNne IMMNTOB

nft add rule ip foo bar ct state new tcp dport
flow table ssh-spammer { \

ip saddr limit rate over 3/second

} log prefix "New SSH connection: " drop

nft list flow table ssh-spammer



STATEFUL OBJECTS

nft add counter filter https-traffic

nft add rule filter output counter name tcp dport map { \
https : "https-traffic", \
80 : "http-traffic"}

nft add quota filter https-quota 25 mbytes
table inet foo {
quota example { over 100 mbytes used 0 bytes }

chain dropafterquota {
type filter hook postrouting priority 0; policy accept;
udp port 5060 quota name "example" drop




CTPYKTYPbI AaHHDbIX AJ14 AOCTYIa K 3Ha4€HUA 110

rule ip

map nat
element
rule ip

KoYy

nat prerouting dnat tcp dport map { 80 : 192.168.

porttoip { type inet service: ipv4 addr\; }
nat porttoip { 80 : 192.168.1.100, 8888 : 192.168
nat postrouting snat tcp dport map @porttoip




CONCATENATIONS

nft add rule ip filter input ip saddr . ip daddr . ip protocol {\

1.1.1.1 . 2.2.2.2 . tcp, \
1.1.1.1 . 3.3.3.3 . udp} counter accept

nft add rule netdev foo bar \

ether saddr . ip saddr . tcp dport { \

cO0:fe:00:c0:fe:00 . 192.168.1.123 . 80,
be:ef:00:be:ef:00 . 192.168.1.120 . 22} \ counter accept




TPARHCJIALUUA NPABUJI

e iptables-translate

e iptables-restore-translate
e ipbtables-translate

e ipbtables-restore-translate




Pednekcus

* OTMmeTbTe 3 NYHKTa, KOTOpble Bam
3aroMHUAUCH C BebuHapa

Y10 Bbl ByAeTe NPUMEHATb B paboTe
s W3 cerogHsiluHero Be6buHapa?




3anoJiH1UTe, NoXanynucra,
OMNpOC O 3aHATUU MO CCbIJIKe B YyaTe




