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[MTpobnembl macwTabnpoBaHuA

C yBennyeHnem Konm4yectBa cepBepoB 3aTpPyAHSAETCSH ynpaB/sieHne
noJsib3oBaTensiMm Ha 3TUX cepBepax.
Mbl Mo)XeMm:

e “CMHXPOHN3NPOBATDL’ BCE py4YKaMu U CKpUNntTamun; BaXKHO MOMHUTb NpPoO
vHnpukauuro UID mexay xoctamu
e “n3olOpeTaTb Benocuneabl” N ynpasisATb YaCcTbiO AaHHbIX ¢ nomoubio CM

cuctem Tuna ansible; 3ToT BapuaHT o4eHb YacTo O0oJsiee NpakTU4yeH, YemM YTo-TO
rotosoe u “B3pocnoe”

e Ucnonb3oBaTb “B3pocrblie” rotoBble (M HE OYEHb) peLueHus
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CUHXpPOHU3UpyemMble AaHHble

e nonb3oBartenen (UID) - HeoGxoanmo ansa Toro, YToObI NOsib30BaTeNn Mornm 6es
npoo6sem nosiydatb AOCTYN K cBOMM hansiam Ha pa3HbIX cepBepax.

 rpynnbi (GID)

e NnomMallHue KaTtanoru (He Bcerga v He Be3fe)

e OOLMEe HAaCTPOUKU AJ1I XOCTOB
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B3pocnblie peweHUn

N300peTeHOo He TaK Y)K MHOIro MexXaHU3MOB NMO3BONSAIOLWNX PELUNTDb 3TY
npoo6nemy. oanH n3 coppemeHHbiX - LDAP n CeteBoun KaTtanor.

Ha ocHoBe LDAP pa6otaeTt n Microsoft Active Directory, koTopas ssBnsietcsi, no
¢dakTy, KOpnopaTUBHbIM CTAaHAAPTOM Ha TEKYLUMA MOMEHT.

B mupe opensource ectb HECKOJIbKO peann3dauun ldap-katanoros, Hanpumep
openldap nnun apache directory server.

Ectb n ppyrue, Hanpumep NIS (Network Information Service) oH Xxe Yellow
Pages.
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LDAP

LDAP (Lightweight Directory Access Protocol) He siBnsieTcs NPOTOKO/IOM
ayTeHTUUuKauum nnv asTopunsauumn. OH ABnsieTcH NPOTOKOJIOM AOCTYyNa K
LleHTpaIM30BaHHON 0a3e O MNnoJsib3oBaTensx, rpynmnax u npo4Ynx oobeKkTax

0e30nacHoOCTM.

LDAP dyHkunoHupyet Ha 389/tcp 6e3 SSL/TLS n 636/tcp ¢ SSL/TLS.
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LDAP TepmuHonoruna

e dn - distinguished name, BbiaeneHHoe Uin yHuKasibHoe MMS OObEKTA,
aHanor fqdn. onpepensieTcss COBOKYNHOCTbIO aTpuUOyTOB ch,0ou,dc

e Cch - common name, ooweynotpeoburtenbHoe umsa - PUO, posnb,
Ha3BaHMe.

e dc - domain component - KOMMNOHEHT AOMEHHOIro UMeHW

e ou - Organizational Unit - KOHTenHep Ans o6bEKTOB cnyXXawum ans
opraHn3auvum u/vnm rpynnmpoBKu

NMpumep:

dn: cn=Alexander Rumyantsev,ou=Teachers,dc=otus,dc=lan
dn: cn=Pavel Tishkov,ou=Students,dc=0otus,dc=Ilan
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NMHCcTpyMeHTbl paboThl ¢ Idap

e Apache Directory Studio
e |dapvi
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LDAP Schema

B Katanore LDAP xpaHATCHA 00beKTbl,
CBOMNCTBA KOTOPbIX onpeaenstoT cxembl/
LIAOOHDL.

Hanpumep K Katanory noakito4YeHbl CXemMbl
copepixauime WwabsoHbI:

* unix_user

e uid

e gid

e shell

e net_user

e email

e jabber

e telegram

Kaxpas nx aTux cxem MoXXeT ObITb
NnoAKJ/Ilo4YeHa K XpaHUMOMY OOBbEKTY U
npenocTaBmT eMmy CBOU CBOUCTBaA

9 AnekcaHap PymAaHueB

Cxema - 31O TOXe BeTKa ldap

¢ dn: cn=schema.
NMpuHapgne>XXHoCTb O00bEKTA
LWabfIoHy onpeaensieTcs
cTaHAapTHbIM MAacCMBOM aTpUOyTOB
objectClass

Nopaknoyas pa3Hble CXeMbl, Mbl
MOXXeM XpaHuTb 4YTo yrogHo B LDAP,
Hanpumep KoHdurypauyuro
NMOYTOBOU CUCTEMDI

ECTb HECKOJIbKO CTaHAAPTHbIX CXEeM
OIS XpaHeHUS AaHHbIX
nosib3oBaresien, 6asoBou
cuntaetcsa RFC2307Bis
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NSS (Name Service Switch)

Onsa GLIBC-dyHkuun
e gethostbyname()
e getpwnam()

o ...etc

cywectByeT "o6épTka" (wrapper) - NSS, no3sonswowmm onpeaenvuTb, rae v
B KaKOM nopsiiKe nckartb nojib3oBaTesiel, rpynnbl, XOCTbl

HactpauBaeTcs B panne /etc/nsswitch.conf
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FreelPA

11

FoTOBOE pelueHue, coyeTawllee B cebe
e CepBep LDAP Ha 6a3e Novell 389 DS c npeaycTaHOB/IEHHbIMY CXeMaMWU
e CepBep Kerberos

 [pepHacTpoeHHbIN bind ¢ xpaHeHnem 30H B LDAP
e Web-KOHCO/Ib YNpaBneHus

# yum install ipa-server
# ipa-server-install

B npouecce ycTaHOBKM Mbl BBOAUM AOMEH, kerberos realm u gBa napons.
e |PA Administrator (dn: uid=admin,cn=users,cn=accounts,dc=otus,dc=Ilan)
- NepBbIA NoJib30BaTeNb, aAMWUH

e Directory Manager (dn: cn=directory manager) - agmuH LDAP, noa HuUm
Mbl noaknoyaemcs K LDAP

VoY
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HacTtpouka xocTa

JTarnbl HACTPOUKM:
OpenLDAP Client
SSSD

PAM

SSH

NSSwitch

oddjob
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HNemoH, npuweawmn Ha 3ameHy NSLCD, npepnocrasnsowmmn

S S S D nHTepdenc ana oouweHus c LDAP, a Tak e KelumpyroLwmmn
3anpochl

/etc/sssd/sssd.conf

[domain/default]

cache_credentials = True

# debug = 9

ldap search base = cn=users,cn=accounts,dc=otus,dc=lan?subtree?
ldap group_search base = cn=groups, cn=accounts,dc=otus,dc=lan?subtree?
ldap sudo_search base = ou=sudoers,dc=otus,dc=lan?subtree?

# ldap access filter = (| (trustmodel=fullaccess) (accessto=vpnl))
ldap access_filter = (objectClass=¥*)

id provider = ldap

auth provider = ldap

sudo_provider = ldap

access_provider = ldap

ldap uri = ldaps://192.168.27.110/

## ldap backup uri = ldap://192.168.27.110/

ldap default bind dn = uid=reader,cn=users,cn=accounts,dc=otus,dc=lan
ldap default authtok = reader

ldap id use start tls = True

ldap tls cacertdir = /etc/openldap/cacerts

ldap tls reqcert = allow

[sssd]

services = nss, pam, ssh, sudo

config file version = 2

domains = default

[nss]

homedir substring = /home

[pam]

[sudo]

[ssh]

[pac]

[ifp]
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OpenlLDAP Client

SSSD pa6oTtaeTt 4epe3 OpenLDAP Client, n He Bce HacTpoMKu npenocTaBisieT B
KoHpure. HekoTopblie NnpnxoanTCA NpaBuUTb B LUTAaTHOM KOH(Ure KMeHTa

/etc/openldap/ldap.conf

URI ldaps://ipa.otus.lan/
BASE dc=otus,dc=lan

TLS CACERTDIR /etc/openldap/cacerts
TLS REQCERT allow
TLS CRLCHECK none
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NSSwitch

passwd: files sss
shadow: files sss
group: files sss
hosts: files dns

bootparams: nisplus [NOTFOUND=return] files

ethers: files
netmasks: files
networks: files
protocols: files
rpc: files
services: files sss
netgroup: files sss

publickey: nisplus

automount: files sss
aliases: files nisplus
sudoers: files sss
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UHTerpauma SSH ¢ SSSD

/etc/ssh/sshd_config:

AuthorizedKeysCommand /usr/bin/sss_ssh authorizedkeys
AuthorizedKeysCommandUser nobody
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oddjobd

NMpuwen Ha 3ameHy pam_mkhomedir. lMpeacraBnseT ns cebs AeMOH,
pabdoTalowmni OT pyTa M BbINOJIHAKOLWNA HEKOTOPbIE 3aaa4yn Asis pam
Hac nHtepecyeT co3paHue gomMmallHen ANpeKTopumn
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PAM

HacTtpauBaeTtcs ctaHgapTHou ytunuton authconfig, nmné6o Hanpsmyto channamm

password-auth n system-auth:

auth sufficient pam sss.so forward pass

account [default=bad success=ok user unknown=ignore] pam sss.so
password sufficient pam sss.so use authtok

session optional pam oddjob mkhomedir.so umask=0077
session optional pam sss.so

A
J/
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IPA client

Bceé 31O penaet 3a Bac
ipa-client-install --mkhomedir

N3 NakKkeTa
freeipa-client

Ho Tak )Xe He uHTepecHo, na?
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Cnacub6o
3a BHUMaHue!

Bonpocbi?




