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[lpaBuna BedbuHapa

AKTUBHO y4YacTByeM

3agaeM BOnpoc B YaT UIMn roriocom

Off-topic obecyxpaaem B Slack #kaHan rpynnel unu #general

Bonpochl BUXKY B YaTe, MOry OTBETUTb HE cpas3y
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MapLwpyT BeOMHapa

[lpoTtokon SMTP

DKIM, DMARC, SPF

Postfix

Dovecot (IMAP, POP3)
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Llenn 3aHATUSA | Mocne 3aHaTvs Bbl cMoxeTe

OTnpaBnaTb NOYTOBbIE COOBOLLEHNSA C
NnomMoLlblo npoTokorna SMTP

[TpnHMMaTb NOYTOBLIE COODLLIEHUSA C
2 nomoLlbto npotokonoB POP3 n IMAP

[ToHMMaTb HEODXOAMMOCTb NOYTOBbIX
oyepenen n padbortartb C HUMU



Llenn 3aHATUSA | Mocne 3aHaTvs Bbl cMoxeTe

4 [ToHATb Kak pabotaetr MTA Postfix

[TOHATb Kak paboTaeT No4YToBbLIN CcEPBEP

5 Dovecot

YCBOUTb OCHOBHbIE NPUHLIMMIBLI 06Xx0aa
MeXaHn3MOB BopbObLI CO cramom



CMbICH | 3auem Bam a0 YMETb

UToObI NOHMMAaTL, KaK paboTaeT
SN1IeKTPOHHaA no4vta nu ee OCHOBHbIE
NPOTOKOSbI

UTobbl OTNamnBaTb NPOLIECCHI OTMPAaBKA U
2 NONyYeHnst MOYTOBbLIX COOOLLEHNI

UTOObLI CaMOCTOATENBHO Pa3BepPHYTh
6e3onacHbIM NOYTOBLIN CepBep
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[lpoTokon SMTP

MUA
(Mutt, Thunderbird, etc)

l

Sender's
mailserver

Outgoing Mail Incoming Mail
SMTP (auth) SMTP
port 587 port 25
. v

gm SMTP ! milter

&Amailserver S port 25 | " Postfix (MTA) (unix sock) Rspamd
- el ¥ r =
. LDAP LMTP spam trz{ining
— ",” v "1"’ I S
| OpenLDAP 'y i s s
usews&ﬁg‘aﬁsas;:v:r % «---LoAP--» Dovecot (MDA) <«—filesyste Mailbox
. s  (maildir, mbox) |
| virtual aliases | ¥... i ot e o
T inﬁexing —
'MAPS . . :\ ‘-;
port 993 ‘[ — ]
(FTS DB)
MUA

(Mutt, Thunderbird, etc)

N —



[lpoTokon SMTP

SMTP process

SMTP Client
SMTP Server

DNS Server

SMTP
SMTP Server
Mail Storage Recipient
IMAP/ P 2
POP3 IMAP. POP3
Client

w =



[lpoTokon SMTP

SMTP (anrn. Simple Mail Transfer Protocol — npoCcToi NPpOTOKO
nepeaavu noyTbl)

- nosiBusncsa B 1985 roay (1o ectb Ha 10 neT paHblue HTTP)

- UCMONb3yeTcA ANd nepeaayun aNIeKTPOHHOM MOYTbl B CETAX

- aKTyanbHoe onucaHue B RFC htips://tools.ietf.org/html/rfc5321 (2008
rog)

- ucnonb3yet nopt 25/TCP

- NpeAcTaBiseT N3 cebsi TEKCTOBbIM MPOTOKOJ

-


https://tools.ietf.org/html/rfc5321

[lpoTokon SMTP

CTpyKkTypa nucbma

Format of an email

* Mailis a text file /\

Betoosz Forourm t
®* Envelope - D A Cllge ,
e Mail From: forouzan@ deanza edu g
* sender address Sophia Fegan RCPT To: fegan@comnet.com 3
. Com-Net =
* receiver address Cupertino, CA 95014 d
- . hd
* other information Sophia Fegm N G 4
Com-Net To: Sophia Fegan
® Message - Cupertino, CA 95014 Date: U398 g
- 1998 Subject: Network z
* Mail Header — defines | ™™™ -.
the sender, the Subject: Network Y
receiver, the subject of |,y Do bl e :
the mgssage, _and We want to inform you that We want to inform you that é
other information our network is working pro- our network is working pro- 5] =
= Mail Body — Contains | perty after the last repsic lyiwicltmp: |2
the actual information
in the message Yours truly, Yours truly,
Behwouz Forouzan Behrouz Forouzan ! ‘

-



[lpoTokon SMTP

[Mpouecc oTnpaBKU NUCbMa

Sender (client) Receiver (server)

establishes connection

P! 220 «server—domain» Service Ready
HELO «sender—domaine &

- 250 «server—domaine 0K
MAIL FROM:«reverse—path» —»

« 250 0K
RCPT TO:«forward"pathe =

- 250 0K
DATA =

-« 354 Start mail input,

end with «CRLF».<«CRLF»

linel -
l1ine2 >
lastline >
<«CRLF».<CRLF» >

< 250 0K
QUIT =

- 221 «server» Closing Connection

o -
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[lpouecc oTnpaBKU NUCbMa
1. [ogknoyaemMca K NOYTOBOMY CepBepy:.

telnet 127.0.0.1 25
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[lpouecc oTnpaBKU NUCbMa

1. [ogknoyaemMca K NOYTOBOMY CepBepy:.

telnet 127.0.0.1 25

Trying 127.0.0.1...

Connected to mydomain.ru.com.
Escape character is "]

220 mail.mydomain.ru.com ESMTP Postfix (Debian/GNU)
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[lpouecc oTnpaBKU NUCbMa

2. [pepctaBnaemMcsa Nno4YTOBOMY CepBepy.

telnet 127.0.0.1 25

Trying 127.0.0.1...

Connected to mydomain.ru.com.
Escape character is "]

220 mail.mydomain.ru.com ESMTP Postfix (Debian/GNU)
EHLO mail.mydomain.ru
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 Mpotoron ST

o
4

[lpouecc oTnpaBKU NUCbMa
2. [pepctaBnaemMcsa Nno4YTOBOMY CepBepy.

telnet 127.0.0.1 25

Trying 127.0.0.1...

Connected to mydomain.ru.com.
Escape character is "]

220 mail.mydomain.ru.com ESMTP Postfix (Debian/GNU)
EHLO mail.mydomain.ru
250-mail.mydomain.ru
250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-STARTTLS
250-ENHANCEDSTATUSCODES
250-8BITMIME

250-DSN

250 SMTPUTF8




[lpoTtokon SMTP

[lpouecc oTnpaBKU NUCbMa
2. [pepctaBnaemMcsa Nno4YTOBOMY CepBepy.
HELO - komaHaa npusetctBua n3 RFC821

EHLO - (extended HELO) 60nee coBpeMeHHbI BapuaHT NPUBETCTBUSA N3
RFC5321

=N
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[lpouecc oTnpaBKU NUCbMa
3. YKasbiBaeM UMSA oTnpaBUTENS:

mail from: <pavel@mydomain.ru>

N
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[lpouecc oTnpaBKU NUCbMa
3. YKasbiBaeM UMSA oTnpaBUTENS:

mail from: <pavel@mydomain.ru>
250 2.1.0 Ok
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[lpouecc oTnpaBKU NUCbMa
3. YKa3blBaeM nM4A nosiyyaTtens:

mail from: <pavel@mydomain.ru>
250 2.1.0 Ok
rcpt to: <pavel@domain.ru.com>

N
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[lpouecc oTnpaBKU NUCbMa
3. YKa3blBaeM nM4A nosiyyaTtens:

mail from: <pavel@mydomain.ru>
250 2.1.0 Ok

rcpt to: <pavel@domain.ru.com>
250 2.1.5 Ok
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Mpotokon SMTP

[lpouecc oTnpaBKU NUCbMa

4. DopmMunpyem coobLLEeHUE:
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Mpotokon SMTP

[lpouecc oTnpaBKU NUCbMa
4. DopmMunpyem coobLLEeHUE:

DATA
354 End data with <CR><LF>.<CR><LF>
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 Mpotoron ST
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[lpouecc oTnpaBKU NUCbMa
4. DopmMunpyem coobLLEeHUE:

DATA

354 End data with <CR><LF>.<CR><LF>
From: Pavel Vikiryuk <pavel@mydomain.ru>
To: Pavel <pavel@domain.ru.com>

Subject: Test subject

Content-Type: text/plain

Hi!

Bye
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~ porokon SMTP

[lpouecc oTnpaBKU NUCbMa
5. 3aBepLUaeM COObLLEHMNE:

DATA

354 End data with <CR><LF>.<CR><LF>
From: Pavel Vikiryuk <pavel@mydomain.ru>
To: Pavel <pavel@domain.ru.com>

Subject: Test subject

Content-Type: text/plain

all

Bye

250 2.0.0 Ok: queued as 278EE6047B
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Mpotokon SMTP

[lpouecc oTnpaBKU NUCbMa

6. 3aKkpbiBaeM coeNHEHME:

w
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[lpouecc oTnpaBKU NUCbMa
6. 3aKkpbiBaeM coeNHEHME:

quit
221 2.0.0 Bye
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MTA, MDA, LDA

MTA (Mail Transfer Agent) - cepBuc nepegaym coobLleHNS

MDA (Mail Delivery Agent) - cepBuC nosy4yeHnss n OCTaBKM COOOLLEHMS
Nonb3oBaTento

LDA (Local Delivery Agent) - cepB1C Nosly4eHust U JOCTaBKU COOOLLEHNS
NIOKaNIbHOMY MOJIb30BaTesto (B npeaenax ogHoOn CUCTEMbI)

w



MTA, MDA, LDA

NMpumMmepbl MTA:

- sendmail https://www.proofpoint.com/us/open-source-email-solution
Postfix http:/www.postfix.org/

gmail http://cr.yp.to/gmail.html

- Exim http://www.exim.org/

MpumMmepbl MDA

- Dovecot https.//www.dovecot.org/

[MpumMepbl LDA:

- Postfix
- Dovecot

o W


https://www.proofpoint.com/us/open-source-email-solution
http://www.postfix.org/
http://cr.yp.to/qmail.html
http://www.exim.org/
https://www.dovecot.org/
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HemHoro o DNS

PTR 3anuco
3ayeM OHa HY)XHa?

3anncb NoATBepXXAaeT cBA3b AoMeHa ¢ |IP-agpecom cepBepa
oTnpaBuTenda

OCco6eHHOCTM:

- BO3BpallaeT umM4Aa xocTa no ero IP-agpecy

o b



HemHoro o DNS

PTR 3anuco
3ayeM OHa HY)XHa?

3anncb NoATBepXXAaeT cBA3b AoMeHa ¢ |IP-agpecom cepBepa
oTnpaBuTenda

OCco6eHHOCTM:

- BO3BpallaeT umM4Aa xocTa no ero IP-agpecy
- MpOnucbiBaeTCA XOCTEPOM UM ONepaTopoOM CBA3U, KOTOPOMY

NPUHaALNEXUT CeTb
- HersiacHoe npaBuno: Ao/HKHa 6b1Tb PTR 3annch Ha ka)ayto A 3anuchb

-



HemHoro o DNS

MX 3anucb

3ayeM OHa HY)XHa?

- BO3BpallaeT A 3anucb NOYTOBOIro cepBepa ana gomMmeHa. ['lo A sanucu

BOo3BpallaeTca |IP-agpec cepBepa
- YKasblBaeT NopAaaKoBbl HOMepP NpeanoYTeHnda NOYTOBOIO cepBepa

(npynopwuTeT)
- MO3BOJIAET OCYLLECTBNATL 6aNaHCUPOBKY MOYThI

OCco6eHHOCTM:

- paspellaeTca ykasblBaTb TONbKO M4, a He IP-agpec nnn CNAME
- A 3anucb, Ha KOTopyto ccblylaeTca MX fo/1)KHa CyLLeCcTBOBATb
- MX 3anucen MoXeT 6bITb HECKOIbKO

N B



HemHoro o DNS

A 3anucu
3ayeM OHU HYXKHbI?

- YTOObI 3afaTb MMEHa NOYTOBOIro cepBepa, MX-cepBepa, cepBepa
oTnpaBKu

w b~
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MapLwpyT BeOMHapa

[TpoTtokon SMTP

DKIM, DMARC, SPF

Postfix

Dovecot (IMAP, POP3)
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Publish Public Key DNS Server

A
. Retrieve Public key
|
v
% %k %
sialalal ===
Private Key Signed Email Server Private/Public Recipient’s Inbox

Key Match

o &~



DKIM

DKIM (Domain Keys Identified Mail) - ato uudpposasa nognunck, KoTopas
noaTBepXXaaeT NoASIMHHOCTb OTNPaBUTENA U FrapaHTUPYET LieSTIOCTHOCTb
N0CTaBJIEHHOrO NMCbMa

OCco06eHHOCTM:

- MCNOMb3YIOTCA ABa K/toYa LWNppoBaHUA: NpuBaTHbIN A1S MOANUCH
COO6LLEHN U NYONANYHBIN A5 NPOBEPKU NoANUcHK

- DSt AocTyna K Ny6/iIMYHOMY KJ1rouy no TexHonornm DomainKeys
ncnonbayerca DNS

- KJIH0UYM 06aBNAIOTCA B CAY)XEOHble 3arofloBKU NUCEM

- NOANMUCb aBTOMAaTUYECKN NPOBEPSIETCA MNOYTOBbIM CEPBEPOM B
COOTBETCTBUU C 3afaHHbIMU NOJINTUKaAMW

(@)



NMpumepbl 3anucen:

_domainkey.mydomain.ruIN TXT "t=s\; o=~\;"

t=s — 03HayaeT, YTO 3anNncb 6YAET UCMONb30BaHa TOJIbKO AJ11 JOMEHA, K KOTOPOMY OTHOCUTCS
3aMnCb, He PEKOMEHYETCS, ECJIN NCMNOJIb3YHOTCA CY6JOMEHDI

0=~ - He 0C060 CTporast NpoBepKa, 03HA4YaeT, YTO HEKOTOpPbIe COOBLLEHUS C 3TOr0 JIOMEHa
noanucbiBatoTca DKIM

0=- - CTporasi NpoBepKa, 03HaYyaeT, YTO BCe COObLLEHUSA C 3TOrO AOMEHa NoANUCbIBatoTCS
;- pasgenuTenb

- O



NMpumepbl 3anucen:

_domainkey.mydomain.ruIN  TXT "t=s\; o=~\;"
mail._domainkey.mydomain.ru IN TXT "v=DKIM1; k=rsa;

p =\V/|| Gf M AO G C S*****************************************************************************************

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkhkkkkkkhkkhkkkkhkkkkkkhkkkkkkhkkkkkkhkkkkkkhkkkkkkhkkkkkihkkk
**************************************************WpgQ [» AQ AB"

v=DKIM1 - Bepcus, obsi3aTeNbHbIW apryMeHT, Bceraa npuHMmaeT 3HayeHue DKIM1
k=rsa - TN Ncrnonb3yemMoro KJiro4ya

p= - COGCTBEHHO NMy6/INYHbIN RSA-KNHOY

N O



NMpumepbl 3anucen:

_domainkey.mydomain.ruIN  TXT "t=s\; o=~\;"
mail._domainkey.mydomain.ru IN TXT "v=DKIMT; k=rsa;
p=MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDeq19vZmGfwkiEtxnEOOWJVKrOKKMs8WyvvYUpWo

824is24pEAGIgANNBtn9U9DMHA4gcYAIXIiXY7xUxP2Y9Qq4kSZtkdPT3HbvimrXbsMtyxurhbNflymoYw8s2ws
JHVLX7Pk9pgoHnFpMJdmOeUP1x4HepeqqbaEkKigbUwp9QIDAQAB®
_adsp._domainkey.mydomain.ru. IN TXT ‘"dkim=all"

ADSP 3anucb, onpegensieT, 06s13aTesIbHO SI MUCbMO AO/MKHO 6bITb NOANUCAHO, NN HET
dkim=all - o3HauaeT, 4TO BCE NMCbMa AOIKHbI 6bITb NOANUCAHDI

w O
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DMARC

DMARC (Domain-based Message Authentication, Reporting and
Conformance) - 3T0 MexaHu3M 3alWnTbl OT cnamMa u oT
HeCaHKLMOHMPOBAHHOW paccChbI/IKM MOoYTbl C JIOMEHA

OCco06eHHOCTM:

- MHpOPMUpPOBaAHME NMOYTOBOIro cepBepa nosyyaTtesns o Halan4yumm
3anuncen DKIM, SPF n nx ncnonbsoBaHuu

- PpeKOMeHJaunm noYToBOMYy cepBepy nosiydatesia 06 06paboTKe rnoyThbl
c HeBaimaHbIiMU DKIM n SPF

- NoJsly4eHmne obpaTHOM CBA3K OT CepBEPOB nonyvartenem B popmare
RFC 5969 n RFC 5070, koTopble N0O3BONAKOT, B YaCTHOCTHU, Y3HATb O
HecaHKLUMOHUPOBAHHOW paccblfiKe C JOMeHa

(63}



DMARC

NMpumepbl 3anucemn:

C AoMeHa oTnpaBnsaeTcsa noyTa (MArkuim BapmaHT):

_dmarc TXT "v=DMARCT;p=none;fo=1;rua=mailto:admin@example.com;ruf=mailto:admin@example.com”

V=, Bepcus, 06s13aTteNibHbIN NapaMeTp U AO0JIXKEH 6bITb nepBbiM co 3HaYyeHnem DMARC1
p=, policy. 3Ha4yeHne none — HET peKoOMeHAaLun No4YTOBOMY CepBEpPY

fo=, fail policy, 3HauyeHune 1 - oTNpaBnseT 06paTHbIN OTYET, EC/IN KaKas-TO U3 NPOBEPOK
HeBanmagHa

rua=, CrMMCOK rNMNOYTOBbIX afpeCcOoB 4Yepe3 3alATYyrO, Ha KOTOpPbI€ BbiCblJ1aTb arpermpoBaHHbIE
oT4yeTbl

ruf=, onuUNoOHanbHbIN, CMMCOK NOYTOBbIX aZpECOB Yepe3 3anATyHo, Ha KOTopble BbiCblnaTh fail-
oT4YeTbl (0 HEBANNAHOW NOYTE)

o O



NMpumepbl 3anucemn:

C ioMeHa oTnpaBisieTca noyTa (bonee CTPOrnn BapuaHT):

_dmarc TXT
"'v=DMARCT1;p=reject;sp=reject;pct=100;aspf=r;fo=1;rua=mailto:admin@mydomain.ru;ruf=mailto:admin@myd

omain.ru"

p=, policy, 3HaueHue reject — pekoMeHAaUUs NOYTOBOMY CepPBEpPY OTKNIOHATb COOBLLEHUS, HE
npowwealune nposepky DKIM n SPF

fo=, fail policy, 3HauyeHune 1 - oTnpaBnseT ob6paTHbIN OTYET, €C/IN KaKasn-To U3 NPOBEPOK
HeBannaHa

aspf=, s3HaueHue r (relaxed, no ymonyanuto) gnsa SPF, TpebyeT coBnafeHus oTBeTa KOMaHAbl
MAIL FROM u 3aronoBka From nucbMma, paspeluaeT cy6J0MeHbI

(63}
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Inbound Receiver
Mail Server ’

\ @_, Authenticated

-—> Junk Mail

Sender

Not Authenticated

SPF Record
LOOkup -

O O



SPF

SPF (Sender Policy Framework) — 310 nognuchb, cogep>kallias
MH(POPMaLMIO O cepBepax, KOTopble MOTyT OTNPaB/ATb NOYTY C BaLLEro
NOMeEHa.

OCco06eHHOCTM:

- Hanun4dme SPF cHu)XaeT BepoATHOCTb nomnagaHus Ballero nucbmMa B
cnam

- MOXeT 6bITb ToNbKO ogHa SPF 3anuncb anst ogHOro JoMeHa

- HO B 3anuMcu MoryT 6bITb NepevYmncrieHbl HECKOJIbKO CEPBEPOB

oo



SPF

NMpumepbl 3anucen:

@ IN  TXT "v=spf1ip4:1.1.1.1 a mx include:_spf.google.com ~all’

v=spf1 - Bepcusa SPF, o6s13aTenbHbIN NnapaMeTp

ip4: - napameTp yKasbiBaeT agpec (HECKOJIbKO afipecoB, UM NOACETD)

a - paspellaeT oTnpaBAseT NMCbMa C aapeca, KOTopbIi YKa3aH B A 3anuMcu goMeHa oTrnpaBuTens
MmX - paspeLlaeT oTNpaBaAATb MUCbMa C agpeca, KOTopbir YKasaH B MX 3anucu gomeHa

include - BKNtoyaeT B cebsi XOCThbl, pa3pelleHHble SPF-3anncbio YKa3zaHHOro JOMeHa

~all - onnucbIBaeT Bce ocTasnbHble cepBepa, He nepeduncrieHHble B SPF-3anucun. lNapameTp ~
o3HayvaeT SoftFail nnn msarkoe oTkNoHeHMe He COOTBETCTBYHOLLMX COOOLLEHWUIA

- O



SPF

NMpumepbl 3anucen:

@ IN  TXT ‘v=spflmxaip4:1.1.1.121ip4:2.2.1.0/29 ip4:18.40.40.22 include:_spf.yandex.ru -all’

ip4: - napameTp yKasbiBaeT agpec (HECKOIbKO aZipecoB, UK NOACETD)

a - paspeLllaeT oTnpaBNdeT NMCbMa C agpeca, KOTopbiv yKkasaH B A 3anmcu goMeHa oTnpaBuTend
MmX - pa3peLlaeT oTNpaBfATb NUCbMa C agpeca, KOTopbin ykasaH B MX 3anncm gomMeHa

include - BK/1toyaeT B cebs XOCThbl, pa3pelleHHble SPF-3anncbio yKasaHHOro oMeHa

-all - onncbiBaeT Bce ocTanbHbIe cepBepa, He nepeduncrieHHble B SPF-3anucn. B gaHHOM cny4ae
3anncCb peKoMeHayeT OTKNIOHATb NUCbMa, He COOTBETCTBYHOLLIME MOJINTUKE

N O



% .n\\ls.\..l.:\\

,_nﬂ.:...}.\ilanir\.h =3
m\ / . /4 “...;\...]

] RSy ARSI N

«\,. LAl P

g - -
b
l‘\\“.\.!\hl~\s\-.\\.l!\\




l..\

{ . g .n‘ﬂ .. !.s/l/l N3
P Fols 8 .
N SN
4 255008 .Vw\ 4
OISO
’ . \\\\\ﬁ\ / .\‘ &

R R Y
N N
v A

4.\‘.\1
-,

)

> - .
» .\\\.?\‘t\\
o

N\. L o




SPAM

[MpUyYUHBI:

- 60Tbl 1 BOTHETDI

- OTKPbITbI€ MOYTOBbIE pefien

- 30Mbun-cepBepa

- HTepdencol iKVM, iLo n npoyune

- B3JIOMaHHbIe aKKayHTbl MOYTOBbIX CUCTEM

- HEKOPPEKTHO HACTPOEHHbIE TUKET-CUCTEMbI (BUTBA POOOTOB)

»



SPAM

OTnnuynTenbHble YyepThbl.

- HeBanuAHbIN 06paTHbIN agpec

- HenpaBWJIbHble 3aroJI0BKU

- XOCT OTrpaBfieHns He aBnsieTca ny6an4yHbiMm MX
- He NOBTOPAIOT OTNpPaBKYy

- TeJI0o MMCbMa CoAepXUT cnam

o o



SPAM

YTto penatb, UT06bI NOYTA OTNpaBnaAnacb?

- hostname cepBepa = A 3anucb + PTR 3anucb
- cepBep A0/HKEH 6bITb B MX 3anucsix

- aJipec oTrnpaBuUTenNst Jo/mMKeH 6bITb BannaeH
- HacTpoeH SPF

- HacTpoeH DKIM

- HacTpoeH DMARC

B maillist otcyTcTBYIOT honeypot

»



SPAM

Kak npoBeputb?

- https://whatismyipaddress.com/blacklist-check
- https://mxtoolbox.com

- http://www.anti-abuse.org/multi-rbl-check

- https://toolbox.googleapps.com/apps/checkmx

o O


https://whatismyipaddress.com/blacklist-check
https://mxtoolbox.com
http://www.anti-abuse.org/multi-rbl-check/
https://toolbox.googleapps.com/apps/checkmx/

SPAM

Kak 3aluTutbca?

poBepka PTR 3anunceu

poBepka MX 3anunceu

noBepka SPF, DKIM

- NMpoBepKa oTnpaBuUTena 1 nosiyvyartend

- graylist (cepBep BpeMeHHO HeZl0CTYMEH)

- Blacklist, DNSBL (RBL) - He pekomMeHAayeTCs, HO 6bIBaeT
- ucnosib3oBatb SpamAssassin nnin rspamd

|
= d I

o o



MapLwpyT BeOMHapa

[TpoTtokon SMTP

DKIM, DMARC, SPF

Dovecot (IMAP, POP3)

I«H‘I‘I |
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Postfix: apxutektypa

Cxema paboTtwl Postfix

3

NokansHan 1 !

MaluHa
0—’( smtpd

pickup

maildrop

cleanup

MoyToBbLIN
AWMK

/m

Certb

UUCP n.1.a

trivial-rewrite gmgr
bounce
ingc;ming active
l
corrupt deferred hold

NN



Postfix: apxutektypa

master

prijem zprav
pickup |-
smipd |-
qmtpd |-

ostatni moduly

bounce |-
flush -
tlsmgr |-

doru éqvé ni
zprav

P smip
B Imip
p  local
p  virtual
P error
P discard

~



Postfix: apxutektypa

ApxuTeKTypa:

- MOAY/bHbIN, COCTOUT U3 MHOIMMX JlEMOHOB

- JeMOHbI 0OLLLAOTCA Yepes UniX-COKETb!

- OCHOBHOW npoLiecc Bbl3blBAET BCNOMOraTesibHble IEMOHbI MO Mepe
HEeob6Xo0aAMMOCTHU

- MOJAY/NbHOCTb NO3BOJISAET BKAKOYATb TOJIbKO HEOOXOANUMBbIE AEMOHDbI

- NaMATb A58 paboymx NpoLeccoB BblaenseT AMHaMUYECKHN

o N






Postfix: ouepean

Local User Mailboxes
& Local Processes

External
Hosts

Figure 1: Postfix Queues

o N



Postfix: ouepean

Ouepepum:

maildrop — B 3Ty ouepeab nonagaroT NMCbMa, OTOC/TAaHHbIE KOMaH0M
sendmail

hold — ouepeab, B KoTOpyto NonagatoT NMCbMa, KOTOPbIe COrlacHoO
HacTpoek postfix He MOryT nonacTb B HOpMasibHYO 06paboTKy
deferred — ctopa nonagatoT NMCbMa, A9 KOTOPbIX OTrpaBKa He
yaanacb. O4yepeab NMcemM rnepmoamyeckn CKaHnpyeTcs u
npeanpuUHUMaETCA NMomnbITKa oTocaTb UX

incoming — ctoja nonajaroT BCe NMCbMa Nocse OTrnpaBKU, rae OHU
CKaHUPYOTCA U NepenatoTcsi B OAHY U3 APYrnux ovepeaen

active — nucbMa, rotoBble K OTNpaBKe (Un B NpoLecce oTnpaBku). B
OT/INYMK OT NpeabIAYLLNX oyepeaen (KOTopble COXPaHAOTCA Ha
OUCKe), jaHHasa ovyepeb COXPaHSAETCA B OnepaTUBHOM NaMATH

~



Postfix: ouepean

OcobeHHOCTM:

- HY>XHbl TOJIbKO 3aTeM, YTOObI HE MOTEPSATb MOYTY B NpoLecce

- no cytu aensatoTca pannamm (mailbox) n karanoramu (maildir)

- oyepeamn aBnarTCA cslabbiM MECTOM B NPOU3BOAUTENIbHOCTMY
MOYTOBOro cepBepa

- NyJdlle pacnoJjiaratb Ha oTaenbHOM MaccuBe n3 SSD auckoB

- MOXHO MOHTHMpoOBAaTb B tmpfs, HO y4ecTb Npn 3TOM 06EM CBOOOAHOM
onepaTUBHOU MNaMATU Ha cepBepe

o o
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Postfix: KOHUrypaums

MUA
(Mutt, Thunderbird, etc)
Outgoing Mail @

Sender's
mailserver

Incoming Mail
SMTP (auth) SMTP
port 587 port 25
" Recipient's sMTP__ || . I milter __|
iﬂmailserver S port 25 EOSHCIMA) (unix sock) Tl
\_,_// v A =4
. LDAP LMTP spam training
L v [
| OpenLDAP 'y L o3 2
virtual domains (maildir, mbox)
virtual aliases ... et s e U
T inaexing J——
lMApS s - -\ _’;
port 993 o ‘[ E=rave l
(FTS DB)
MUA

(Mutt, Thunderbird, etc)

N o



Postfix: KOHUrypaums

Other mail servers

Pass to
external External
server mail arrives
Send mail
with SMTP User information lookup
—)(Postﬁx (MTA)
A
SASL Pass to Administer
Mail Client auth. Dovecot LDA Postfix Admln]
v v
e Bavecot ||«
w / Authenticate )
Web Browser
Fetch mail

From dlsk Deliver to local folder

w
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- Postfix: koHcurypauns

OcHOBHbIe KOHpUrypauuoHHblie paunbi.
main.cf - KoHpuUrypaumsa Bcem NOYTOBON CUCTEMDI
MuHuMmanbHasa KOHpUrypauums.

myhostname = mail.test.ru
myorigin = test.ru
mydestination = Smyhostname, mail.test.ru, localhost.localdomain,

localhost
inet_interfaces = localhost
inet_protocols = ipv4

mydestination onpegensieT JOMeHbI, KOTOpble 6yAyT cYNTaTbCA
JTIOKaNbHbIMU AN1S1 J@aHHOr0 cepBepa, COOTBETCTBEHHO postfix byaeT
NCKaTb NOJSIb30BaTesIen 3TUX AOMEHOB B JIOKasbHbIX Tabnuuax

oo
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- Postfix: koHcurypauns

OcHOBHbIe KOHpUrypauuoHHblie paunbi.
main.cf - KoHpuUrypaumsa Bcem NOYTOBON CUCTEMDI
ba3a paHHbIX Nonb3oBaTeNeun:

alias_maps = hash:/etc/aliases
alias_database = hash:/etc/aliases

oo



OcHOBHbIe KOHpUrypauuoHHblie paunbi.
main.cf - KoHpuUrypaumsa Bcem NOYTOBON CUCTEMDI
BupTyasibHble NOYTOBbIE SILUKMU:

virtual_mailbox_domains = mysql:/etc/postfix/sqgl/vdomains.cf
virtual_mailbox_base = /var/vmail

virtual_mailbox_maps = mysql:/etc/postfix/sqgl/vmailbox.cf
virtual_minimum_uid = 1150

virtual_uid_maps = static:1150
virtual_gid_maps = static:8
virtual_transport = dovecot
dovecot_destination_recipient_limit = 1

Postfixadmin - Be6-uHTepdenc ana paboTtbl ¢ nonb3oBaTtesiMm B 6ase

hitp://postfixadmin.sourceforge.net/

oo


http://postfixadmin.sourceforge.net/

s T

o
4
W

| 11 ?Ezétf IX: KOHGOU rypauns

OcHOBHbIe KOHpUrypauuoHHblie paunbi.
main.cf - KoHpuUrypaumsa Bcem NOYTOBON CUCTEMDI
NMouTOBbIN penen:

mynetworks = 127.0.0.0/8 [::1]/128
smtpd_relay_restrictions = permit_mynetworks, permit_sasl_authenticated,
defer_unauth_destination

oo
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al ?Ezétf iX: KOHGUrypauus

OcHOBHbIe KOHpUrypauuoHHblie paunbi.
main.cf - KoHpuUrypaumsa Bcem NOYTOBON CUCTEMDI

DKIM milter:

milter_default_action = accept
milter_protocol = 2
smtpd_milters = inet:localhost:8891

non_smtpd_milters = inet:localhost:8891

OpenDKIM: http://www.opendkim.org/

oo


http://www.opendkim.org/

OcHOBHbIe KOHpUrypauuoHHblie paunbi.

main.cf - KoHpuUrypaumsa Bcem NOYTOBON CUCTEMDI

Open relay + DNSBL + RBL + Postgrey :

permit_mynetworks =
relay_domains =
virtual_mailbox_domains =
mydestination =

smtpd_client_restrictions =

permit_inet_interfaces,

permit_mynetworks,

permit_sasl_authenticated,

reject_rbl_client dnsbl.sorbs.net, reject_maps_rbl,
reject_unknown_client_hostname,
reject_unknown_reverse_client_hostname,
check_policy_service inet:localhost:10023 # postgrey
permit | defer | reject
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OcHOBHbIe KOHpUrypauuoHHblie paunbi.
main.cf - KoHpuUrypaumsa Bcem NOYTOBON CUCTEMDI

Postfix + SSL (smtp):

smtp_tls_security_level = may
smtp_tls_ciphers = export
smtp_tls_protocols = ISSLv2, ISSLv3

smtp_use_tls = yes

smtp_tls_mandatory_ciphers = high
smtp_tls_mandatory_protocols=!SSLv2,!SSLv3
smtp_tls_session_cache_database = btree:S{data_directory}/smtp_scache
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OcHOBHbIe KOHpUrypauuoHHblie paunbi.
main.cf - KoHpuUrypaumsa Bcem NOYTOBON CUCTEMDI

Postfix + SSL (smtpd):

postconf -e smtpd_tls_cert_file='/etc/letsencrypt/live/mail.mydomain.com/cert.pem’
postconf -e smtpd_tls_key_fille='/etc/letsencrypt/live/mail.mydomain.com/privkey.pem
postconf -e smtpd_tls_CAfile="/etc/letsencrypt/live/mail.mydomain.com/chain.pem’

postconf -e smtp_tls_security_level = may

postconf -e smtpd_tls_security_level = may



Postfix: KOHUrypaums

OcHOBHbIe KOHpUrypauuoHHblie paunbi.
main.cf - KOHpUrypauyms Bcem NnoOYTOBON CUCTEMBI
Apyrue tTunbi Postfix milter:

- clamav
- rspamd
- opendmarc

http://www.postfix.org/MILTER_README.html|

N ©


http://www.postfix.org/MILTER_README.html
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~ Postfix: koHcurypauus

OcHOBHbIe KOHpUrypauuoHHblie paunbi.
master.cf - KoHPuUrypauma Mmoaynen NOYTOBON CUCTEMDI
KoHBeunep ansa ucnonb3sosaHus Dovecot:

dovecot unix - nn - - pipe
flags=DRhu user=vmail:vmail argv=/usr/lib/dovecot/deliver -f S{sender}
-d S(recipient)

©
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Postfix: yTnnuthl

YTUNuUTHI:

- postqueue - CMOTpUM o4epenu

- postsuper - paboTa c nucbMamu B ovepeasnx (yaaneHue, nepesanyck)

- postalias - paboTta ¢ 6a30o1 AaHHbIX annacoB

- postconf - paboTa ¢ koHdUrypaumnen Postfix (npocmoTp,
pelaKTUpOBaHue)

- postlog - 3anucb gaHHbIx B nor Postfix (Hanpumep B ckpunTtax)

- postcat - npocmMmoTp coaepxumoro ¢aina B ouepeau

- postmap - BbINOJIHEHNE 3aNPOCOB K BCMOMOraTe/ibHbIM Tabnuam
WM co3gaHne aTux Tabnuy

(o]



[MpumMepbl:

MpocMmoTp ouyepeau

postqueue -p
-Queue ID- --Size

BBC165ECO 399 Mon Aug 19 06:48:35 pavel@test.ru
(address resolver failure)

pavel@test.ru

OBBO9CSECF 417 Tue Aug 20 11:10:39 root@/etc/mailname
(address resolver failure)
pavel@test.ru

13CO0E647/D3 418 Fri Aug 23 17:26:56 pavel@test.ru
(address resolver failure)
pavel@test.ru.com




[MpumMepbl:

[MpocMoTp coobLieHuns B ouepean

postcat -q 652E93A696
*** ENVELOPE RECORDS deferred/6/652E93A696 ***
message_size: 416 A 1 0
message_arrival_time: Fri Aug 23 19:38:44 2019
create_time: Fri Aug 23 19:38:44 2019
named_attribute: rewrite_context=local
sender_fullname: root
sender: root@test.ru
original_recipient: user@mydomain.ru
recipient: user@mydomain.ru
*** MESSAGE CONTENTS deferred/6/652E93A696 ***
Received: by mail.test.ru (Postfix, from userid 0)

id 652E93A696; Fri, 23 Aug 2019 19:38:44 +0000 (UTC)




[MpumMepbl:

[MpocMoTp coobLieHuns B ouepean

Date: Fri, 23 Aug 2079 19:38:44 +0000
To: user@mydomain.ru

Subject: test subject
User-Agent: Heirloom mailx 12.57/5/10

MIME-Version: 1.0

Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

Message-1d: <20190823193844.652E93A696(@mail.test.ru>

From: root@test.ru (root)

Test
*** HEADER EXTRACTED deferred/6/652E93A696 ***

*** MESSAGE FILE END deferred/6/652E93A696 ***
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MapLwpyT BeOMHapa
[TpoTtokon SMTP
$

TexHonornn DKIM, DMARC, SPF

$
$
Dovecot (IMAP, POP3)
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POP3

POP3 (anrn. Post Office Protocol Version 3 — npoToKon NOYTOBOro
oTaeneHuns, Bepcus 3)

- nopt 110/TCP (6e3 SSL)

- nopt 995/TCP (over SSL)

- 3arpy)aet coobLeHns C cepBepa Ha NTOKaNbHbIN KJTMEHT

- yaansieT coobLleHuns ¢ cepBepa

- paboTaeT TONIbKO B OJHOM HarnpaB/ieHuun (CepBep -> KJINEHT)

- onucaH B https://tools.ietf.org/html/rfc1939

- ayTeHTMduKaumsa SASL (aHrn. Simple Authentication and Security
Layer — npocTon ypoBeHb ayTEHTUDUKALMN U 6€30MaCHOCTH)

o


https://tools.ietf.org/html/rfc1939

IMAP

IMAP (aHrn. Internet Message Access Protocol)

- nopt 143/TCP (6e3 SSL)

- nopt 993/TCP (over SSL)

- paboTaeT c coobLEHNSIMUN Ha cepBepe

- He TpebyeT nepecblSIKM MOJSIHOIO COAEPKaHUSA COOOLLLEHUI

- OTCNEXUBAET COCTOAHME COOOLLEHN

- JaeT BO3MOXXHOCTb paboTaTb HECKOJIbKMM K/IMEHTAM C OAHUM
NOYTOBbLIM ALMNKOM

- onucaH B htips://tools.ietf.org/html/rfc3501 (Bepcus 4, 2003 r.)

O -~


https://tools.ietf.org/html/rfc3501
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Dovecot

Other mail servers

Pass to
external External
server mail arrives
Send mail
with SMTP User information lookup
—)(Postﬁx (MTA)
A
SASL Pass to Administer
Mail Client auth. Dovecot LDA Postfix Admln]
v v
e Bavecot ||«
w / Authenticate )
Web Browser
Fetch mail

From dlsk Deliver to local folder

—_

o O



Dovecot

|
|
|
|
User |
Internet |
(Web Browser) |
e |
R LDAP |
. % Forward Accept |
i ¢ 4\)\\ Outgoing Incoming |
| : @Q.\\ Mail Mail _ i
: , @éo\ Send / Receive |
| | N i
SN
i | SMTP AN i
i | AUTH N Y |
| s e s SASL — _ L 4 SASL |
i Postfix (MTA) | Roundcube | :
i Send SMTP Send Web Interface Password Change
| E Plugin
| e Deliver
i @/ a Incoming Mail
| . Receive
! User Receive Dovecot (LDA)
. (MUA) POP3/IMAP |
i ° Store (Sent, Drafts, ...)
| |
T Authentication | 1

Virtual Mailboxes

N O -



Dovecot

Dovecot - cBo6oaHbIN IMAP n POP3 cepBep

noaaep>xka opmMaToB NOYTOBbIX AWLKMKOB mbox 1 Maildir, a Tak>ke
cobcTBeHHble popmaTbl dbox n Cydir

noaaep)xka oowmx AwmkoB 1 nanok (shared mailboxes and folders)
noaaepXnBaeT KBOThI

BbICOKOE ObICTpOAEeNCTBME bnaroaaps MHAEKCaLUN COAEPXKUMOTO
ALINKOB

nogaep>xuBaet LDAP n SSL

pacluMpsieMbli (noaaep>XMBaeT niarntHbl)

BO3MOXHOCTb MOAUMDUKALMN NHOEKCOB C pa3HbIX CEPBEPOB
6e30nacHbIN

o
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BapuaHTtbl B3anmogenctema Postfix n Dovecot

1. Postfix - MTA + LDA, Dovecot - MDA
[Tntrocbl:

- Hambonee npocTasa KOHpUrypauus
- NOAXOAUT AN HE6ONbLUNX NHCTANNALUA

MWHYyCHBI:

- HeobxoanmmocTb Dovecot ckaHnpoBaTb maildir nonb3oBaTtens



o
N

nsa Postfix n Dovecot

N
- ,f;”':.

1. Postfix - MTA + LDA, Dovecot - MDA

/etc/postfix/main.cf

virtual_alias_domains = example.com ...other hosted domains...
virtual_alias_maps = hash:/etc/postfix/virtual
virtual_mailbox_base = /var/mail/mydomain
virtual_mailbox_maps = hash:/etc/postfix/vmailbox
virtual_minimum_uid = 100

virtual_uid_maps = static:5000

virtual_gid_maps = static:5000

/etc/postfix/vmailbox

info@example.com  info/Maildir
sales@example.com sales/Maildir

# Comment out the entry below to implement a catch-all.
# @example.com catchall/Maildir

...virtual mailboxes for more domains...

/etc/postfix/virtual
postmaster@example.compostmaster

/etc/dovecot/dovecot.conf
mail_location = mailbox:/var/mail/mydomain/%u
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2. Postfix - MTA, Dovecot - LDA + MDA
[11rOCBIl:

- NoAXoANT NS NHOObIX UHCTaNIALNNI
MWHYyCHBI:

- 60oJ1ee crioXKHast HaCcTpoMKa

-



o
N

nsa Postfix n Dovecot

N
’ ,f;”':.

2. Postfix - MTA, Dovecot - LDA + MDA

/etc/postfix/master.cf
dovecot unix - n n - - pipe
flags=DRhu user=vmail:vmail argv=/usr/lib/dovecot/deliver -f S{sender} -d S(recipient)

/etc/postfix/main.cf
dovecot_destination_recipient_limit = 1
virtual_mailbox_domains = your.domain.here
virtual_transport = dovecot

/etc/dovecot/dovecot.conf

mail_home = /var/vmail

mail_location = mailbox:/var/vmail/mydomain/%u
passdb {

driver = passwd-file

args = scheme=sha256 username_format=%n /etc/dovecot/users
}

userdb {

driver = passwd-file

args = username_format=%n /etc/dovecot/users
default_fields = id=vmail id=vmail home=/var/vmail/%u

}
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2. Postfix - MTA, Dovecot - LDA + MDA

/etc/dovecot/users
user1:{SHA256}pmWkWSBCL51Bfkhn79xPuKBKHz//H6B+mY6G9/eieuM=

# doveadm pw -s SHA256
Enter new password:
Retype new password:

{SHA256}47DEQpj8HBSa+/TImW+5JCeuQeRkmSNMpJWZG3hSuFU=
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3. Postfix - MTA, Dovecot - LDA + MDA (mysql)

/etc/dovecot/conf.d/auth-sql.conf.ext

passdb {
driver = sql
# Path for SQL configuration file, see example-config/dovecot-sql.conf.ext
args = /etc/dovecot/dovecot-sqgl.conf.ext

}
userdb {

driver = sql
args = /etc/dovecot/dovecot-sql.conf.ext

}

#driver = static
#args = uid=vmail gid=vmail home=/var/vmail/%u

/etc/dovecot/dovecot-sql.conf.ext

driver = mysq|

connect = host=127.0.0.1 dbname=postfix user=postfixuser password=postfix

default_pass_scheme = MD5-CRYPT

password_query = SELECT username as user, password FROM mailbox WHERE username = '%u’

user_query = SELECT '/vmail/%d/%n' AS home, 1150 AS uid, 5000 AS gid, CONCAT(‘*:bytes=', CAST(quota AS
CHAR)) AS quota_rule FROM mailbox WHERE username = '%u’ AND active ='1'
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4. Postfix: aBTopu3auus yepes Dovecot

/etc/dovecot/dovecot.conf
service auth {

unix_listener /var/spool/postfix/private/auth {
mode = 0660

# Assuming the default Postfix user and group
user = postfix

group = postfix

}

auth_mechanisms = plain login

/etc/postfix/main.cf

smtpd_sasl_type = dovecot

smtpd_sasl_path = private/auth

smtpd_relay_restrictions = permit_mynetworks, permit_sasl_authenticated, ...
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4. Dovecot + SSL:

/etc/dovecot/conf.d/10-ssl.conf
ssl = yes

ssl_cert = </etc/letsencrypt/live/mydomain.ru/cert.pem
ssl_key = </etc/letsencrypt/live/mydomain.ru/privkey.pem

ssl_ca = </etc/letsencrypt/live/mydomain.ru/chain.pem
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Pedonekcus

Ha3oBuTe 3 MOMEHTa, KOTOpPble BaMm
3arMoOMHUIIUCB B MPOLIeCCe 3aHATUS

*x

YUTo Bbl BygeTe NnpuMeHsiTb B paboTe
s W3 cerogHsilHero BebuHapa?



Cnucok matepuanoB AnA U3y4yeHus

= OpauvH n3 ranpgos ¢ Xabpa: https://habr.com/ru/post/193220/

= OyeHb NogpoObHbIN rang no Postfix:
http://dummyluck.com/page/postfix _konfiguracia nastroika

= CepBuc NpoBepKN JOMEHOB B Brak-nmcrax:
https://whatismyipaddress.com/blacklist-check

= CepBuUC NPoOBEPKN JOMEHOB B ONdK-NnUcTax:
http://www.anti-abuse.org/multi-rbl-check

*  MHoroyHKLMOHarnbHbIV CEPBUC OHNaNH-MPOBEPOK: https://mxtoolbox.com

= Cepsuc gns npoeepkn SMTP-cepBepa: https://www.wormly.com/test-smtp-server



https://habr.com/ru/post/193220/
http://dummyluck.com/page/postfix_konfiguracia_nastroika
https://whatismyipaddress.com/blacklist-check
http://www.anti-abuse.org/multi-rbl-check/
https://mxtoolbox.com
https://www.wormly.com/test-smtp-server
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