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Nginx. High Load.



CerogHsa Mbl pacCMOTpUM

npuHUMN paboTbl cepBepa nginx (epoll)
Harpy3o4yHoe TecTupoBaHue Yyepes yandex tank

onTUMM3auUusa KoHPUrypaumm
= KOJ1-BO BOPKEpPOB
= HacTpoMKa TaMMOYyTOB

http2
limits
onTUMmM3auus HacTpoek sysctl



[Ipumep 6asaHCUPOBKMN
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BHYTpU npoLecca BoKpepa

MWon Blocking, event-driven processing engine HTTP. Mail and

- Smmmp]pm
FastCGl, uWSGI. SCGI,

Auxiliary threads for blocking operations memcached gateway
(e.g. disk 1/0)

Static Content Access and Error
and disk cache log to disk and syslog




O6paboTKa pekBecTa

INTERNET REQUESTS

Read Request Headers
SS5L and SPDY decrypt encrypted traffic

live management and
ping 1o all eliert traffc)

Identify
Configuration Block
Request matching and rewriting

image_filte:

Generate Content
Geni response bocally, or
proxy/gateway to an upstream senvice

HTTP, HTTPS, FastCGl, uWSGl, SCGI, memcached




Bbnokupylowmnn KoHe4YHblN aBTOMAT

Most web application platforms use blocking (waiting) 1/0

Listen Sockets (port 80, 443, etc)

Wait for an event (epoll or kqueue)

accept El new connection socket B

read wait until request is read
write wait until response is written
wait B wait on KeepAlive connection

OO error...

close

Each worker can only process one active connection at a time




He6nokupyrow,nm KOHe4YHbI aBTOMAT
NGINX

NGINX uses a Non-Blocking "Event-Driven” architecture

Listen Sockets & Connection Sockets
——=—=—=—R—0—0—
Wait for an event (epoll or kqueue)
Event on Listen Socket: Event on Cannection Socket:
accept El new data in read buffer? read B
zet B to be non-blocking space in write buffer? write H

add to the socket list error or timeout? close
& remove from socket list

An NGINX worker can process hundreds of thousands
of active connections at the same time




MeTtoabl 06paboTKu coeAUHEHUN

e NQginX NoaAep>XMBaET passinyHble MEeTOAbl 06paboTKM
coeauHEeHUN.

e Hannuyme TOro unm nHOoro Metoaa 3aBUCUT OT UCMNOJIb3YyEMOM
naaT@OpPMbiI.

e Ecnu Ha nnatgopme A0CTYNHO cpa3y HECKOJIbKO METOA0B,
nginx 06bI4HO caM BblbUpaeT Hanoonee apPeKTUBHbIN
METO/.

e MOXXHO fIBHO BblbpaTb MeTo[, 06paboTKn coegUHEHUN C
NOMOLLIbIO ANPEKTUBLI USE.



MeTtoabl 06paboTKu coeAUHEHUN

select - ctaHgapTHbIN MeETOA.

poll - cTaHaapTHbIM MeTOoA,.

epoll - appekTNBHbLIN METOA, NCMOMNb3yeMbIN B Linux 2.6+.
kqueue - FreeBSD 4.1+, OpenBSD 2.9+, NetBSD 2.0 n macOS.
/dev/poll — adbdeKTUBHbIN MeToA, UcnosibayeMbin B Solaris 7
11/99+, HP/UX 11.22+ (eventport), IRIX 6.5.15+ n Tru64 UNIX
5. TA+.

eventport — event ports, MeToa, ncrosb3yemMbin B Solaris 10+
(M3-3a UMeRLLINXCA NPO6/1EM BMECTO HEFO PEKOMEHYETCS
ncnonb3oBaTtb MeTof /dev/poll).



server ({

listen 443 ssl http2;

ssl certificate ssl/certificate.pem;
ssl certificate key ssl/key.pem;
root /var/www/html;

location = /demo.html {
http2 push /style.css;

http2 push /imagel.]jpg;
http2 push /image2.]jpg;




HTTP2

O

One TCP connection

Request — Stream
o Streams are multiplexed
o Streams are prioritized

Binary framing layer
o Prioritization

o Flow control

o Server push

Header compression (HPACK)

HTTP/2 in one slide. ..

Application (HTTP/2)

Binary Framing

Session (TLS) (optional)

Transport (TCP)

HTTP/1.1

POST /upload HTTP/1.1

Host: www.example.org
Content-Type: application/json
Content-Length: 15

Network (IP)

{'msg”:"hello"}

HTTP/2

HEADERS frame

DATA frame

h 4

A




[MpeumyuiectBa HTTP2

6UHapPHbIN NPOTOKO
MynbTunnekcmpoBaHue
Komnpeccus 3aro/ioBkKoB
[lpuopuTnsayuna

push c cepBepa Ha K/IMEHT



HTTP2 - mynbTUNNeKcupoBaHue

HTTP/1.1 Baseline HTTP/2 Multiplexing

od

- o & [Ud o =
<— Open Connection —» 1 <— Open Connection —» ¢

RESPO .
Time

e Client Renders Page

Y Connection Remains Open ¥

\:ONSE o

RES

Client Renders Page

<¢— Connection Closed —» @




HTTP2 - mynbTUNNeKcupoBaHue

HTTP/2 Inside: multiplexing

Server Client

HTTP response 1 ——=

Single TCP connection




HTTP2 - mynbTUNNeKcupoBaHue

HTTP/2.0 request:

HTTP/1.1 request:

GET / HTTP/1.1
Host: demo.nginx.com
Accept:

HTTP/2 Inside: binary
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text/html,application/xhtml+xml, application/xml;q=0.9,image/webp,*/*;q=0.8
User-Agent: Chrome/47.0.2518.0




e ulimit - ynpaBneHue pecypcamum nonb3oBaTtens
e prlimit - ynpaBneHue pecypcamm npouecca

e help ulimit

e ulimit -a

e man prlimit

e cat /etc/security/limits.conf

e # <domain> <type> <item> <value>



YnpaBneHve nuMmuTamMu

e NONIb30BaTE/Ib MOXET MEHATb CBOU SOft NTMMUTBLI MaKCUMYM
no hard saHayeHu
e hard 3Ha4YeHUa MoXXeT MeHATb TOJIbKO root



OrpaHuynBaemMblie pecypcbi

e core - limits the core file size (KB)

e data - max data size (KB)

e fsize - maximum filesize (KB)

e memlock - max locked-in-memory address space (KB)
e nofile - max number of open file descriptors

e rss - max resident set size (KB)

 stack - max stack size (KB)

e cpu - max CPU time (MIN)

e nproc - max number of processes



OrpaHuynBaemMblie pecypcbi

e as - address space limit (KB)

e maxlogins - max number of logins for this user

e maxsyslogins - max number of logins on the system

e priority - the priority to run user process with

e locks - max number of file locks the user can hold

e sigpending - max number of pending signals

e msgqueue - max memory used by POSIX message queues
(bytes)

e nice - max nice priority allowed to raise to values: [-20, 19]

e rtprio - max realtime priority



TpouHOoe pyKono)xaTtue

Client

Server

Client State

CLOSED

Wait For Server

Active Open: Create

TCE, Send SYN

Wait for ACK
to SYN

Receive SYN+ACK,

ESTABLISHED

Send ACK

Passive Open:
Create TCB

Wait For Client

Receive SYN,
Send SYN+ACK

Wait for ACK
to SYN

Receive ACK

Server State

CLOSED

I—0—f-

ESTABLISHED




OpgHoBpeMeHHOe OTKpbITUEe

Ii_

Client A

Client State
Active Open:
l Create TCB,
Send SYN

SYN-SENT

Receive SYN,
Send ACK

SYN-RECEIVED
Receive ACK

ESTABLISHED

/

#2
ACK

Client B

Active Open:
Create TCB,
Send SYN

Receive SYN,
Send ACK

Receive ACK

Client State

CLOSED

I

SYN-SENT

N-RECEIVED

<
|

ESTABLISHED




3aKpbiTUe coeUHEHUS

Client

Client State

ESTABLISHED
Receive Close

signal From App,

Send FIN
FIN-VWAIT-1

Wait for ACK and
FIN From Server

Ii_I

Receive ACK
FIN-WAIT-2

Wait for Server FIN

.‘—

Receive FIN,

Send ACK
TIME-WAIT

Wait For Double

Maximum Segment

¥ Life (MSL) Time
CLOSED

#1
FiIN

#2
ACK

Server

Server State

ESTABLISHED

Normal Operation

Receive FIN,
Send ACK,
Tell App To Close

(Wait for App)

App Is Ready To
Close, Send FIN

CLOSED

Wait for ACK
to FIN
Receive ACK




OaHOoBpeMeHHoe 3aKpbiTHue

Client

Client State

ESTABLISHED
Receive Close
signal From App,

Send FIN
FIN-VWAIT-1

Receive FIN From

Server, Send ACK
CLOSING

Receive ACK
TIME-WAIT

&

: Wait For Double

Maximum Segment

¥ Life (MSL) Time
CLOSED
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@) _

ACK

\

Server State

ESTABLISHED

Receive Close
Signal From App,
Send FIN

I

FIN-VWAIT-1

Receive FIN From
Client, Send ACK
CLOSING

Receive ACK
TIME-WAIT

i
@5
Wait For Double

Maximum Segment ¥
Life (MSL) Time

=l

CLOSED




Ctent mawmHa npotokosna TCP
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3aronoBok TCP

BuT 0—3 4—9 10 — 15 16 — 31
0 MopT UCTOYHWKE, Source Port MopT Ha3HavyeHusa, Destination Port
32 MopAankoeslh HoMep, Sequence Number (SN)
64 Homep noateepxaeHus, Acknowledgment Number (ACK SN)
OnuHa 3ape3epBUpOBaHD Dnaru
3aronoBKa, . .
96 Dat ClEIUlA|lP S| F Pa3zmep OKHa, Window size
(Data W/ C/ R/ C|s|s Y|l
offset) RIEIGKHT|NN
128 KoHnTponeHas cymma, Checksum YKazaTenb BamHocTy, Urgent Point
160 Onuwu (HeobAzaTenbHOE, HO UCMONL3YeTCA NpakKTUYECKW BCcerga)
160/192+ NaHHbIE




O6uwiue TepMHUHbI

1.

2.

o

MTU - pasmep onpeaensietcsa ctaHaapTom (Ethernet 11 - 1500,
WLAN 802.11 - 2272)

PMTU - yctaHaBnuBaetca napametp DF, 3Ha4yeHne MTU
onpepensieTca utTepatuBHo Ha ocHoBe ICMP nakeTtoB 06
OLInBKax

MSS - MTU MmuHyc gnuHHa 3arosioskos TCP u IP

RTO - 3HayeHne TanM-ayTa Ha OTNpaBKY CerMeHTa u
nosiyyeHue oTBeTa

. PAWS - [leTekTpoBaHMe NOBTOPHOI0 UCMOJIb30BaHUSA

NnopAAKOBbIX HOMEPOB yAandetT CerMeHTbl CO CTapbiMU
METKaMun BPEMEHMU

. RTT - (Round Trip Time) uHtepBan mMexay oTnpaBKOW NOKeTa

N NOJNTyYeHNEM NOATBEPXKAEHUSA 06pabOTKMN.



TCP Fast Open (TFO)

net.ipv4.tcp_fastopen
TCP Fast Open (TFO) — a0 MexaHn3Mm, KOTOpbI
NO3BOJIAET CHU3NTb 3a4EepPXXKYy 3a CYET TOro, YTo
NO3BOJIAET OTNpaBKy AaHHbIX BHYTpU SYN-nakeTa.
OOHaKO Ny Hero eCTb CBOU orpaHuU4eHuns: B
YaCTHOCTU, HA MaKCUMaJlibHbIN pa3Mep AaHHbIX
BHYTPpM SYN-nakeTa. KpomMe Toro, ToibKO HEKOTOpPble
Tunbl HTTP-3anpocoB MoryT ucnosibaoBsatb TFO, n
3TO paboTaeT TONIbKO AJ19 MOBTOPHbIX COeAUHEHUN,
NOCKOJIbKY MCnosib3yeT cookie-pann.



Window Size onpepensieT Konn4ecTtBO 6anT AaHHbIX
(payload), nocne nepegaym KOTOpbIX OXXUAaeTcs
noaTBepXX4eHue oT nonyyartens.
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10
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11 12....
a)
11 12....
8)
11 12....
3T NakKkeTbl

noceINaTeCcAH NoOKa

He MoryT




OKHO neperpysku

net.ipv4.tcp_window_scaling

KoHTponb neperpysku B TCP peanusyet AIMD c
NOMOLLIbIO OKHa, a B Ka4eCcTBe CUrHasna
MCNosib3yeTcs noTepsi NakeToB. B KaXabih MOMEHT
BPEMEHU B CETU MOXET HAaXoAUTbCA He 6osiee YeM
(OUKCUPOBAHHOE YNCO 6AUT OT KaXKaoro
OTrpaBuUTeNsi. ATO YNCJI0 6AUT COCTABMIAET pa3Mep
OKHa NeperpysKu.



aJifOPUTMbl KOHTPONS Neperpy3Kkum

TCP Tahoe

TCP Reno

MenneHHeld cTapTt _ = ApoMTueHo®
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coBpéMeHHbIe aJIFrNoPUTMbIl KOHTPOJIA

neperpyskum

net.ipv4.tcp_congestion_control
net.ipv4.tcp_slow_start_after_idle

e BIC, CUBIC, Highspeed, H-TCP, NewReno, lllinois — aTu
aNIropuTMbl CO3AaHbl A TakK Ha3biBaeMblix long fat networks
— ONIMHHDBIX (@ 3HAuuT, € BbICOKUM RTT) 1 6bICTpPbIX CETEN.

e TCP Hybla 3gopoBo BefeT cebsi Ha CMYTHUKOBBIX JIMHKAX

e Veno co3aaH s 6ecnpoBOAHbIX CETEN C BbICOKOM NOTEPEN

MaKeToB.



SACK

net.ipv4.tcp_sack

Bbl60pOYHbIe MOATBEPXKAEHUS - 3TO NapaMeTp
nepepatowimmca B pasgene optionsto B KOTOPOM
MOXeT cofe/nKaTbca A0 3 AManasoHOB yCMNeLWHOo

Nosly4YeHbIX 6anT.

OTO No3BOIAET TOUHEE onpefensaTb Kakne nakeTbl
cnepyet nepefatb NOBTOPHO



net.ipv4.tcp_max_orphans
net.ipv4.tcp_orphan_retries

Korpa y cokeTa Bbl3biBaeTcsi MeTop, close. 310
O3HAYaeT YTO Y COKETA Y)Ke HeT hanioBoro
AVCKPUNTOPa U B3aUMOAENCTBNE C COKETOM He
BO3MOXHO, HO OH BCE PaBHO BUCUT B NAMSATU B
KayecTBe CUPOThI.

Kaxxgoe orphan-coegnHeHmne nornowaet okono 64K6
HecbpacbiBaeMor Ha anck (unswappable) namaTu.



[lepeuncnonb3oBaHue coketoB B TIME-

WAIT

net.ipv4.tcp_tw_reuse
net.ipv4.tcp_tw_recycle

e fcp_tw_reuse - paspellaemM NoBToOpHOe ncrnonbsoBaHme TIME-
WAIT cokeToB B cny4dasx, eCqiv NPOTOKON CYNTAET 3TO
6e30MacHbIM

e tcp_tw_recycle - ymeHbwaet Bpemsa B TIME-WAIT ¢ 2MSL go
RTO. 3Ta onuua caenaeT cepBUC HEAOCTYMHbIM AN
KnneHToB 3a NAT B ciiyyae ecnu npu TpaHcnALUK
«nponyckarTca» TCP-timestamp oT KNMeHTOB



net.ipv4.tcp_timestamps

BpeMeHHble MeTKM MoMOoraroT NPOBOAUTb TOYHOE
n3mMepeHune BpemMeHun obpauteHuns RTT ans
nocnenyroLllen KOppekTUpoBKU 3HaYeHUA TaumMepa
noBTOpHOU Nepepayn RTO.

B BbICOKO CKOPOCTHbIX CeTSX, rAe HMepa 6bICTPO
KOHYalTCSH BpEMEHHbIE METKU NO3BOIAOT
onpenenstb Ay6nunkaTbl



RFC 1337 TIME-WAIT Assassination

Hazards in TCP
net.ipv4.tcp_rfc1337

e yCTapeBLUMA Ay6NMKaT NakeTa C faHHbIMU MOXET 6bITb
OLUMOGOYHO BOCIMPUHAT B HOBOM COE€AMHEHUN, YTO NPUBEAET K
nepenaye HeBepPHbIX AaHHbIX.

e COeIMHEHNE MOXET bbITb ECUHXPOHU3UPOBAHO U YUTU B
ACK-umnkn ns-3a yctapeBlmnx oyb6nkaToB

e yCTapeBluMe ayb6anKaTbl MOryT NPOHUKHYTb B HEZlaBHO
CO3/l1aHHOE COoeJMHEHME N OLLNOOYHO YHUUYTOXNUTb ero



net.ipv4.tcp_max_syn_backlog
net.core.somaxconn

e SyN - oYepeab Ha YCTaHOBKY COEINEHHMS
e accept - ouepeab yXXe YCTaHOB/IEHHbIX COEINHEH U

Ecnu nepenonHsaeTca accept ovepeb To AponaroTcs
nakeTbl Syn 1 ack ecnun nepenonHsaeTcs Syn odepeab
TO TOJ/IbKO Syn 3anpochbl.



net.ipv4.tcp_syncookies

e [1nA TOro Ytobbl He TEPATb 3anpoChkl Ha YyCTaHOB/IEHUE
coegunHeHunst ncrnonb3yroTcs syncookie. CepBepy NpnaeTcs
urHopmpoBaTb Bce TCP onuuun (yBENIMUYEHHbIN pasMep OKHa,
METKU BPEMEHU U Ap.), T.K. OHN OTNPaB/ISAIOTCS B
nepBoHayanbHOM SYN-3anpoce.

e SynCookie - TexHuka npotuBoaencteua SYN-pnya-atake. B
OTBET Ha Syn 3anpoc cepBep He CTaBUT COKET B Syn o4yepeab
0 OXXnaaHua ack, a oTnpaBnsieT 3aln@poBaHbii HOMEP.



net.ipv4.tcp_mem
net.ipv4.tcp_rmem
net.ipv4.tcp_wmem

e tcp_mem - BCA NaMATb Bbiaendaemasa nog npotokosi TCP
n3mepseTcsa B CTpaHMuax namMatTv (MUHUMYM, PEXUM
HarpyskKu, MakCuMym)

e tcp_rmem - npMeMHbIii 6ydep, Ha OCHOBE 3HAYEHUSA MO
YMOYaHUIO N JOMNONHUTENbHbIX NapaMeTpPoB
BbICUMTbIBAETCA pa3Mep OKHa

e tcp_wmem - 6ydep nepegayu



napamMmeTpbl 3aL,UTbI

e net.ipv4.conf.all.accept_redirects = 0

e net.ipv4.conf.all.secure_redirects = 0

e net.ipv4.conf.all.send_redirects = 0

e net.ipv4.tcp_max_orphans = 65536

e net.ipv4.tcp_orphan_retries = 0

e net.ipv4.conf.all.rp_filter = 1

e net.ipv4.conf.all.accept_source_route = 0
e net.ipv4.tcp_rfc1337 =1

e net.ipv4.tcp_max_tw_buckets = 720000

e net.ipv4.ip_forward =0

e net.ipv4.icmp_echo_ignore_broadcasts = 1
e net.ipv4.icmp_echo_ignore_all = 1




napamMmeTpbl ONTUMUN3allUH

e net.ipv4.tcp_fin_timeout = 10

e net.ipv4.tcp_keepalive_time = 1800

e net.ipv4.tcp_keepalive_intvl =15

e net.ipv4.tcp_keepalive_probes = 5

e net.ipv4.tcp_max_syn_backlog = 4096
e net.ipv4.tcp_synack_retries = 1

e net.ipv4.netfilter.ip_conntrack_max = 16777216
e net.ipv4.tcp_timestamps =1

e net.ipv4.tcp_sack =1

e net.ipv4.tcp_fastopen =1

e net.ipv4.tcp_slow_start_after_idle = 1

e net.ipv4.tcp_congestion_control = htcp




napamMmeTpbl ONTUMUN3allUH

e net.ipv4.tcp_no_metrics_save = 1

e net.ipv4.ip_local_port_range = 1024 65535

e net.ipv4.tcp_window_scaling = 1

e net.core.somaxconn = 65535

e net.core.netdev_max_backlog = 1000

e fs.file-max = 64000

e net.ipv4.tcp_mem = 50576 64768 98152

e net.ipv4.tcp_rmem = 4096 87380 16777216
e net.ipv4.tcp_wmem = 4096 65536 16777216



Pednekcus

* OTMmeTbTe 3 NYHKTa, KOTOpble Bam
3aroMHUAUCH C BebuHapa

Y10 Bbl ByAeTe NPUMEHATb B paboTe
s W3 cerogHsiluHero Be6buHapa?




3anoJiH1UTe, NoXanynucra,
OMNpOC O 3aHATUU MO CCbIJIKe B YyaTe




