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o CeTeBOE B3anMogencTeme
e XpaHeHune AaHHbIX
e MOHUTOPUHT



e CMepTHbI

e [INHaMMYECKM CO3aatoTCA N yAaANAoTCS

e |P-appeca noaBnsaoTCs n ucyesatotT BMmecTe ¢ Pod'amu

e Heckonbko Pod'oB MOryT BbINOSIHATb OA4HY U TY Xe QYHKLUIO



Service

e AGCTpakuua, onucbiBarowasa Habop Pod'oB n KOHPpUrypaymio
OOCTYMa K HUM

e [103BONSIET OTBA3ATHCS OT UCMOSIb30BAHUA KOHKPETHbIX
Pod'oB



Service with selector

apiVersion: vl
kind: Service
metadata:

name: my-service
spec:

selector:
app: MyApp
ports:
- protocol: TCP
port: 80
targetPort: 9376




Service without selector

kind: Service
apiVersion: vl
metadata:
name: my-service
spec:
ports:
- protocol: TCP
port: 80
targetPort: 9376

kind: Endpoints
apiVersion: vl
metadata:
name: my-service
subsets:
- addresses:
- ip: 1.2.3.4
ports:
- port: 9376




ExternalName Service

e PegupekT Ha ypoBHe DNS (npokcu He ucnosnb3yeTcs)
e BosBpauwaetr CNAME 3anucb

my-service.prod.svc.cluster.local => my.database.example.com
my-service => my.database.example.com

kind: Service
apiVersion: vl
metadata:
name: my-service
namespace: prod
spec:
type: ExternalName
externalName: my.database.example.com




DNS records

B pamMkax HeMMcnenca - svec-name
N3 apyroro Hemmcnenca - svc-name.namespace
Yepes Becb KJ1acTep - SVC-
name.namespace.svc.cluster.local
[Noabl - pod-ip-address.namespace.pod.cluster.local



Kak ony6nmkoBaTb npuao)xeHue

TUIbl CEPBNCOB

e ClusterlP - pocTyn TONbKO M3HYTPU KNacTepa

e NodePort - gocTyn cHapy»Xu KnacTtepa 4yepes nopTbl
OU3NYECKNX XOCTOB

e LoadBalancer - gocTyn cHapy»u Knactepa ¢
MCNONIb30BaHUEM BHELLHEro cepBuca 6anaHCUpPoOBKU

e ExternallP - gocTtyn cHapy»u no BHewHeMmy |IP agpecy,
yKasblBaroLleMy Ha OHY U3 HOA



O6beKT ynpaBASAOLWMKA BHELLHUM AOCTYNOM K
cepBucaM BHYTPU KjlacTepa.
ObecnevynBaer:

OpraHusaumio eANHOM TOYKN BXOAa B MPUSTOXKEHNS CHaPYXXU
banaHcnpoBKy Tpaduka

TepMuHaumto SSL

e BupTyanbHbI XOCTUHI HA OCHOBE UMEH U T.A4.

PaboTaeT Ha L7 ypoBHe.



Ingress Controller

Ingress - Habop nMpaBu BHYTPU KNacTepa
Kubernetes.
Ilna npuMeHeHna gaHHbIX NpaBu HY>XXeH Ingress
Controller - nnarnH KoTopbIn COCTOUT N3 2-X
(OYHKLMOHAJIbHbIX YacTewn:

e [IpunoxxeHue, Kotopoe otcnexmnBaeT Yepes Kubernetes API
HOBble 0O6beKTbI Ingress n 06HOBASET KOHMUIYpaL MO

6anaHcMpoBLIMKA
e banaHcupoBwmk (nginx, HAProxy, traefik, ...), KOTopbIit

OTBeYaeT 3a ynpaBJ/ieHne ceTeBbIM TPapUKOM



apiVersion: networking.k8s.io/vlbetal
kind: Ingress
metadata:

name: ingress

spec:
rules:
- http:
paths:
- path: /testpath
backend:
serviceName: test
servicePort: 80




Single Service Ingress

apiVersion: networking.k8s.io/vlbetal
kind: Ingress
metadata:

name: ingress

spec:
backend:
serviceName: test
servicePort: 80




Simple Fanout

apiVersion: networking.k8s.io/vlbetal

kind: Ingress
metadata:

name: ingress
spec:

rules:

- host: foo.bar.com

http:
paths:
- path: /foo
backend:
serviceName:
servicePort:
- path: /bar
backend:
serviceName:
servicePort:




Name Based Virtual Hosting

apiVersion: networking.k8s.io/vlbetal

kind: Ingress
metadata:

name: ingress
spec:

rules:

- host: foo.bar.com

http:
paths:

- backend:
serviceName: sl
servicePort: 80

- host: bar.foo.com
http:

paths:

- backend:
serviceName: s2
servicePort: 80




TLS termination

apiVersion: vl
kind: Secret
data:
tls.crt: base64 encoded cert
tls.key: base64 encoded key
metadata:
name: testsecret-tls
namespace: default

apivVersion: networking.k8s.io/vlbetal

kind: Ingress
metadata:
name: tls-example-ingress
spec:
tls:
- hosts:
— sslexample.foo.com
secretName: testsecret-tls
rules:




XpaHeHue OaHHbIX B

Kubernetes




Volumes

e MeHblle orpaHnyeHuin no cpaBHeHUto ¢ Docker'om

e Full lifecycle ¢ npusiskon k Pod'y

e Pod mMoxeT ncnonbsoBaTb HECKOJIbKO TUNoB Volume'os
OHOBPEMEHHO



Local Volumes

e emptyDir - nyctaa aupektopus, cosgaetca Ha Node un
yaanseTcsl BMecTe ¢ yaaneHnem Pod. UcnonbayeTtca ans
obMeHa JaHHbIMU MeXay KOHTenHepamu BHyTpu Pod (B TOM
yncne init containers)

e hostPath - pupekTopusa Ha Node, He yaanseTtcs npu yganeHuu
Pod. Ncnonb3yeTtcsa ansa goctyna K MHpopmauum Ha Node,
Hanpumep K /var/lib/docker/



Cloud Volumes

e AWS EBS
e AzureDisk n AzureFile
e gcePersistentDisk



Custom Volumes

e nfs
e CephFS u GlusterFS
e FCniSCSI



Persistent Volumes

e PersistentVolume

e PersistentVolumeClaim
e StorageClass

e Local Volumes



Persistent Volumes

e CosparoTcd Ha YpoBHe KnacTepa
e PV noxoxu Ha 06blYHbie Volume, HO UMEeT OTAENbHbIN OT
CEePBUCOB XXWU3HEHHbIN LUKJI



Persistent Volumes

e ReadWriteOnce
e ReadOnlyMany
e ReadWriteMany



Persistent Volumes: Phase

e Available — gocTtyneH, He cMOHTUpOBaH
e Bound — cMOHTUpOBaH

e Released — pasmMoHTUpoOBaH
e Failed — 4yTO-TO CNOManoch Npu 3anpoce



Persistent Volumes: Reclaim Policy

e Retain — He yganaTtb
e Recycle — nepeucnonb3oBaTh (deprecated)
e Delete (default) — ynanaTb



PersistentVolumeClaim

e 3anpoc Ha xpaHunuuie oT Nosb3oBaTend

e PVC MoryT TpeboBaTb onpeaenieHHbIn 06 beM XpaHUnLL,a U
npaB goCTyna

e Co3patoTcs Ha YpOBHE namespace



MOHUTOPUHT



PIPELINES

e Core metrics pipeline

U = Kubelet

o = Resource estimator

o = Metrics-server

o = APl server

e Monitoring pipeline

o = Expose metrics to end-users



MOHUTOPUHI HOL, K/TACTEPA

e Core metrics
= CPU
= RAM
= Disk
= Network



KUBE-API SERVER

e Request Rates and Latencies

e Performance of controller work queues

e Etcd helper cache work queues and cache performance

e General process status (File Descriptors/Memory/CPU
Seconds)

e Golang status (GC/Memory/Threads)



ETCD

e Leader existence and leader change rate
Proposals committed/applied/pending/failed
Disk write performance

Inbound gRPC stats

Intra-cluster gRPC stats



KOMIMOHEHTbI:

e Pushgateway

e Prometheus server
e Alertmanagers

e Web-UlI



Prometheus xpaHeHue meTpuk

OTAEJIbHBIE XPAHWITULLA LA
MCTOPUYECKUX OJAHHDbIX:

e Victoria Metrics
e Cotrex

e Thanos

e Clickhouse *_*



Prometheus operator

e Pod monitor
e Service monitor



Prometheus operator

BAPUAHTblI YCTAHOBKW

e Helm chart
o Official repo
e BKkaTuUTb ero pykamu *_*



Prometheus operator

prometheus:
prometheusSpec:
retention: 3d

serviceMonitorNamespaceSelector: {}

serviceMonitorSelectorNilUsesHelmValues: false
serviceMonitorSelector: {}

grafana:
adminPassword: XXXXXXXXXXXXXXXXXXXX




Service monitor

apivVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: example-app
labels:
team: frontend

spec:
selector:
matchLabels:
app: example-app
endpoints:
- port: web




