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HE SABbITb BKJTIOHUTD

SATTNCDH!!!



PaboTa c cekpeTamu.

Hashicorp Vault.



e pacnpoCTpPaHeHHble NMPaKTUKN paboTbl C ceKpeTamm
e ansible-vault

e gitlab variables

e gcloud secrets

e paboTa c cekpeTamm B kubernetes

e XpaHeHue cekpeToB B vault

e cnonb3oBaHue vault B k8s



[IpakTUKK paboTbl C ceKpeTaMm

e KOH(pUrK, pannob

e env

e Qgit

e xpaHunuuie Cl (gitlab)

e CUCTEMbI 06J1aYHbIX MPOBaNepoB

e cneuunanmanpoBaHHble cuctembl (hashicorp vault)



[eHepauusa naponen

export EPASS=$(cat /dev/urandom | \
tr -dc 'a-zA-7z0-9' | fold -w 32 | head -n 1)
export ECOLLECTION=EXNESS $(cat /dev/urandom \

| tr -dc 'a-zA-20-9' | fold -w 4 | head -n 1)

helm repo add bitnami https://charts.bitnami.com/bitnami
envsubst < values.yaml | helm install --wait --timeout 60s \
otus-mongodb bitnami/mongodb -f -

echo

echo "created user test-user with password S$SEPASS"
echo "created collection $ECOLLECTION"




Ansible-vault

e /151 6€30NaCHOro XpaHeHNs CEKPETOB B POAX U Naenbykax
MOXXHO (M HY>XHO) Ucnosib3oBaTh ansible-vault

* C NMNOMOLLbIO HErO MOXXHO LWWMPPOBATb LIESIMKOM (pannbl nnu
OTAeNbHble NEPEMEHHbIE



Ansible-vault: wunppoBaHue pannos

ansible-vault create secrets.yml
ansible-vault view secrets.yml
ansible-vault edit secrets.yml
ansible-vault rekey secrets.yml

e ansible.cfg
= vault_password_file = .vault

e ansible-playbook

m ——vault-password-file
" ——ask-vault-password



Ansible-vault: wundppoBaHue cTpok

ansible-vault encrypt string <password source> \
'<string to encrypt>' --name '<string name of variable>'

ansible-vault encrypt string 'l1sJSHKSH#12' --name 'otus secret'

echo -n 'letmein' | ansible-vault encrypt string \
--stdin-name 'test db password'

ansible localhost -m debug -a var="otus secret" \
-e "@test vars.yml"




Anaible-vault. Heckonbko naponemn

e vaultfile

dev my dev pass
my test pass

prod my prod pass

e BblOOp Naponsa —--vault-id dev@vaultfile

e repewmnppoBaHme ansible-vault rekey --vault-id
preprodl@ppold --new-vault-id preprod2@prompt
foo.yml bar.yml baz.yml



GitLab variables

e BCTpoeHHble
e [lonb3oBaTtenbckue
e CeKpeTHble


https://docs.gitlab.com/ce/ci/variables/

XpaHeHue cekpeToB B obnake (GCP)

gcloud secrets create SECRET [--data-file=PATH] \

[--labels=[KEY=VALUE,...]] \
[--locations=[LOCATION,...]] \
[--replication-policy=POLICY] \
[GCLOUD WIDE FLAG ...]

e gcloud secrets list/desribe/update/delete
e BapuaHT ncnosnb3oBaHuA


https://cloud.google.com/secret-manager/docs/reference/libraries#client-libraries-install-python

XpaHeHue cekpeToB B k8s

e Co3paHue cekpeTa

kubectl create secret generic dev-db-secret \

—-—-from-literal=username=devuser \
--from-literal=password="'S!B#d#zDsb'

e Co3paHue cekpeTa U3 anna

kubectl create secret generic db-user-pass \

--from-file=./username.txt \
-—from-file=./password.txt

e CospaHue cekpeTta ns yamla

= 014 3anucu B yaml ucnonbsyem base64

e XpaHeHune cepTuduKaToB

kubectl create secret tls vault-certs \

--cert=vault.crt --key=vault gke.key



Ucnonb3oBaHue cekpetoB B k8s

e MoHTUpOBaHue cekpeTa Yyepes volumeMounts B pann
e MannuHr B NnepeMeHHble OKPYXXeHUa noaa
env.

- name: WORDPRESS DB PASSWORD
valueFrom:

secretKeyRef:
name: cloudsgl-db-credentials
key: password




Volume Mount

containers:

volumeMounts:
— name: cloudsqgl-instance-credentials
mountPath: /secrets/cloudsql

readOnly: true
volumes:
- name: cloudsgl-instance-credentials
secret:
secretName: cloudsgl-instance-credentials




LLindbpoBaHue xpaHunuLLa CeKpeToB

e [10 yMOMYaHUIO cCeKpeTbl cCoXpaHsaoTcA B etcd B

HewnppoBaHHOM Buae
e Ho ecTb BO3BMOXHOCTb 3alungppoBaTb C UCNOSIb30OBAHNEM

OAHOro U3 NnpoBanaepoB
= gescbc
= secretbox
= aesgcm
= kms



OcTanucb BonpocChkl Npo
ceKkpeTbl?



Hashicorp vault

HashiCorp

Vault

\4




OCco6eHHHOoCTN

e REST, JSON

e be3onacHo XxpaHUT K ynpaBnsgeT KAt4YaMu.

e xpaHunuuwa: file, consul, etcd, mysql, mongodb ...

e knactepusyetcs (B ToM ymcne B k8s)

e yA0O6OHas cnctemMa NoNNTUK

e Hann4yue API pna B3anMoaencTeums U3 NpuUioXXeHunm
HaMpsaAMYH

e pas/iMYHble BapmaHTbl ayTeEHTUPUKaLMK: userpass, tls,
TOKeHbI, BHelHue API ...



[Ipo6nembl n pewseHnna ot Vault

[Mpo6nembi

Bo3amMo)xHocTM vault

XpaHeHue
CEeKpeToB Be3fe.

OpHO obLee XxpaHUnuLLe.

XpaHeHue B
OTKPbITOM BUae.

BcTpoeHHOe WwngppoBaHue,
BKJ1tOYasa TPaH3UTHOE

CNoOXXHOCTU C
OANHAMUYECKUMU
cekpeTamu

BcTpoeHHaa BO3MOXHOCTb
ONHaMW4YeCKOU reHepaLuu




Demo - vault Ul

e kubectl get svc vault-ui



Vault secrets engines

KOMMOHEHTbI A1l XpaHeHUs, reHepaLum U lWppoBaHus
CEKPETOB

= [1powe BOCINMpNHUMaTb KakK ('I)yHKLI,MI-O and peajan3aumnmn 3Tnx MeTooB
MoXXeT XpaHUTb IOKaNIbHO, MOXKET 0b6palllaTbCA Ha BHELUHUN

API
O6pallleHne K KOMMNOHEHTY NPOUCXOANT Yepes path

XX1U3HeHHbIN UMK secret engines

= enable/disable
= move
= tune

[ToMOLLb MO KOHKPETHOMY 3HXXMHY vault path-help



IdnHaMunyeckKkue cekpeTbl

e CoszpatoTcsi No TpeboBaHUIO

e OrpaHWYeHHbIN JOCTYMN COrMacHO poau

e MOrYT 6bITb OrpaHNY€eHbl CPOKOM XU3HU

e MOrYT 6bITb OTO3BaHbI

e JIOCTYN K CEKPETY Nnorrupyetcs (BKNKOYEH ayauT)



IdnHaMunyeckKkue cekpeTbl

CREATE USER ...

WITH PASSWORD ...
>

Request DB Credential

>

<

I Return Dynamic Credential
Valid for 7 Days

(




Vault leases

e MeTanHpopmaumsa o JUHAMUYECKMNX CEKPETAxX U TOKEHaX
= coaepxuT ttl, BOBMOXHOCTb 06HOBNEHUS UTA,

e [1pn yTeHUn BblpaeTca Leaseld, Yepes KOTOPbIN MOXKHO

" vault renew my-lease-id 3600
" vault revoke my-lease-id



Vault wrapping

e JlOCTYN K CEKpeTy Yepe3 BpeMEeHHbIN TOKEH
= MPU YTEHUU CeKpeTa co3[4aeTCcHa BPeEMEHHbIN TOKET
= Y TOKeHa orpaHudeH TTL
= MepenaeTcs TOKeH
® 10 TOKEHY YNTAETCHA CEKPET



Vault policies

e 3agatoTcsa pannamMmu npaBu

= vault policy write my policy my policy.hcl
= my-policy.hcl
path {

capabilities = |

}

path {
policy =

}



TpaH3uTHOe WudpoBaHune

vault secrets enable transit

vault -f transit/ /otus

vault transit/ /otus plaintext=$(base64 <<<

vault transit/ /otus ciphertext=<cipher> | base64 -d




Policy capabilities

e create - N03BONSET cO3aBaTb CEKPETbI MO 3afaHHOMY MY TK
e read - paspallaeT YTeHume

e update - pasBpeltaeT 06HOBIEHNE CYLLECTBYHOLNX CEKPETOB
e delete - paspeluaeT yganeHumne CyLLECTBYHOLLNUX CEKPETOB

e list - npocMOTp crnincka cekpeToB

e sudo - No3BONISIET AOCTYN K root-protected cekpeTam

e deny - 3anpewaeT AOCTYnM



Vault audit

enable

enable

enable

enable

file file path=/var/log/vault audit.log
file file path=stdout

syslog tag="vault" facility="AUTH"

syslog tag="vault" facility="AUTH" format="1jso



Deploy B kubernetes

 PekxomeHayembin backend - consul
e (consul-helm)[https://github.com/hashicorp/consul-helm]
e (vault-helm)[https://github.com/hashicorp/vault-helm]


https://github.com/hashicorp/consul-helm%5D
https://github.com/hashicorp/vault-helm%5D

Ha 4yTo 06paTTb BHUMaAHME Npy

aensoe

gossip-encryption-key B consul
HA
HTTPS

BKJ1HOUNTL Ul



vi vault gke csr.cnf

[ req ]

default bits = 2048

prompt no

default md = sha256
distinguished name = dn

req extensions = v3 ext

[ dn ]

commonName = localhost
stateOrProvinceName = Moscow
countryName = RU

emailAddress = lucky@perflabs.org
organizationName = Perflabs
organizationalUnitName = Development
[ v3_ext ]

basicConstraints = CA:FALSE




Co3paemM n noanucbiBaem

ceptudukatbl ana HTTPS

e create a vault key

= openssl genrsa -out vault gke.key 4096

e Ccreate a request

= openssl req -config vault gke csr.cnf -new -key
vault gke.key -nodes -out vault.csr



create k8s csr resource

vi vault csr.yml

apiVersion: certificates.k8s.io/vlbetal
kind: CertificateSigningRequest
metadata:

name: vaultcsr
spec:

groups:

- system:authenticated
request: ${BASE64 CSR}
usages:

- digital signature

- key encipherment

- server auth




apply to k8s

e sign with k8s

export BASE64 CSR=$(cat ./vault.csr | base64 | tr -d '\n')
cat vault csr.yml | envsubst | kubectl apply -f -

kubectl get csr
kubectl certificate approve vaultcsr

e get signed cert

kubectl get csr vaultcsr -o jsonpath='{.status.certificate}' | base64 --decode

kubectl create secret tls vault-certs --cert=vault.crt --key=vault gke.key




UHnumnanusaumua M oTKpbiTue

XpaHunuwia

e [locne YCTaHOBKW Tpe6yeTcs'-| NMHNUUnaan3ayma XxpaHmsjinilia

= vault operator init --key-shares=1 --key-threshold=1
e [locne nHnumannsauumm oTaaeT KAr4UYn

= root'a

= unseal knroy
e [Mo pedonty paboTaet Yepes HTTP

= HEOOXOAUMO BKJOYNTDL https B KOHpUre



CMeHa ToKkeHa root

"~ "bash
vault operator generate-root -init

vault operator generate-root

vault operator generate-root -decode=<encoded token> -otp=<0OTP>




Vault ayteHTUPUKayun

e JlokyMeHTauuA

e [logaep>XnBaeT HeCKobKo auth meToa0B:
= userpass, token, tls, kubernetes, pki

e [10 yMONYaHUIO Ka)abl TUN aBTOpU3aL MmN XPaHUTCSA NO MyTH
auth/<type>
e J1Nns nCnonb3oBaHMsA MeToa ero He0OXo0AMMO BKJTHOUUTD

vault auth enable userpass
vault write auth/userpass/users/otus \
password=otusPass \

policies=otus
vault list auth/userpass/users
vault read auth/userpass/users/otus



https://www.vaultproject.io/docs/auth/userpass

Key-value secret engine

e JlokyMeHTaUuA

vault secrets -path=internal kv-v2
vault kv put internal/database/config username= password=
vault kv get internal/database/config



https://www.vaultproject.io/docs/secrets/kv/kv-v2

Kubernetes auth

Maps Service Accounts and

——————————————————— tains oo , -
Kubernetes L_?_L_-—h Role | namespaces to a Policy . :

S (I | —»  Policy
| Authentication | ase cr et | |

___________________ : Prm"ld“-’rs acﬂﬂﬁs o —== -

____________________

Kubernetes

API| Server K8s Pod/Application Container

~—

1. Pod (application supplied JWT with Service Account and Namespace)




Kubernetes auth

vault auth enable kubernetes

vault write auth/kubernetes/config \
token reviewer jwt="$SA JWT TOKEN" \
kubernetes host="$K8S HOST" \
kubernetes ca cert="$SA CA CRT"

vault write auth/kubernetes/role/demo \
bound service account names=vault-auth \
bound service account namespaces=default \
policies=default \
ttl=1h




Kubernetes Service Account

apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRoleBinding
metadata:
name: role-tokenreview-binding
namespace: default
roleRef:

apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:auth-delegator
subjects:
— kind: ServiceAccount
name: vault-auth
namespace: default




Vault agent

KnneHTCcKnm AeMoH co cneayowmm GyHKLNOHATOM

e Auto-auth
= aBTOMaTU4veCKad ayTeHTMCI)VIKaLI,VIFI N aBTOOOHOBJIEHME TOKEHA
e Caching
= K3WKnpoBaHme TOKeEHOB
e Templating
= peHaep WwabnoHOB C aBTONOACTAaHOBKOM HOBbIX CEKPETOB U
BO3MOXHOCTAMMU Bbl30Ba KOMaHA



Vault agent



Vault inject

vault.hashicorp.com/agent-inject: "true" .
. vault.hashicorp.com/agent-inject-secret-helloworld:’
- "secret/helloworld" .

vault.hashicorp.com/role: "myapp”

tmpfs mount:
Qvaultlsecretsksecreb

1. Vault-K8s Webhook intercepts the annotations supplied

Vault-K8s
Webhook ﬁ Kubernetes Pod
- -= == S~ ~ -
7 - e\
@ = s
Application l Vault-Sidecar
Pod Spec Container 3 Container
~ 7/
> ~ ~o _ -
— \ X
/ init-container )
N . —_ .
: .s;e.c.: .......................................... : ‘}
. template: .
metadata: .
annotations:

) | -“Secret Data in

Syc

2. Pod definition is changed to include an Init container to populate secret and a
Vault Agent Sidecar to manage lifecycle of the secret

Vault-Agent
Sidecar Injector




[TpuMep UHXXeKTopa

e patch-inject-secrets.yml

spec:
template:
metadata:

annotations:
vault.hashicorp.com/agent-inject: "true"
vault.hashicorp.com/role: "internal-app"
vault.hashicorp.com/agent-inject-secret-database-config.txt: "internal/dat:




NH)XeKTop ¢ KOHPUrManom

e patch-basic-annotation.yaml

spec:
template:
metadata:

annotations:
vault.hashicorp.com/agent-inject: "true"
vault.hashicorp.com/agent-configmap: vault-injector-configmap

e Kubectl patch deployment wordpress --patch
"S(cat patch-basic-annotations.yaml)"”







{% include "slides/OTUS_CI-
CD/Common/thanks.md.nj" %}



