Hashicorp Vault + K8s



Y10 ¢ Hamu 6yper?

e Betka gn4a pabortbl: kubernetes—-vault
e B xoaoe paboTbl Mbl:

= YCTAHOBUM KJiactep vault B kubernetes

= Hay4ymmca co3gaBaTb CEKPETbI U MOSIUTUKU

= HACTpoOMM aBTopm3auumio B vault yepes kubernetes sa

= caeniaeM nog ¢ KOHTEMHepPOM Nginx, B KOTOPbIW MPOKNHEM
cekperTbl U3 vault yepes consul-template



NMoaroroBka

Oos/mkeH ObIThb 3anyLWeHHbIM kubernetes knacrep

Bce co3gaHHble B npouecc 13 dainibl 4O/MKHbI ObiTh B
PENO3UTOPUN

BCNoMoOraTte/ibHble CCbIJTKHA

= vault

m vault-guides

nemnén homework-11

t0o3epHenM anga assignee erlong1b


https://learn.hashicorp.com/vault/identity-access-management/vault-agent-k8s#step-1-create-a-service-account
https://github.com/hashicorp/vault-guides.git

MHctannauua hashicorp vault HA B k8s

CK/IOHUpPYEM peno3ntopuit consul (Heob6xoaAnMo MMHUMYM 3 HOAbI)

git clone https://github.com/hashicorp/consul-helm.git
helm install ——name=consul consul-helm

= CK/TOHUPYEM peno3nTtopui vault

git clone https://github.com/hashicorp/vault-helm.git



OTpepakTupyem napamMmeTpbl YCTAHOBKU B

values.yaml

standalone:
enabled: false
ha:

enabled: true
ui:

enabled: true
serviceType: "ClusterIP"



YctaHoBuM vault

helm install —-—name=vault .
helm status vault
kubectl logs vault-0

e oOpaTuTe BHMMaHMeE Ha cTaTtyc nogos vault
e BbIBOA helm status vault - npo6asbTe B README.md



NHuunanmnsupyem vault

npoBeanTe nHUUmnannsaumto 4yepep3 nobdon nopa vault'a kubectl
exec —-it vault-0 —— vault operator init --key-
shares=1 —--key-threshold=1

COXpPaHUTE K/K4Hn, noayvyeHHble npun mnHnumnaan3aymnin

Unseal Key 1: gptT7e1w2D2tQgPdknR8ASVFrzFZoYz6W/BPoFMX5x2A=

Initial Root Token: s.KZmV3wbjEJabNtcwJWIIOTS]

*x BbiBOJ, pobaBbTe B README .md

N

MOSKCMNEPUMEHTNPYNTE C pPa3HbiMX 3HauveHusiMm —-key-shares —--key-threshold

*x L



NpoBepum coctoaHue vault'a

kubectl logs vault-0

o O6paTnte BHMMaHMe Ha napameTpsbl Initialized, Sealed

kubectl exec -it vault-0 —- vault status
Key Value
Seal Type shamir
Initialized true
Sealed true
Total Shares 1
Threshold 1
Unseal Progress 0/1
Unseal Nonce n/a
Version 1.2.2
HA Enabled true



Pacnevyartaem vault

® OGpaTVITe BHUMaHWNE HaA NMepeMeHHbIE OKPYXEHNA B MOAAX

kubectl exec -it vault-@ env | grep VAULT
VAULT_ADDR=http://127.0.0.1:8200

e Pacrneyartatb HYy>KHO KaXAablii noa

kubectl exec -it vault-0@ —- vault operator unseal
"qpt7e1w2D2tQqPdknR8ASVFrzFZ0Yz6W/BPoFMX5x2A="
kubectl exec -it vault-1 —— vault operator unseal
"qpt7e1w2D2tQqPdknR8ASVFrzFZ0Yz6W/BPoF MX5x2A="
kubectl exec -it vault-2 —- vault operator unseal
"qpt7e1w2D2tQqPdknR8ASVFrzF Z0Yz6W/BPoFMX5x2A="

e nobaBbTe Bbigayy vault status B README.md



[TocMOTPUM CNUCOK AOCTYMHbIX

aBTOopM3aluumn

e BblnonHUTe kubectl exec —-it vault-0 —— vault auth list

e NOny4ymTe ownobky

Error listing enabled authentications: Error making API request.

URL: GET http://127.0.0.1:8200/v1/sys/auth
Code: 400. Errors:

* missing client token



3anormHumcs B vault (y Hac ectb root

token)

kubectl exec -it vault-0 —- vault login

Token (will be hidden):

e BuiBOO nocne nornHa po6asbte B README.md
® MOBTOPHO 3arMpoCcuM CMNCOK aBTOPMU3aLnii

kubectl exec -it vault-© —— vault auth list

e BbiBOA coxpaHutb B README.md



3aBeaeM cekpeTbl

kubectl exec -it vault-0
kubectl exec -it vault-0
kubectl exec -it vault-0
password="asajk jkahs'

kubectl exec -it vault-0
password="'asajk jkahs'

kubectl exec -it vault-0
kubectl exec -it vault-0

vault
vault
vault

vault

vault
vault

secrets enable ——-path=otus kv
secrets list —-detailed
kv put otus/otus-ro/config username='otus'

kv put otus/otus-rw/config username='otus'

read otus/otus-ro/config
kv get otus/otus-rw/config

* BblblO[ KOMaHAbl YTEHUA cekpeTa aobasmnte B README.md



Bkniounm aBtTopusauuro yepeps k8s

kubectl exec -it vault-0 —— vault auth enable kubernetes
kubectl exec -it vault-© —— vault auth list

e OOGHOB/EHHbIN CMNCOK aBTopusaunn - pobasmtb B README.md



Cospaaumm yaml gnsa ClusterRoleBinding

$ tee vault-auth-service-account.yml <<EOF
apiVersion: rbac.authorization.k8s.io/vibetal
kind: ClusterRoleBinding
metadata:
name: role-tokenreview-binding
namespace: default
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:auth-delegator
subjects:
— kind: ServiceAccount
name: vault-auth
namespace: default
EOF

e hann gosmkeH ObiTb NpunoxeH B 13



Co3paaum Service Account vault-auth u

npumeHum ClusterRoleBinding

# Create a service account, 'vault-auth'
$ kubectl create serviceaccount vault-auth

# Update the 'vault-auth' service account
$ kubectl apply —-filename vault-auth-service-account.yml



[loaroroBumM nepemMeHHble ANna 3anmcu B

KOHpUIr Kybep aBTOpU3aLu

export VAULT_SA_NAME=$(kubectl get sa vault-auth -o jsonpath="{.secrets[x]|['name']}")
export SA_JWT_TOKEN=$(kubectl get secret $VAULT_SA_NAME -o jsonpath="{.data.token}" |
base64 --decode; echo)

export SA_CA_CRT=$(kubectl get secret $VAULT_SA_NAME -o jsonpath="{.data['ca\.crt']}" |
base64 —--decode; echo)

export K8S_HOST=$(more ~/.kube/config | grep server |awk '/http/ {print $NF}')

### alternative way

export K8S_HOST=$(kubectl cluster-info | grep ‘Kubernetes master’ | awk ‘/https/ {print
$NF}° | sed ’s/\x1b\[[0-9;]*m//g’ )

e O6patnTte BHMMaHUE Ha KOHCTpyKunto sed ’s/\x1b\[[0-9; |*m//g,
4YTO MO BalUeEMY OHa aefnaeT?



3anuwem KoHour B vault

kubectl exec -it vault-0@ —- vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN" \

kubernetes_host="$K8S_HOST" \

kubernetes_ca_cert="$SA_CA_CRT"



Coszpaaunm chann NosINTUKU

tee otus-policy.hcl <<EOF
path "otus/otus-ro/x" {
capabilities = ["read", "list"]

}
path "otus/otus-rw/x" {
capabilities = ["read", "create", "list"]
}
EOF



co3gaavM NosITKy m ponb B vault

kubectl cp otus-policy.hcl vault-0:./

kubectl exec -it vault-0@ —-- vault policy write otus-policy /otus-policy.hcl
kubectl exec -it vault-0 —- vault write auth/kubernetes/role/otus \
bound_service_account_names=vault-auth \

bound_service_account_namespaces=default policies=otus-policy ttl=24h



MpoBepumM Kak paboTtaeTt aBTopuUsaLuad

e Co3gaanm nopa € NpuBA3aHHbIM CEPBUC aKKOYHTOM U YCTAHOBUM Tyaa
curl ujqg

kubectl run --generator=run-pod/v1l tmp —--rm -i —--tty —--serviceaccount=vault-auth --image
alpine:3.7
apk add curl jq

e 3a/10rMHUMCA U NOoJTy4HUM KNMNEHTCKNN TOKEH

VAULT_ADDR=http://vault:8200
KUBE_TOKEN=$(cat /var/run/secrets/kubernetes.io/serviceaccount/token)

curl —-request POST --data '{"jwt": "'$KUBE_TOKEN'", "role": "otus"}'
$VAULT_ADDR/v1/auth/kubernetes/login | jq

TOKEN=$(curl -k -s —--request POST --data '{"jwt": "'$KUBE_TOKEN'", "role": "test"}'
$VAULT_ADDR/v1/auth/kubernetes/login | jq '.auth.client_token' | awk -F\" '{p

rint $2}')



NpounTaem 3anncaHHble paHee ceKpeTbl U

nornpodéyem nx o6HOBUTb

® /ICMO/Mb3YyNTE CBOW KNTIMEHTCKUIN TOKEH
® MPOBEPUM UYTEHUE

curl ——header "X-Vault-Token:s.pPjvLHcbKsNoWo7zAAuhMoVK™
$VAULT_ADDR/v1/otus/otus-ro/config
curl —--header "X-Vault-Token:s.pPjvLHcbKsNoWo7zAAuhMoVK™"
$VAULT_ADDR/v1/otus/otus-rw/config

e MPOBEPUM 3arunchb

curl —-request POST --data '{"bar": "baz"}' ——header "X-Vault-
Token:s.pPjvLHcbKsNoWo7zAAuhMoVK" $VAULT_ADDR/v1/otus/otus-ro/config
curl —--request POST --data '{"bar": "baz"}' ——header "X-Vault-
Token:s.pPjvLHcbKsNoWo7zAAuhMoVK" $VAULT_ADDR/v1/otus/otus-rw/config
curl --request POST --data '{"bar": "baz"}' —-header "X-Vault-
Token:s.pPjvLHcbKsNoWo7zAAuhMoVK" $VAULT_ADDR/v1/otus/otus-rw/configl



Pa3bepemcsa ¢ olumbkamu npum 3anucu

e [louemy Mbl cMOrin 3anmncaTtb otus-rw/configl HO He cMmornn otus-
rw/config

e I3MeHunTe NoMNTUKY Tak, YTOObl MOXXHO Obl/TIO MEHATbL otus-rw/config

e OTBEThI Ha Bonpockl gob6asnte B README.md



Use case ncnonb3oBaHUA aBTopusaumm

yepes Kybep

e ABTOpPM3yeMca 4yepes vault-agent n nonyyYmMm KIMEHTCKUNA TOKEH
e Yepes consul-template goctaHeM CeKpeT 1 MOTOXMUM ero B nginx
e /ITor - nginx nony4yunn cekpeTt n3 BosiTa, He 3Hasd HUYero npo BONT



3abepem penosuTopun C npuMmepamm

git clone https://github.com/hashicorp/vault-guides.git
cd vault-guides/identity/vault-agent-k8s-demo

e B katanore configs-k8s ckoppekTnpymnte KOHQUrn C y4eTom paHee
CO3[4aHbIX POJien N CEKPETOB

e [lpoBepbTe U CKOPPEKTUPYIMNTE KOHpUr example-k8s-spec.ymi

o CKOpPpPEKTUpOBaHHblE KOHUIK NMPUNOXUTb K 13



3anyckaem npumep

#

$

#

$

Create a ConfigMap, example-vault-agent-config
kubectl create configmap example-vault-agent-config —--from-file=./configs-k8s/

View the created ConfigMap
kubectl get configmap example-vault-agent-config —-o yaml

# Finally, create vault-agent-example Pod

$

kubectl apply -f example-k8s-spec.yml —--record



® 3aKOHHEKTUTCH K Moy Nginx v BblTaWwWnTb oTTyAa index.html

e index.html npunoxuts kK A3



coznaaum CA Ha 6a3e vault

e Bkntounm pki cekpertc

kubectl exec -it vault-0@ —-- vault secrets enable pki

kubectl exec -it vault-0@ —-- vault secrets tune -max-lease-ttl1=87600h pki

kubectl exec -it vault-0@ —-- vault write -field=certificate pki/root/generate/internal
\

common_name="exmaple.ru" ttl=87600h > CA_cert.crt



npornuuieM yp/Jsbl Aand ca h oTO3BaAHHbIX

cepTtndgpukaros

kubectl exec -it vault-0@ —- vault write pki/config/urls \
issuing_certificates="http://vault:8200/v1/pki/ca" \
crl_distribution_points="http://vault:8200/v1/pki/crl"



co3gaavM NpPoOMeXyTOoYHbIN cepTudukar

kubectl exec -it vault-0@ —- vault secrets enable —-path=pki_int pki

kubectl exec —-it vault-0 —-- vault secrets tune —-max-lease-ttl=87600h pki_int
kubectl exec -it vault-0 —-- vault write —-format=json
pki_int/intermediate/generate/internal \

common_name="example.ru Intermediate Authority" | jg -r '.data.csr' >
pki_intermediate.csr



NnponuLuem NPoMeXyTouHbin cepTudmkar B

vault

kubectl cp pki_intermediate.csr vault-0:./

kubectl exec -it vault-0 —-- vault write -format=json pki/root/sign-intermediate \
csr=@pki_intermediate.csr \

format=pem_bundle ttl1="43800h" | jq -r '.data.certificate' > intermediate.cert.pem
kubectl cp intermediate.cert.pem vault-0:./

kubectl exec -it vault-0@ —- vault write pki_int/intermediate/set-signed

certificate=@intermediate.cert.pem




Co3gaavm n oT30BEM HOBbIE cepTUnKaTbl

e Co3aaauM ponb ANd BblAavn C epTUUKATOB

kubectl exec -it vault-@ —- vault write pki_int/roles/example-dot-ru \
allowed_domains="example.ru" allow_subdomains=true max_ttl="720h"

e Co30aamm 1 oT30BEM cepTudmnkar

kubectl exec -it vault-0@ —-- vault write pki_int/issue/devlab-dot-ru
common_name="gitlab.devlab.ru" ttl="24h"
kubectl exec -it vault-0 —- vault write pki_int/revoke

serial_nhumber="71:a8:4f:4c:bd:74:c6:d8:ea:27:64:cb:53:ef:80:1a:6b:c8:be:e3"

e Bblauy nNpu cosgaHunm ceptudmkaTta gobasmtbs B README.md



< 3apaHue co ¥ (1)

e peanunsoBaTtb AOCTynN K vault uepes https
e B README.md onucaTtb nocnegoBaTenbHOCTb AEUCTBUN
* MPenocTaBuUTb NMpPUMepPbl PaboTbl KYP/IOM



< 3apaHue co ¥ (2)

e HactpouTtb autounseal
e MpoBangep gna autoanseal Ha Ball BbIOOP
e onuncaTtb Bce B README.md



< 3apaHue co ¥ (3)

e Hactpoutb lease BpeMeHHbIX cekpeToB ana gocrtyna Kk b/l
e OnucaTtb npouyecc 8 README.md



