Kubernetes secrets.

Hashicorp Vault.
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e Paborta c cekpetamm B kubernetes
e BcnomHuTb Kak pabotaet SSL

e XpaHeHune cekpeToB B vault

e icnonb3oBaHue vault B k8s



XpaHeHue cekpeToB B k8s

o Co3pgaHune cekpeTta

kubectl create secret generic dev-db-secret —--from-literal=username=devuser \

——from-literal=password="S!B\xd$zDsb'

o Co3pgaHune cekperta n3s canna

kubectl create secret generic db-user-pass —--from-file=./username.txt —--from-
file=./password.txt

e Co3pgaHune cekpeta U3 yaml'a
= 014 3annucu B yaml ncnonbsyem base64

e XpaHeHune ceptndunkaTon

kubectl create secret tls vault-certs —-cert=vault.crt ——key=vault_gke.key



Ncnonb3oBaHue cekpeTtoB B k8s

e MoHTnpoBaHue cekpeTta vepes volumeMounts B dhain
e M3nnuHr B NepeMeHHble OKPY>XEHNA noaa



LLincbpoBaHne xpaHunuiia ceKpeTosB

e [1o ymMONn4aHUIO ceKpeTbl COXpPaHATCA B etcd B HelLMppoBaHHOM
BMAe

e HO eCTb BO3MOXHOCTb 3alUMdpoBaTb C UCNO/b30BaAHMEM O4HOIO U3
npoBanaepos

m gescbc

m secretbox
= gesgcm

= Kms



Nemo. CozgaemMm m

ncnonb3yem cekpeTbl B k8s
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AccumeTpuyHoOEe/CMMMETPUYHOE

wincppoBaHue

e CUMMETPUYHbIA anropuTMm LWNpoBaHNUA — anropuTM, Npu

KOTOPOM ANK WMpoBaHNA N AelUNdPOBaHUA UCMNONb3YeTCs OANH
N TOT Xe KJ/toM.

e B accnMmeTpuyHOM WM pOoBaHUN NCMNOMb3YETCA 2 K/4da —

OTKPbITbIN N 3aKPbITbl(TanHbIn). OTKPLITbIA KOY ANd
LN poBaHUA, 3aKpbITbii — ON9 AewndpoBaHNS.



AccumeTpudHoe wmndgpoBaHume




TLS Handshake
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TLS Handshake

SSL/TLS Handshake

(1) "Client Hello"

Cryptographic information

(2) "Server Hello"

CipherSuite
(3) Verify server certificate Server certificate
check cryptographic client certificate request (optional)
parameters
(4) Client key exchange

Send secret key information
(encrypted with public key)

(5) Send client certificate (6) Verify client certificate
(if required)

(7) Client "finished"

(8) Server "finished"

(9) Exchange messages
(encrypted with shared secret key)

N36aBnaem 6usHec ot UT-3aBucumoctun



Certificate's chain

Site certificate

Owner’s Name

Owner’s Public key

Issuer’s (CA) Name

Issuer’s Signature

issuer

verifies

Intermediate certificate

Owner’s Name

Owner’s Public key

Issuer’s (CA) Name

Issuer’s Signature

issuer

verifies

Root CA certificate

Root Name

Root Public key

Root Signature

S9ULI9A



SSL/TLS: TepMmuHonorus

e SSL - Secure Socket Layer

e TLS - Transport Layer Security (akTyanbHaa sepcua 1.3)
e PKI - Public Key Infrastructure

o CA - certificate authorities

e |[ntermediate certificate

e CRL - Certificate Revocation List



Hashicorp vault
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HashiCorp

Vault




OcobeHHHOCTH

e REST, JSON
e be3onacHoO XpaHUT 1 ynpaBAseT KIto4Yamu.

e XpaHunuuwa: file, consul, etcd, mysql, mongodb ...

e Kfacrepusyetcs (B TOM umncne B k8s)

e yaobHaa cncrema nosnTuk

e Hanndne APl gna B3anMoaenctBnsa U3 NPUNOXKEHUN HaNpsaMyto

® pPa3/IMYHbIe BapuMaHTbl ayTeHTUmnkaumm: userpass, tls, TokeHsol,
BHewHue API ...



Npo6nembl n peweHunsa ot Vault

NMpo6nembi

Boamo)xHocTu vault

XpaHeHne CeKpeToB Be3e.

OnHo obulee xpaHunuLle.

XpaHeHne B OTKPbLITOM
BUAeE.

BcTpoeHHOe WwmnpoBaHue, BKIOUaS
TPaH3UTHOE

CnoXXHOoCTU C
OVHAMUYECKNUMUN CeKpeTamu

BcTpoeHHass BO3MOXHOCTb AMHAMUYECKOW
reHepaumu

CNnoOXHO BblgendaTb Ha
BPEMS U OT3bIBaTb

JlocTynbl K cekpeTaM MOryTb ObITb BblaHbl
M OTO3BaHbI

CnoXXHO OTCNexXmBaTb KTO

MMen AoCTyn

BCTpOEHHbIN ayanT Ha reHepauuto u
MCMO/b30BaHNE CEKPETOB



MHuumnanusauuma n oTKpbITUE XpPaHUIULLA

e [locne yctaHOBKU TpebyeTca nHmumannsauns XpaHunma
m vault operator 1init —--key-shares=1 —-key-threshold=1
e [locne nHMymanmnsaumm otTgaeT Koun

m root'a
m ynseal knwy

e [lo gedonty paboTaet yepes HTTP

= HeoOxoaMMO BK/IOUNTL hitps B KOHUre



Vault ayteHTndpukauumsa

e [loooepxmBaeT HeECKONbKO auth metogoB: userpass, token, tls,

kubernetes

e [1o ymMONn4aHUIO Kaxkablv TUM aBTOPU3aLMM XPaHUTCA NO MyTH
auth/<type>

e [1na ncnonb3oBaHMa Metoa ero Heo6xoAMMoO BKJTIOUNUTb

= vault auth enable userpass

m vault write sys/auth/my-auth type=userpass



Kubernetes auth

. Maps Service Accounts and
T ﬂf__hr """" | namespaces to a Policy @~ ;---------

API Server K8s Pod/Application Container

1. Pod (application supplied JWT with Service Account and Namespace)
authenticates using SA JWT and a role

Vault validates JWT, namespace and Service Account

Vault returns an access token

Pod access secrets using the returned access token from Vault

N



Kubernetes auth

# BKJIOUNW ayTeHTUpukaumw uepes k8s
vault auth enable kubernetes

# npornmcann Kyga obpauwarbcs 3a api
vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN" \
kubernetes_host="$K8S_HOST" \
kubernetes_ca_cert="$SA_CA_CRT"

# CO3/aeM poJib C MPUBSIBKON K CEPBUC aKKOYHTY
vault write auth/kubernetes/role/demo \
bound_service_account_names=vault-auth \
bound_service_account_namespaces=default \
policies=default \
ttl=1h



Kubernetes Service Account

apiVersion: rbac.authorization.k8s.io/vibetal
kind: ClusterRoleBinding
metadata:
name: role-tokenreview-binding
namespace: default
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: system:auth-delegator
subjects:
— kind: ServiceAccount
name: vault-auth
namespace: default



Vault secrets engines

e KOMMOHEHTbI /19 XPAaHEHUS, reHepaLnmn 1 WnhpoBaHNUAa CEKPETOB

= MPoLLEe BOCMPUHMMATb Kak PYHKLUIO ANA peanu3aumm aTux

MEeTOOOB

e MoXxeT XpaHUTb NOKasibHO, MOXET obpallaTteca Ha BHelwHun API
e OOpalleHne K KOMMNOHEHTY npouncxoaut 4yepes path
e XUN3HEeHHbIN UMK secret engines

s enable/disable
= move
= tune

e [ToMOLLb MO KOHKPETHOMY 3HXMHY vault path-help



IOdunHaMunyeckune cekpeTthbl

e Co3patoTca no TpeboBaHuto

® OrpaHWYEHHbIN AOCTYN COrMacHoO ponu
®* MOryT ObITb OrpPaHUYEeHbl CPOKOM XMN3HU
® MOryT ObITb OTO3BaHb!

® [OCTYIN K CEKPETY NOrrnMpyeTca (BKOYEH ayaunT)



IvnHamMmnyeckune cekperthbl

Request DB Credential

>
<

| | Return Dynamic Credential
Valid for 7 Days

CREATE USER ...
WITH PASSWORD ...




Vault leases

e MeTanHpopMaunsa 0 AMHAMUYECKUX CEKPETAX N TOKEHAX

= coaepxur ttl, BO3MOXHOCTbL OOHOB/MEHMNA UTA
e [1lpn uteHUn BblgaeTcsa Leaseld, yepes KOTOPbIN MOXHO

= vault renew my-lease-id 3600

m vault revoke my-lease-id



Vault wrapping

e JloCcTyn K CEKpPEeTY Yepes BPeMEHHbI TOKEH

= [PU YTEHUU CEKPETA CO3[aeTCHd BPEMEHHbIN TOKET
= Yy TOKEHa orpaHuyeH TTL

= MepefaeTcd TOKeH

= 10 TOKEHY YMTaeTCs CekperT



Vault agent

KNneHTCKun geMOoH Cco cneaywmmMm qyHKLMOHanom

e Auto-auth

= aBTOMATUYEeCKaqa ayTeHTUPUKaLmna n aBTooOHOBIEHNE TOKEHA
e Caching

= K3LMPOBaAHME TOKEHOB
e Templating

= peHaep WabsoHOB C aBTOMOACTAHOBKOW HOBbIX CEKPETOB U
BO3MOXHOCTAMMU Bbl30Ba KOMAHA



Vault agent

1. Authenticate and acquire a token via

kubernetes auth method using the
Kubernetes service account token ({@\3

Y

2. Returns a client token

auth/kubernetes

5. Read secret from secret/myapp/config

-

o

kubernetes

K8S Service Account: vault—auth\

Pod (vault-agent-example)

&>

L~ -‘= Vault Agent

vault-agent-auth
(image: vault)

nginx-container
(image: nginx)

index.html

3. Store the
Vault token

- 4. Read token
sink

4
-

_* consul-template

(image: hashicorp/consul-template)

&\\Hﬁh /home/vault/.vault_ token




Vault inject

< Vault-K8s > . Vault
Webhook Kubernetes Pod v
’ ’—"_"'-..\ ”\" v"’

. 4 |-“Gecret Dataiin
S ’
Application Vault-Sidecar ‘l Syc
Pod Spec Container Container , /
> ~ o P \
)
SISSALE LR E R LR LR ERRRRRRRERY
. template: .
metadata: ) . tmpfs mount:
annotations: _ : Ivault/secrets/<secret>
vault.hashicorp.com/agent-inject: "true .
: vault.hashicorp.com/agent-inject-secret-helloworld:’
- "secret/helloworld"
vault.hashicorp.com/role: “myapp"
1. Vault-K8s Webhook intercepts the annotations supplied Vault-Agent
2. Pod definition is changed to include an Init container to populate secret and a Sidecar Injector

Vault Agent Sidecar to manage lifecycle of the secret




Vault policies

e 3apatoTcsa hamnamu npaBus

= vault policy write my_policy my_policy.hcl
= my-policy.hcl

path "secret/app/*x" {

capabilities = ["create", "read", "update", "delete", "list"]
}
path "secret/db/x" {

policy = "read"

}



TpaH3uTHOE WudpoBaHue

vault secrets enable transit

vault write -f transit/keys/otus

vault write transit/encrypt/otus plaintext=$(baseb4 <<< "Hell, kitty")
vault write transit/decrypt/otus ciphertext=<cipher> | base64 -d



Policy capabilities

e Create - NO3BONYAET CO34aBaTb CEKPETbI MO 3a4aHHOMY NYTH

e read - paspallaeT YUTeHne

e update - pasBpellaeT OOHOB/IEHNE CYLLECTBYIOLLNX CEKPETOB
e delete - pa3pellaeT yaganeHme CywecTBYOLWNX CEKPETOB

e |ist - NpoCMOTp CNMCKa CEKPETOB

e sudo - No3BONFET OOCTYN K root-protected cekpertam

e deny - 3anpewaer gocTyn



Vault audit

# file

vault audit enable file file_path=/var/log/vault_audit.log

# stdout

vault audit enable file file_path=stdout

# syslog

vault audit enable syslog tag="vault" facility="AUTH"

# tcp/udp/unix socket

vault audit enable syslog tag="vault" facility="AUTH" format="json"



Kubevault

https://kubevault.com

aBTOMaTU4ecKkaa nHnymanusaums n unsealing
ynpaBfieHns nonutnkamu vault
AWS/Azure/GCP/Database secrets engines
MOHUTOPUHI Yepe3s Prometheus

peanusaunsa yepes operator


https://kubevault.com/

e Vault B k8s uepeps tls.
e Co3paeM nosib3oBaTenen, CeEKpeThbl U NOMUTUKK B vault
e ncnonb3syem Vault B NpuUioxXeHuu



Cnacun6o 3a BHUMaHue!

Bpemsa onqa Bawimx Bonpocos!



