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Glossary

e Job- A Jobis aform of desired state; the user is expressing that the job should be running, but not where it should be run.

e Task Group - A Task Group is a set of tasks that must be run together.

e Driver — A Driver represents the basic means of executing your Tasks. Example Drivers include Docker, QEMU, Java, and static binaries.

e Task - A Task is the smallest unit of work in Nomad. Tasks are executed by drivers,

e Client - A Client of Nomad is a machine that tasks can be run on. All clients run the Nomad agent.

e Allocation - An Allocation is a mapping between a task group in a job and a client node.

e Evaluation - Evaluations are the mechanism by which Nomad makes scheduling decisions.

e Server - Nomad servers are the brains of the cluster. Can do HA and Federate.

e Regions and Datacenters - Nomad models infrastructure as regions and datacenters. Regions may contain multiple datacenters.

e Bin Packing - Bin Packing is the process of filling bins with items in a way that maximizes the utilization of bins. This extends to Nomad,
where the clients are "bins" and the items are task groups. Nomad optimizes resources by efficiently bin packing tasks onto client

machines.



Overview
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Consensus protocol

Raft

e Log- The primary unit of work in a Raft system is a log entry. The problem of consistency can be decomposed into a replicated log.

e FSM - Finite State Machine. Application of the same sequence of logs must result in the same state, meaning behavior must be
deterministic.

e Peer set- The peer set is the set of all members participating in log replication.

e Quorum - A quorum is a majority of members from a peer set: for a set of size n, quorum requires at least L(n/2)+1.1 members.

e Committed Entry - An entry is considered committed when it is durably stored on a quorum of nodes. Once an entry is committed it
can be applied.

e Leader - At any given time, the peer set elects a single node to be the leader. The leader is responsible for ingesting new log entries,

replicating to followers, and managing when an entry is considered committed.


http://thesecretlivesofdata.com/raft/
https://en.wikipedia.org/wiki/Finite-state_machine

Gossip protocol

Gossip protocol

N

O O

(a) Centralized approach,

which uses a centralized

server for forwarding and
mixing of multimedia streams

(c) Gossip-based approach,
where peers operate in parallel, and
each peer communicates with one or

more randomly selected partner

(b) Fully connected overlay
approach, where all peers are in
direct contact with one another


https://en.wikipedia.org/wiki/Gossip_protocol

Scheduling
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Preemption

UT0 ecnu Bce pecypcbl 3aKOHYUINUCB, @ HAM HY O4YeHb HaZlo 3a4ennounTb eLle?

Job Priority!

Job Priority  Allocations Total Used capacity

cache 70 a6 2 GB Memory, 0.5 GB Disk, 1 CPU

batch-analytics 50 a4, ad <1 GB Memory, 0.5 GB Disk, 0.5 CPU>, <1 GB Memory, 0.5 GB
Disk, 0.5 CPU>

email-marketing 20 al, a2 <0.5 GB Memory, 0.8 GB Disk>, <0.5 GB Memory, 0.2 GB Disk>



Task Drivers

e Docker

e |solated Fork/Exec
® Java

e Podman

e QEMU

e Raw Fork/Exec

A elwe MHOro apyrux nogaepXxnBaembix community:
Task Driver Plugins: Community Supported



https://www.nomadproject.io/docs/drivers/external

Device Drivers

Nvidia



‘_

i cilium

NOMAD CONTAINER y/
NETWORK > weave
INTERFACE (CNI) net

Multi-Interface Networking and CNI Plugins in Nomad



https://www.hashicorp.com/blog/multi-interface-networking-and-cni-plugins-in-nomad-0-12

Filesystem

|— alloc O6was gupekTopusa anga Bcex 3agaHnn
— data ephemeral_disk 6yayT TyT
— logs TYT nexar f1ory, KOTopble MOXHO MOCMOTPETb Yepes nomad alloc
— task1°%tderr.0
— taskl.stdout.0
— task2.stderr.0
L— task2.stdout.0

NOMAD TASK DIR
NOMAD SECRETS DIR




Filesystem isolation (docker & gemu)

$ docker inspect 32e | jgq '.[0] .HostConfig.Binds'

"/wvar/nomad/alloc/b0686b27-8af3-8252-028f-af485c8la8b3/alloc:/alloc",
"/wvar/nomad/alloc/b0686b27-8af3-8252-028f-af485c81a8b3/taskl/local:/local",
"/var/nomad/alloc/b0686b27-8af3-8252-028f-af485c81a8b3/taskl/secrets:/secrets"

1

$ docker exec -it 32e /bin/sh

# 1s /

alloc boot dev home 1ib64 media opt root sbin srv tmp var

bin data etc 1lib local mnt proc run secrets sys usr



Filesystem isolation (exec & java)

— alloc

. — container
ncnonbdyerca chmod & pivot_root Ans nsonauun npouecca. L apre

CneaytoLume anemeHTbl 6yayT CKONMPOBaHbI B HOBOE NPOCTPAHCTBO (CNMCOK I— logs
MO>XHO MOMEHSATb C MOMOLLbIO onuuun chroot_env)

[

ll/bin"’

"/etC",

";::EéZ", ||: izzcutor.out
"/|ib64", F— 1ib32
"/run/resolvconf", I— 1ib64
"/sbin", — local
"/usrn, I— proc

] — run

— sbin
— secrets
— sys




Filesystem isolation (none)

Hukakon nsonsuum soobLue.
MonHaa ceobona u npaBa Ha MaLLMHE Kak y nonb3oBaTesns Nog KOTOpbIM 3anyLleH
nomad

$ nomad alloc exec 87ec7dl2 /bin/sh

# 1s /

bin dev home 1lib 1lib64 lost+found mnt proc run snap Sys usr
vmlinuz

boot etc initrd.img 1ib32 1ibx32 media opt root sbin srv tmp var

# echo $NOMAD SECRETS_DIR
/var/nomad/alloc/87ec7dl2-5e35-8fba-96cc-09e5376bel5a/task3/secrets

# whoami
root




Filesystem isolation (none)

Kak npoucxogut annokauuns dpannoson cMcteMbl ANs 3agayn:

e HoBasa gupekTopua ansa annokaumm
e ephemeral_disk konupyeTca ¢ npegbiayLien HoOAbl €CIN BO3MOXHO
e BbinonHatwTca CSI pasgensbl
e [1na kaxnaon Task:
o HoBasa gupektopua ana Task
o konupytoTtcst Dispatch payloads
o ckauuBatoTca Artifacts
o reHepupytotca Templates

o Task 3anyckaeTcsl ¢ BbI6GpaHHbIM ApaiBepoM K BceMu volume mounts


https://www.nomadproject.io/docs/job-specification/dispatch_payload
https://www.nomadproject.io/docs/job-specification/artifact
https://www.nomadproject.io/docs/job-specification/template
https://www.nomadproject.io/docs/job-specification/volume_mount

Security

e mTLS

e ACL

Port / Protocol

4646 / TCP

4647 / TCP

4648 / TCP +
UDP

Agents

All

Servers

Servers

Description

HTTP gna Ul n API

RPC

gossip


https://en.wikipedia.org/wiki/Remote_procedure_call
https://www.nomadproject.io/docs/internals/gossip

Requirements

10ms BHYTpM gaTa ueHTpa

3-5 cepBepoOB Ha PeErmMoH

100+ ms OT KnMeHTa K cepBepy

08 cepBepa HYXXHO TONbKO nanka Ha AUCKE N BO3MOXHOCTb OTKpbIBaTb CETEBbLIE
coeaNHEeHnd

OJ19 areHTa Hy>XeH root

Koe0Oa 3ada4yu 3anpawusarom OuHamMu4eckue rnopmsl, OHU 8bl0ersomces u3 duarnasoHa rmopmos om 20 000 do 32

000.
rnposepumse U rpu Heobxoodumocmu 8bicmasume HO8bIe 3Ha4YeHUs Oris Linux MOXHO mak:

$ cat /proc/sys/net/ipv4/ip local port_ range
32768 60999
$ echo "49152 65535" > /proc/sys/net/ipv4/ip local port_ range



nomad job init



Autopilot | Nomad

Configure NGINX Reverse Proxy for Nomad's Web Ul | Nomad

Test Drive the Nomad Autoscaler with Vagrant | Nomad

Load Balancing with NGINX | Nomad

Qutage Recovery | Nomad



https://learn.hashicorp.com/tutorials/nomad/autopilot?in=nomad/manage-clusters
https://learn.hashicorp.com/tutorials/nomad/reverse-proxy-ui?in=nomad/interactive
https://learn.hashicorp.com/tutorials/nomad/autoscaler-vagrant-demo?in=nomad/ecosystem
https://learn.hashicorp.com/tutorials/nomad/load-balancing-nginx?in=nomad/load-balancing
https://learn.hashicorp.com/tutorials/nomad/outage-recovery?in=nomad/manage-clusters
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