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KapTa Be6buHapa

* MOHUTOPUHT U anepTUHr

* USE, RED m Four Golden Signals
 SLI, SLO, SLA n 6roa>KeT Ha OLLNOKMU
* [laTTepHbl 4Na cbopa MeTPUK

* Prometheus

* Grafana

* Sentry

* YnpaBneHue nHungeHTamu



3auemM cobupaTb MeTpPUKKU?

MeTprKM NoOMOraroT NMPUHNUMATb pPeLLEeHUS:

* Hapo nu go6aBuTb Ha cepBep onepaTUBHOM NaMATU?
* CKONbKO eLle BpeMeHU Mbl MOXXEM XWTb Ha TeKYLMUX MOLLHOCTAX?
* Kakou cepBuUC 1 B KAKOM MeCTe HY>XHO ONTUMU3NPOBAaTb Npexae Bcero?



3auemM cobupaTb MeTpPUKKU?

MeTprKM NOMOrarT cpearmpoBaTb B C/lydae HenpeaBUAeHHOM CUTyaLumm

e CepBuC Ha4yan Jonro oreeyaTb
* Qu4epepb nepenosiHUNCS
Nnrt.n



MOHUTOPUHI U aNePTUHT

MOHUTOPUHI - 3TO HABOP MHCTPYMEHTOB U CEPBUCOB, KOTOPbIE NO3BOMIAOT
cobupaTb, XpaHUTb, arpernpoBaTb U BU3yanmM3npoBaTb METPUKU

AnepTUHr — 3TO HABOP MHCTPYMEHTOB, KOTOPbIe MO3BOJIAIOT y3HaBaTb O KaKUX-TO
BaXXHbIX UBMEHEHUSX B MOBEAEHUN CUCTEMbI (C MOMOLLIbIO METPUK)



MeTpuku u A0CTYNHOCTb

MOHUTOPUHI U anepTUHTI HaNpPsIMYIO BAUSAIOT Ha AOCTYNHOCTb availability cepsucos

* [lpaBUnbHbIN anepTUHI BCerga cCoobLUT KOMaHae o0 npobaieMax paHblUe, YeM

OuU3HecC UM nonb3oBaTenu
* [MpaBUNbHbIN MOHUTOPUHI BCErga NOMOXET MOHATb, rAe ownbKa u 4YTo

C/ly4Ynnochb.
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Kakue MeTpuku cobupartb?

* WUHdpacTpyKTypHble — COCTOSAHNE UH(DPACTPYKTYpbI: GUsnyeckumne
MaLlUMHbI, CETb, CUCTEMHbIE cepBuUchbI: cpu/mem/disk

e CepBUCHbIe — COCTOAHME NpUKNaLHbIX CEPBUCOB: It/rps

* BusHec — cocTosiHne 6BU3HEC NPOLLECCOB: CKOJIbKO cAenaan 3aka3oB



USE method

http://www.brendangregg.com/usemethod.html

« Utilization — Bpems, KoTopoe 3aTpaymMBaeT pecypc Ha BbIMNOSIHEHUE
3ajau

 Saturation — HackonbKo pecypc 651M30K K nNpejeny, Korga oH Ha4yMHaeT
[laBaTb OTKasbl

* Errors — KONIMYeCTBO OLLUNBOK

Micnonb3yeTcsi B OCHOBHOM AJ151 MHPPaCTPYKTYPHbIX MeTpuk: CPU, memory,
|0, networking, HO UMK He orpaHn4nBaeTcs


http://www.brendangregg.com/usemethod.html

Resource

Disk 10

Memory

Microservice

Database

USE method

Utilization

% time that device was busy

% of total memory capacity in use

average % time each request-servicing
thread was busy

average % time each connection was
busy

Saturation

wait queue
length

swap usage

# enqueued
requests

# enqueued
queries

Errors

# device errors

N/A (not usually observable)

# internal errors such as
caught exceptions

# internal errors, e.g.
replication errors

Availability

% time writable

N/A

9% time service is
reachable

% time database is
reachable



Saturation vs utilization

Saturation Mo)xeT 6bITb BbICOKMM, B TOM BpeMsl Kak average utilization
HU3KKUM. Hanpumep, B CPU MoryT kpaTkoBpeMeHHO yxoautb B 100%, npu
3TO 60/IbLUYIO YacTb BPEMEHM OCTaBasiCb HE3arpy>XeHHbIM.
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RED method

https://www.youtube.com/watch?v=TJLpYXbnfQ4 — noaxon o03By4nn Tom
Bunku

"RED meTop ans cepsucos, USE ans pecypcoB”

* Rate - Konn4yecTBO 3anNpPoOCOB B CEKYHAY
* Errors — KONM4YeCcTBO OLLUNOOK
e Duration — Bpema 3anpoca


https://www.youtube.com/watch%3Fv=TJLpYXbnfQ4

The Four Golden Signals

https://landing.google.com/sre/books/

* Latency — BpemMA oTBeTa

* Traffic - konnuyecTBo 3anpocos

* Errors — KOIMYeCTBO OLLUNOOK

« Saturation — HackonbKO pecypc 6/1IM30K K 0TKasy
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https://landing.google.com/sre/books/

Latency

Latency, Response Time, Duration — BpemMs oTBeTa cepBuca

* CpepHee (average) BpeMsi 3a4acTyto MOXET 6bITb HE OYEHb MOKa3aTesNbHO,
MOTOMY UYTO Bbl6pOCbI (OYEHDb A0/ITME OTBETbI) MOTYT CUJIbHO Ha HEro BNUATD.

* 99,951 50 kBaHTUNb H6Oee NOKasaTesbHbl U A4AaKOT ydllee NpeacTaBeHne O TOM,
Kak paboTaeT cepBuc

* BpeMms oTBeTa MOXHO CUYMTaTb, KaK BHYTPU NPUITOXEHUS, TaK U CHapyXXun. Y BaXKHO
NOHMMaTb, BXOAAT /1N B CpefHee BPeMSA OTBETA: BPeEMS OXUAAaHUA BO BHYTPEHHUX
oyepensix, CETeBble 3aEPXKN N T.A4.

* Bpemsa oTBeTa U3 pasHbiX reorpadunyeckmux MecT



Traffic

Traffic, RPS — konnyecTBO 3anNpocoB B ceKyHAY

* [1nsa Be6-cepBUCOB MMEET CMbICST UBMEPSATb HE TONTbKO 0OLLYHO
NPON3BOAUTENIbHOCTb, HO NO KOHKpeTHbIM APIl-MeTOoaam

RPS by handler ~




Errors

Errors — KONIM4eCTBO OLUNMGOK CEKYHAY

* [na REST Beb-cepBUCOB MOXHO CYMTaTb KOSIMYECTBO OTBETOB NO CTATyC KoAam
* [1na He REST Be6-cepBUCOB HY)XHO OTAENATb OLUNMOOYHbIE 3aMpPOChl OT HE
OLUMOOYHbIX HA OCHOBE MPOTOKOJS1a BHYTPU

e [1nsi GpOHTOBbIX OLUMGOK HY>XHO MCNOJIb30BaTb OTAENbHYHO MHCTPYMEHTALMIO
(Hanpumep, sentry)

HTTP 5XX

500 POST A
500 POST G

HTTP response codes
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Saturation

Saturation — HacblILLEHHOCTb, UM HACKOJIbKO cucTeMa 6/1M3Ka K CBOeMy npeaeny

Ansa CPU bound nnu 10 bound 3agad MOXXHO CcYMTaTb HACbIWEHHOCTb NO pecypcy
B cnoXHbIX cuctemMax 06bl4HO TAXKENO CKasaTb, YTO MOXKET OKa3aTbCA

orpaHunyeHunem, Nno3ToMy Uin Harpy3o4yHoe TeCtupoBaHue, WJin sKCrnepTHada oueHKa
Ha OCHOBE MNMpeanoJioXXeHnA O0 TOM, 4TO Xe ABNAeTCA OorpaHn4YeHmnemM

Used connections %

Pod CPU
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SLI, SLO, SLA

OAaunH 13 cnoco6oB ynpaBneHus cepeucamm sasnatotca SLI, SLO, SLA.

https://landing.google.com/sre/sre-book/chapters/service-level-objectives/



https://landing.google.com/sre/sre-book/chapters/service-level-objectives/

SLI

SLI - service layer indicator — MeTpuka, KOTOpPOI Mbl OLleHNMBaeM paboTy cepBuca.

[Mpumepbl:

* [1nsa knneHTcKomn cuctemMbl — availability, latency, throughput

* [1pouUEHT OWMOOYHbIX 3aMpPOCOB

* [lpoueHT 3anpocoB, KOTOpPble UCMONTHUINCL MeHbLue YeM 200ms



SLO

SLO - service layer objective — uenesble nokasaTenn MeTpukmu SLI:
lower bound <= SLI <= upper bound

[Mpumepbl:

* 99% npoueHTOB KJIMEHTCKUX 3anpoCOB A0J1XKHbI BbIMONHATLCA MeHbLe 100ms
* JlocTynHOCTb cepBuca AosmKHa 6bITb 99%

* Error rate gomkeH 6bITb He 6onblue 1%

Nnr.na.
HoctynHocTb % | Downtime B roa | Downtime B mecsy | Downtime B | Downtime B neHb
Heaenio
| 90% (oaHa 9) | 36.5 oHen | 72 vaca | 16.8 yacoB | 2.4 yaca
| 99% (nBe 9) | 3.65 gHen | 7.20 yacos | 1.68 vacos | 14.4 muHyT
| 99.9% (Tpn 9) | 8.76 yacos | 43.8 MuHyT | 10.1 MuHyT | 1.44 MyuHyT
| 99.99% (4eTtbipe 9) | 52.56 MuHyT | 4.38 MuHyT | 1.01 MuHyT | 8.66 cekyHa

99.999% (naTL 9) 5.26 MuHyT 25.9 cekyHa 6.05 cekyHa 864.3 munnucekyHg




SLA

SLA - service layer agreement —cornatwieHue o TOM, Kakue rnocneacreus
HacTynatoT, ec/in SLO He BbINOJIHEHDI.



brog)xet Ha SLO

Hanpumep, ectb SLO — NpoLeHT yaayHbIx 3anpocoB 99.9%.

brogxxeT Ha SLO =100%-99.9% = 0.1%
Y cepBuca 1 Mnpp 3anpocoB B MecsiL, NMO3TOMY OH MOXET «MoTpaTUTb» 1
MWJI/IMOH OLWIMBOK B MecsL|

https://landing.google.com/sre/workbook/chapters/slo-document/ - npumep SLO
JOKyMEeHTa



https://landing.google.com/sre/workbook/chapters/slo-document/

Ha uto TpaTutbeca 6oa)KeT?
OCHOBHOM UCTOYHUK UHUMUOEHTOB — penusbl.
[103TOMY NOKa ecTb 6HOAYKET — MOXHO CMOKOMHO PeNn3unTbCs.

HeT 6toa)xeTa — HUKaKux penn3oB, noka SLO He npuBeayT B NOPSAOK U He
NpoBeayT HEOH6XOAMMbIX MEPONPUATUN.



AnepTuUHr

AnepTuHr — cucTemMa npeaynpexaeHus o6 owmnoKax

* AnepToB AO/IHKHO 6bITb JOCTATOYHO, YTOObI BOBPEMS CpearMpoBaTb, HO HE CIULLKOM
MHOI0, YTO6bl UX TAXeN0o 6bIN10 YuTaTb

* Ecnv anepTt HUKTO He YNTAET, TO ero MOXKHO CMOKOWMHO y6paTh
e Cnepnyet pasfenaTb pa3Hble YPOBHU anepToB

KpuTuuyeckune — 06a3aTeNlbHO HY)XHa peaKkLusi YesloBeKa U ero 06s3aTeNlbHO AOJIKHbI
NpoYnTaTh U YTO-TO caenathb (MM He caenaTb)
MpepynpexxaeHus — peakuus He 06s3aTeNIbHO HY)XHa NPSIMO 34€eCb M ceilyac

* [lpocTble 1 NOHATHbIE anepTbl JyyLle, YHeM CO CJTIOXHOW M 3anyTaHHOM JTIOTMKOU

* Ecnun Bbl 0 npo6nieMe y3Hanu oT 6u3Heca Uan KIIMeHTOB, 3HAYUT, y BacC NJI0XOM
anepTuHr



Self Test

OaHon n3 Bapuaumen aneptmHra n smoke-tectos apnstotcs self-check-u nnu self-
test-bl.

C KakKoW-TO NEPUOANYHOCTbLIO 3aMyCKaeTCs «CKPUMT», KOTOPbIN NpoBepsieT Ha
NpoJe, YTO BbIMONHAKTCA MHBAPUaHTbI UM OrPpaHUYEHNS.

Hanpumep,

* MOXXHO Nepnoanyeckmn xoamTb B 6a3y 1 NPOBEPATb pasniMyHble constraints: HeT
3aKa3oB 6e3 nonb3oBaTesien, HET oTpuLaTeSIbHbIX 6anaHCcoB U T.4,.

* MOXHO NpoBepsATb Ha Npofe Lefble NoJib30BaTes/IbCKME cLeHapun (T.H.
CMHTETMYECKOE TECTUPOBaHME) C NOMOLLbO selenium-a.



UHCTPYMEHTDI

CyLLLeCTBYET pasnnMyHbl CUCTEMbI MOHUTOPUHIA U aNepTUHra.

PRTG, Zabbix, Prometheus, Graphite, Grafana, Sentry u T.4.
PasnuuyHble APM: newrelic, Elastic APM, DynaTrace, DataDog, Solar n 1.4.

i
User
Vie\n/ \N\lotify
Application code
pp 7 N
Metrics library ~ Visualization Alerts

Application framework \ Metrics
w| ingestion Metrics
. Service

Language runtime

Metrics sample:

Service instance

\

name=cpu_percent
Deployment infrastructure value=68
timestamp=34938934893

dimensions: Metrics

machine=nodel database



Pull vs Push mogenb c6opa meTpuk

Push mopenb: Npuio)XeHne camMo XoAuT B CEPBUC METPUK M NMYLUUT Tyaa
BCE METPUKMU

Pull mogenb: npunoxeHue BbicTaBnseT ypa (06bI4HO /metrics), B KOTOPOM
BCe METPUKMU, a CepBUC METPUK 3abupaeT, 1 NOTOM OTobpaXaer.

Push vs Pull

Telegraf #2

Target #1 5
localhost3000 .
: : Telegraf #1 Telegraf #3
Target #1 Target #1 :
localhost:3000 localhos! LGOOO :

€ influxdb

Individual instances push data every 10 seconds

Prometheus pull data every 10 seconds

InfluxDB is i
Prometheus is active niuxLB 1S passive



Prometheus

[lpomMeTeyc XoAnUT No cepBMCaM, 3abUpaeT arpermnpoBaHHyO CTaTUCTUKY U
CKNaabiBaeT B 6a3sy.

Metrics exposed by an app on
localhost:3000/metrics

o

What does Prometheus do?

Target #1

( localhost:3000

cpu_usage 123
clients_connected 101
memory_usage 56

pulls via HTTP

pulls via HTTP

Prometheus server

Target #2
Iocalhost4000

=

cpu_usage 123
clients_connected 101

memory_usage 56

Target #3
localhost:5000
cpu_usage 123

clients_connected 101
memory_usage 56

pulls via HTTP

. stores metrics for targets

cpu_usage 123

—— 123

clf cpu_usage 123

Mg clients_connected 101
memory_usage 56




Prometheus

[IpomMeTeyc MOXEeT MOHUTOPUTb MHPPACTPYKTYPY C MOMOLLIbIO S3KCMOPTEPOB

Ways to gather metrics in Prometheus

Exporters

MongoDB exporter

Custom Python application | pulls metrics
localhost:3000

cpu_usage 123
clients_connected 101

memory_usage 56 \___
pulls metrics
Instrumentation

Prometheus server

caches metrics

Pushgateway

~_~—— - push metrics
pulls metrics 4

Batch jobs

{3



Prometheus

* WcnonbsyeT TSDB ana xpaHeHUA MeTpUK

* EcTb a3bIk 3anpocos PromQL

* EcTb cBOM anepTUHr Ha OCHOBe MNpaBu/ Ha A3bike PromQL
* Wcnonb3syetca B Kubernetes



Dot metrics

dopMaT XxpaHeHUss METPUK, NP KOTOPOM METPUKN XpaHATCs B popmaTe
«MMSl 3HAYEeHMEe:

Hanpumep, whisper ¢popmat B graphite

SYSTEM.NET.BYTES_Rcv> 8  2006-03-02 15:00:00

NN

METRIC NAME: METRIC VALVE: TIMESTAMEP,
WHAT? HOW MUCH? WHEN?



Tagged metrics

dopmMaT XpaHeHUss METPUK, MPU KOTOPOM METPUKM XpaHATCs B popmaTe
«MMA(T3arn) 3HayeHme:

SYSTEM.NET.BYTES_RCV> 8  2006-03-02 15:00:00 [AVAILABILITY-ZONE: VS-EAST-)A’
FILE-SERVER,

HOSTNAME:FO O,
\NSTANCE-TYPE:MB.XLARGE]]

METRIC NAME: METRIC VALVE: TIMESTAMP: TAGS:
WHAT? HOW MUCH? WHEN? WHERE?



Openmetrics

Prometheus xpaHuT gaHHble B popmaTe Openmetrics

http requests total{method="post",code="400"} 3 1395066363000



TUnbl MeTPUK

* Counter (cueTumk)

[TocTOSIHHO paCTyI.I.I,I/Iﬁ CYHEeT4HYUnK # HELP go memstats alloc bytes total Total number of bytes
# TYPE go _memstats_alloc_bytes total counter

HaanMep KOJIMYECTBO 3anpOCOoB go memstats alloc bytes total 3.7156890216e+10

* Gauge (Mepa)
TeKyLU,ee COCTOSIHUE CUCTEMBI i HELP go_goroutJ..nes Number of goroutines that currently exist.
TYPE go_goroutines gauge

go_goroutines 73

Hanpumep, CPU

# HELP http request duration seconds request duration histogram
¢ Histog ramm (rl/l cTorpamMmm a) # TYPE http request duration seconds histogram
Pacn pefeneHue http_request_duratJ:.on_seconds_bucket {le="0.5"} 0
http request duration seconds bucket{le="1"} 1
http request duration seconds bucket{le="2"} 2
Han pumMmep, pacrnpeanesnieHne BpeMeHun http request duration seconds bucket{le="3"} 3
oTBeTa http request duration seconds bucket{le="5"} 3
http request duration seconds bucket{le="+Inf"} 3
http request duration seconds sum 6
http request duration seconds count 3



Alerting B Prometheus

Y npomeTeyca ecTb CBOSI anepTusika, Kotopasi NO3BONSET 3a4aTb aNepT Ha
No6bIM NMpaBuiamM ¢ UCnosb3oBaHnem promQL

Prometheus

Alerts

TooManyCatVotes (1 active)

ALERT TooManyCatVotes
IF votes_amount_total{name="cat"} > 100
LABELS {severity="critical"}
ANNOTATIONS {summary="Too many votes for cats!"}

Labels State Active Since Value Silence
FIRING 2016-09-22 17:09:22.807 194

+0000 UTC



Sentry

Sentry — MHCTpyMeHT ans exception handling. JlToBuT, Kak GpOHTOBbIE OLLINGKMN,
TaK 1 6eKeHf.

* [pynnupyeT NOXOXUe OLLINOKMN

* ECTb A3blK 3anpocoB Ansa punbTpaymm

Sentry Backend ~ Dashboard Stream Releases  Settings
—
m Bookmarks Assigned Sort by: Last Seenv Q issunresolved
v R - » B w EVENTS USERS

BEEE Error processing "to_python' on "type": Tist” object has no attribute ‘iteritems’
sentryinterfaces hitp informat_headers ’ v K - 8 6
W1 seatry

B Form failed to validate: ['_all_": [u'An error occurred while processing your credit card: Y...
stripe payments in handle R . P I 384 203

Discarded invalid value for interface: request {{u'cookies™ [}, u'url’: uhttp://nl.labellcassie...

urlib in urlencode m b l. SrasBad® 9'3k O

BEEN Error processing "rule_notify’ on 'SlackPlugin': No connection adapters were found for ' ht...
Cecaarsts sassions in pet_adapter = 341 205
s S il =

MR Error processing 'rule_notify’ on 'PagerDutyPlugin’: [u'status’: uinvalid event’, u'message’...
pygerduty in execute reguaest SetBen.Benne. 00, .0 .I.I, 13k O



Grafana

Grafana — gaeT BO3MOXHOCTb CO3/laBaTb 6oraTtbie Aalobopabl.
ECcTb cBOW anepTUHr
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anaBnel-wle NMHUNAeHTaMu

MHumaeHTbl Bcerga 6yayT (K coXaneHuto)

[py Ka)KaoM UHUNAEHTbI LieNn:
*  MuHMMHU3NpoBaThb yuLepb
* [lpenoTBpaTUTb NOBTOPEHUE



MuHuMmusayus ywep6ba

MwuHMMHN3npoBaThb yuepb NomMoraert:
* bBbbICTpoe 06HapyXXeHune
* PasBuTble cpeacTBa MOHUTOPMHIA U anepTUHra

ﬁ Limblecvus

TIME TO RECOVERY

TIME TO REPAIR

RETURN TO
NORMAL
OPERATING
CONDITIONS
& 2

FAILURE
NOTIFICATION
TIME

REPAIR TIME

/\
N/
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FAILURE REPAIRS RESUME OF
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YT06bI HE NOBTOPANUCDH

[lpakTuKa nocTMopTEM

* Cobupaem dakTbl

* Cobupaem Bce apTedakTbl U BOCCTaHaBNMBaeEM, Kak Bce 6bls10

* Haxogum cucTeMHyto (KOPHEBYIO) MPUYMHY, @ HE BUHOBHOTIO

* CospgaeM 3agaym 1 He 3abbiBaeM NOPUKCUTb KOPHEBYHO MPUYNHY



dopma nocTMopTemMa

CospaHue npobnembl

3aronoBok *

K()p()TKO O TOM, 4TO CNYy4UNocCb

Mpo6nemHble cepBUcbl *

Cratyc*

Mposenserca

[o6aBbTe cepBUCHI NPUYACTHbIE K AaHHOM npobneme

BuHOBHMKM *

[o6aBbTe Nonb3oBaTenei NPUYACTHbIX K AaHHOW Npobneme

Ccbinka Ha 3agavy B JIRA *

Ccbinka Ha 3agady B JIRA

JaTa u Bpems cozanus *

A0.MM.ITTT Y4:MM

Onucanve MHUMAEHTa

Pacckaxute B AeTanAx 0 TOM, 4TO CNyHMnIochb.

[aTa 1 Bpems peLueHus

A4.MM.TTTT Y4 MM

Kak pewunnu npo6nemy

dle
[

Bpems HepocTynHOCTU (MUH)

0

CoobuymnTte o pesynbtaTtax paboTbl. [lpegynpeaunTte o BaxKHOM.

[UJ Mpukpenute dann

OTBeTCTBEHHbII 3a pelleHne

BbiGepuTe 13 cnvcka

X

BnusHue Ha nonb3oBartenei *

BbibepuTe 13 cnucka

Cospatb 3apavy aBToMmaTU4ecku

N



anaBnel-wle NMHUNAeHTaMu

Hawwu npakTuku:

* Paccbinka ctatyca AOCTYMHOCTU KaXKAabl AeHb MO BCEM CepBUCaM

* Kaxkayro Heaento pa3bop MHUMAEHTOB M COOp CTaTyca

* Kakayro Heaernto pa3Boj AeXXYPHbIX OT NPUKNaAHbIX KOMaHA

* [leXXypHbll agMUH NOAHUMAET AEXXYPHOro OT NPUKIaAHbIX KOMaHg Mo 3BOHKY
* Co3paeT oTAeNbHbIV YaT AJ1s 06CY)XAEHUA NHLMAEHTA

* [locne 3aBepLleHUN NHLUMAEHTA YaT 3aKpbiBaeTCA
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https://otus.ru/polls/5550/
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