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[lpoBepuTb, uAET Nu 3anuchb!







[lpaBuna BebuHapa

AKTUBHO yyacTByeM
‘ 3afaeM BONPOCHI B YaT WU FrOSI0COM

,.;..' Off-topic o6cyxgaem B Slack #kaHan rpynnbl unu #general
®

@ Bonpocbl BUXY B 4aTe, MOTy OTBETUTb HE Cpasy



MapLipyT BebuHapa

$
$

[MpakTukKa?




1 Pa3obpaTb OCHOBHbIE TUMbI MPUIOXEHUN AJ1S1 MOUCKA
YA3BUMOCTEMN

2 [103HAKOMUTbCHA C OCOBEHHOCTAMU U OrPaHUYEHUAMMU

3 [lpoBecTn TECTDI
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TeopeTuyeckue orpaHu4yeHus

e CTaTuyeckoe TeCTUpoBaHME BO3MOXXHO:
« OparMeHT Koa 6e3 LUMKIT0B N PEKYPCUU
« OparMeHT C UMK1aMun NN pekypcusamm
BbIX0O/[, U3 KOTOPbIX HE 3aBUCUT OT
napamMeTpoB

* YcnioBuA Bbixoada U3 LiMKJ1a nnm PEKYPCUU
HE MNpeBbILLAOT 3a4aHHOIO NMOopoOora

1



CTaTuyeckoe TeCTMpOBaHue NPUIoXKeHUI

- CurHaTypHas npoBepka - Habop npaBu/,
KOTOpble cofepXXaT NpumMmepbl Koaa

* UccnepoBaHune Mmogenu BbINOJIHEHUS KoAaa -
MOUCK BXOJHbIX MapaMeTpoB, KOTOpbIE
BEPOSATHO MOIYT NPUBECTU K Npobneme

« CUMBONIMYECKOE UCMOJIHEHME - NCMOJIb30BaHNe
OTAEe/IbHOr0 CUMBOJIUYECKOTO AA3bIKa AJ1A
npeacTaB/ieHNs paboTbl NPOrpaMMbl.
[lo3BoNsieT UccnenoBaTh Ha pse NapaMeTpoB.

12
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IuHamMunyeckKkoe TectupoBaHue

 [lpoBepkKa Ha OCHOBe BpefOHOCHbIX
3HaYeHUM - OTNpaBieHNe AaHHbIX Ha \
pa3BepHyToe npunoxeHue, peructpupytotca  DYNAMIC B

TONbKO MafeHusl U HeonpeaeNeHHble ANALYSIS ’oﬁ m
[N saric

COCTOAHUA

* HeT HMKaKnX MeTOK, CEHCOpPOB A4
perncTpauumn NnpuvnH nageHusa. Hy>Ho
npoBoaunTb Root-case aHanus

14






NHTepaKTUBHOE TeCTUPOBaHUE NMPUTOXKEHUN

« TecTMpoBaHMe MOXET NMPOBOAUTBLCS KakK C
NCXOOHbIM KOAOM TaK U 6es.

- [NaBHOE ycnoBue - HaIM4yme CEHCOPOB, METOK
N Apyroro MexaHn3ama, Kotopbi TOYHO
onpeaenseT npobnemy

16






» CTaTn4eckun ckaHep:
» C
¢ C++
- C#
- Java

{{ Legendary Creature — Unicorn R}

18


https://www.viva64.com/en/pvs-studio/
https://www.viva64.com/en/pvs-studio/

PVS-Studio

A Y | High: 1668 “ Medium: 190 || Low: 379 ‘ |Genera|| Optimization 64-bit FA:0 Y

*

Code

IA-‘ AL EAL

Message

The 'Substring' function could receive the '-1' value while non-negative value is expected. Inspect the first argument.
Checking value of 't1' for null will always return false when generic type is instantiated with a value type.

Checking value of 't2' for null will always return false when generic type is instantiated with a value type.

The conditional expressions of the 'if' statements situated alongside each other are identical. Check lines: 643, 656.
Type 'VariableRep' implementing |IEquatable<T> interface does not override 'GetHashCode' method.

It is odd that the body of 'Ldind’ function is fully equivalent to the body of 'Stind' function (174, line 179).

A part of conditional expression is always false if it is evaluated: index < 0.

A part of conditional expression is always false if it is evaluated: index < 0.

The 'mhAttr' object was used before it was verified against null. Check lines: 306, 326.

Possible exception: the 'InferredExpr' type marked by [Serializable] contains non-serializable members not marked by [NonSerialized].

Incorrect format. A different number of format items is expected while calling 'Format' function. Arguments not used: this.MayReturnNull.

An odd precise comparison: tot == 0. Consider using a comparison with defined precision: Math.Abs(A - B) < Epsilon.

Possibly an incorrect variable is compared to null after type conversion using 'as' keyword. Check variables 'other’, 'right'.

Possible exception: the 'Enumerator’ type marked by [Serializable] contains non-serializable members not marked by [NonSerialized].
Possible exception: the 'KeyCollection' type marked by [Serializable] contains non-serializable members not marked by [NonSerialized].

Possible exception: the 'Enumerator’ type marked by [Serializable] contains non-serializable members not marked by [NonSerialized].

Possible exception: the 'ValueCollection' type marked by [Serializable] contains non-serializable members not marked by [NonSerialized].

File

BooleanExpressionHelper.cs
BooleanExpressionsDecompiler.cs
BooleanExpressionsDecompiler.cs
BooleanExpressionsDecompiler.cs
BoxedExpressions.cs
BufferAnalysis.cs
BufferObligations.cs
BufferObligations.cs
CacheManager.cs
CacheModelExtensions.cs
CacheModelExtensions.cs
Callerinvariant.cs
Callerlnvariant.cs

CDictionary.cs

CDictionary.cs

CDictionary.cs

CDictionary.cs

Line

90

615
615
643 (...)
708
174 (..)
672
791
306 (...)
34 (..)
46

78

189 (...)
709 (..)
852 (..)
990 (...)
1082 (..)




« CKaHMpoBaHMe NCXOAHUKOB A1 60/1bLIOIO
KOJIMYeCcTBa A3bIKOB MPOrpaMMUpPOBaHUS

. SAST sOon

 J1ONONIHUTENBHO MOXHO NMonpo6oBaThb
NPOBECTN TECTUPOBAHNE NOTOKA NCMOJIHEHUS

arqQu

be
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https://docs.sonarqube.org/latest/analysis/languages/overview/
https://docs.sonarqube.org/latest/analysis/languages/overview/

» CKaHep o6LLero HasHayeHus

* [lpoBOANT TECTUPOBAHUE CEPBUCOB MO TUMY
YepHOro fALLKKaA

* [TpoBepaArTCSH KaK 0ObIYHbIE MPUNOXKEHUS,
Tak n web

nessus

Professional

21


https://www.tenable.com
https://www.tenable.com

» CKaHep o6LLero HasHayeHus

* [lpoBOANT TECTUPOBAHUE CEPBUCOB MO TUMY
YepHOro fALLKKaA

« TecTMpoBaHue, KOTope 60JbLUE MOX0Xe Ha
Fuzzing

O.0p

enVAS

nerability Assessment System

22


https://www.openvas.org
https://www.openvas.org

« CKkaHep paboTaeT No TUNy YepHOoro siluKa

M acunetix

« OpueHTUpOBaH Ha yA3BMMOCTU ANnsa web-
CepBUCOB

23


https://www.acunetix.com
https://www.acunetix.com

M acunetix

P 3 &« ® R

Q@ @ b ® D 9 b

System Administrator =

£

®) Scans

Y Filter

HREES

[] http://testasp.vulnweb.com/
[] http://testaspnet.vulnweb.com
[] http://testhtml5.vulnweb.com
[] http://testhtml5.vulnweb.com
[] http://testphp.vulnweb.com/
[] http://testphp.vulnweb.com/

[} http://testphp.vulnweb.com/

(@) New Scan B Stop Scans

Scan Type

High Risk Vulnerabilities

High Risk Vulnerabilities

Full Scan

High Risk Vulnerabilities

Full Scan

High Risk Vulnerabilities

Full Scan

i Delete Scans

Schedule

Last run on Feb 12,2020, 9:32:52 AM
Last run on Feb 12, 2020, 9:32:52 AM
Last run on Feb 7, 2020, 2:07:46 PM
Last run on Feb 12, 2020, 9:32:52 AM
Last run on Feb 6, 2020, 9:22:44 AM

Last run on Feb 12, 2020, 9:32:52 AM

Next run on Feb 19, 2020, 12:00:00 AM

Edit Schedule

‘ Generate Report

Vulnerabilities

0000
0000
© 00
© 00
0000
0000
o 00

!J Compare Scans

Status

A Completed

A Completed

Completed

Completed

A Completed
A Completed

A Completed

. .‘



* [Tpuno)xeHue ana TecTupoBaHnn web
NPUNOXKEHUN

 [lpepocTtaBndgeT BO3MOXHOCTb
KOH(pUrypauum rnpunoxXeHum

- [lpoBepka 6e3 NCXoaHOro Koaa

B2 BURPSUITE

25


https://portswigger.net/burp
https://portswigger.net/burp

* ABTOMaTUYeCKUN CKaHep
« OpueHTUpOBaH Ha wWeb npuoXxeHus

* [lpoBOAUT TECTUPOBAHME A1 3a[,aHHOIO
Habopa BXOAHbIX NapaMeTpoB

26


https://owasp.org/www-project-zap/
https://owasp.org/www-project-zap/

Web Black box scanners

« TecTupoBaHMe NPUTOXKEHUN BE3 NCXOAHOIO
Koaa:
« Nikto
« Dirb

Dirbuster

wFuzz

w3af

27
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