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[lpaBuna BebuHapa

AKTUBHO yyacTByeM
‘ 3afaeM BONPOCHI B YaT WU FrOSI0COM

,.;..' Off-topic o6cyxgaem B Slack #kaHan rpynnbl unu #general
®

@ Bonpocbl BUXY B 4aTe, MOTy OTBETUTb HE Cpasy



MapLipyT BebuHapa

¥

Pecypcbl U UHCTPYMEHTDbI

¥

TecTUpoBaHUE NPUITOXKEHUS



1 [To3HaKOMUTbCA C WHCTPYMEHTAMUN aBTOMaAaTU3aLlUn

2 PaccmMmoTpeTb NoapO6HO HECKOMBKO NMPUNOXEHN

3 [logBecTn utoru
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Intruder

« Moaynb, KOTOpPbI NO3BOJISAIET rnepebupaTb 3anpochl
* EcTb no-ymonyaHuto B Burp
 Pro Bepcusi cogepXut 6onbLue onuum



YA3BUMOCTHN, KOTOPblI€ MOXHO dBTOMATU3NPOBATb

e XSS

e Broken Access Control

« CSRF

e Deserialization

e Sensitive Data Exposure
« SQL Injection

e XXE

e Insecure File Upload

e Directory Traversal

e Session Management

« Command Injection



Extensions

e XSS - Burp Hunter

e Broken Access Control - BurnPlay

e CSRF - CSRF Scanner

e Deserialization - Java Serial Killer

« Sensitive Data Exposure - SpyDir

e SQL Injection - InjectMate

o« XXE - Content Type Converter

e Insecure File Upload - Upload Scanner
e Directory Traversal - Uploader

e Session Management - Tokenlar

« Command Injection - Command Injection Attacker
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- Framework ona aBtomMaTu4yeckoro
TECTUPOBAHMUS:

- Cookie
- Path
 HTTP Requests

13



a
Mo i
e OF 'l.’!g:w:’m;ﬂfﬁ:
"..in.m. ’.,‘ 2
& U n
T iy u: '::,:’.l:..:;':; :
v,m;xumu 0 4y, “.. .:x::::: :
m::m ::\.:‘,Hl{;:: ::: :ﬁ, "y 4
J!f:ﬁ:""""" At
Wy
Uy,



* ABTOMaTUYeCKUN CKaHep
« OpueHTUpOBaH Ha wWeb npuoXxeHus

* [lpoBOAUT TECTUPOBAHME A1 3a[,aHHOIO
Habopa BXOAHbIX NapaMeTpoB

15


https://owasp.org/www-project-zap/

Kakne ya3BMUMOCTN MOXXHO aBTOMATU3NPOBATb

= Application error disclosure

= Cookie not HttpOnly flag

= Missing anti-CSRF tokens and security headers
= Private IP disclosure

= Session ID in URL rewrite

= SQL injection

= XSS injection
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Toolbox
Management

Toobox config file

—

Tools

Security Testing

‘L—f

Local Database
Access

Core Engine

[

Checks settings

Interactive CLI

Wordlists

-

Exploits/POCs

-

Post-processing
analyzer

]

Regex collection

Technologies

Context Updater

Vulnerabilities

Credentials

| &

Targets Importer

E]

Reporter

oo,

Shodan result

INMAES

Nmap result file

List of targets

a

Web Screenshoter

HTML Report

g

Requester

(O3 WO

i O

Missions (workspaces)

-~

Local Sqlite Database




« Framework ANA aBTOMAaTUHECKOIro TeCTUPOBaAHUNA

e [lpepocTtasnaet 6bonble onumnm, nommMmo web pentest
« [lonHbIN cnucok: https://github.com/koutto/jok3r#id12



https://github.com/koutto/jok3r#id12

i
i

|

4,
U
.

JNsny

Wryas




CnUCOK yA3BUMOCTEMN

« Command Execution detection

e CRLF injection

« Database injection

 File disclosure

e Shellshock or Bash bug

« SSRF (Server Side Request Forgery)

e Weak .htaccess configurations that can be bypassed
e XSS injection

« XXE injection
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