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[lpoBepuTb, UAET 1 3anuchb!




Yaszeumoctu OAuth2 n
HTTP Response Splitting

Cepreu [onnukos

Head of Backend

Alyce Inc

arey2k@gmail.com telegram: @grey_2k



mailto:grey2k@gmail.com

[lpenopaBaTenb

Cepreun Nonnukos

*  [lporpammupyto c 14 ner.
* 8 net onbiTa Ha Python/PHP/JavaScript/Kotlin n HemHoro Go.
* 5 neT 3aHMMalOCb apXUTEKTYpon, BHegpeHneM npakTuk DevOps 1 ontuMmnsaumemn

*  PykoBoaun otaenom pa3paboTKu XOCTUHIa U permcTpatopa AOMEHHbIX MMeH Beget.com
obecneymBan 6e3onacHoCcTb Napka 500+ cepBepoB, perynsapHo paboTanu No nporpaMmmam
BugBounty

*  PykoBoxy backend komaHgHOW 1 paspabaTbiBato apxnTeKTYpy AN reo-pacrnpeaeneHHoro
AMepukaHckoro ctaptana Alyce.com.

E>xerogHO rotoBUMCS M NPOXoAUM ayanT 6e3onacHOCTU SOC2 , BeHAop - Veracode.com



[lpaBuna BebuHapa

AKTUBHO ydyacTtByeM U AeESTIUMCA OlNbITOM

3afaeM BOMNpoOC B YaT UM roJ10OCOM

Off-topic o6cyxaaem B Slack #web-security-2020-07

Bonpochkbl BUXY B YaTe, MOI'y OTBETUTb He Cpasy


https://otus-is.slack.com/archives/G017USUUTKL

Llenn BebuHapa | [locne 3aHATUS Bbl CMOXeETE

1 BesonacHo BHeapATb M akcnyatuposaTb OAuth2

2 3awmwaTtb web-npunoxenuna ot atak HTTP Response Splitting



CmMbicn | 3ayeM BaM 3TO YMETb

1 [Mo3BONUT BaM NPOeKTUPOBaTb 6€30MnacHble NPUNoXKEHUSA

2 Buaetb noteHunanbHble YA3BUMOCTU TaM e Ka>KeTcqd UxX HeT



- OAuth2

BeepgeHue B OAuth2
Authorization Code Flow
Implicit Flow

Password Credentials Flow
Client Credentials Flow

AyanT 6€30MacHoOCTH

- HTTP Response Splitting

MeToaonorms BOSHMKHOBEHUA
Buabl akcnnyaTtauum

NHCTpPYMEHTbI
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OAuth2 - yTO M 3auem

website.com

ﬂ Client

user’s request

authorisation url

A

User

\l,

\/

consent screen user’s authorisation request

redirect + authorisation code

Resource & Authorisation Server

. .
client’s authorization request o o

access_token

client’s resources request

response to user




OAuth2 - ctanpapT u npegHa3Ha4yeHue

dpenimeopk aBsTopu3auum OAuth 2.0 (RFC 6749)

NO3BOJIIET CTOPOHHEMY MPUITOXKEHUIO NOAYYaTb OFPaAHUYEHHbIA AOCTYN K cny>k6e HTTP
nmbo OT UMEHN BNnagesnbla pecypca, OpraHn3ys B3auMoLeNCTBUE NO YTBEPXKAEHULO
MeXay Bnagenbuem pecypca u cnyx6om HTTP, nn6o no3Bonsis CTOPOHHEMY
NPUIOXEHUIO NoNy4aTb AOCTYMN OT CBOEro CO6CTBEHHOIN0 MMeHU. 3Ta cneundukaums
3aMeHsIeT U NpU3HaeT ycTapeBwunmM npotokon OAuth 1.0, onucaHHbIn B RFC 5849,

RFC
https://tools.ietf.org/html/rfc6749

RFC - Proof Key for Code Exchange by OAuth Public Clients
https://tools.ietf.org/html/rfc7636



https://tools.ietf.org/html/rfc6749
https://tools.ietf.org/html/rfc7636

OAuth2 - coBmecTUMOCTDb

OAuth 2.0 npepgocTaBnsieT 6oraTyto CTPYKTYpYy aBTOpM3aLnmM C YETKO onpeaesieHHbIMU
cBoncTBamMu 6e3onacHocTn. OgHako, byayumn 6oraton N o4eHb pacLuMpsieMon
nnaTpopmMon CO MHOrMMN AONOSIHUTENIbHbIMU KOMMOHEHTaMW, 3Ta cneymMpukaumnsa cama
no cebe, BEPOATHO, MPUBEAET K LUMPOKOMY CMEKTPY HECOBMECTUMbIX peanm3aLuunin.

Kpome Toro, ata creyudukaLms ocTaBnseT HEKOTOPble HEOHXOAUMbIE€ KOMIMOHEHTbI
YaCTUYHO UK NOJIHOCTbIO HeornpeaeneHHbIMU (HanpuMep, perncTpauuns KINneHTa,
BO3MOXXHOCTW cepBepa aBTOpM3aLMn, 06HapyXXeHne aHANOUHTA). bes aTux
KOMMOHEHTOB KJIMEHTbI AO/IKHbI 6YAyT BPYYHYHO M CEeLManbHO HAaCTPOEHbI AJis
B3aMMOJENCTBUSA C ornpeiesieHHbIM CepBEPOM aBTOPU3aLIMM U CEPBEPOM PECYPCOB.

9Ta CTPYKTypa bbina pa3paboTaHa C YETKMM pacyYeTOM Ha To, YTo byaylian paboTa
NO3BOJIUT YCOBEPLUEHCTBOBATbL NpeAnucbiBatoLLIne NPpoGunun 1 pacLunpeHuns,
HeobxoaMMble A9 AOCTUXKEHUA MOJSTHOM COBMECTUMOCTU B Beb-MacluTabe.

https://tools.ietf.org/html/rfc6749#section-1.8



https://tools.ietf.org/html/rfc6749#section-1.8

OAuth2 - TepMuHonorua n gencTaeyrouime nuua

Client (OAuth Client)
KnueHTckoe npunoykeHue (Hanpumep caiT), umetollee client_id n
client_secret

Authorization Server (OAuth Server)
CepBep peanusytowmin atopusaumto Client'os, BbigaeT access_token,
refresh_token gnsa 3anpaluvBaemMbix pecypcoB (scopes)

Resource Server
CepBep npenocTaBnsatoLWmMM pecypcbl rno 3anpocy ¢ access_token

Consent Screen
CTpaHuua aBTOpU3aL M1 u(nnun) NoATBEPXAEHMA AOCTYNa K pecypcam

User (nonb3oBartenb)
Monb3oBaTesnb, NPeAoCTaBASAOLNA OCTYN K pecypcamM OT CBOEMO UMEHMW,
MOXXEeT 6bITb NOMYyYeH Npu aBTOopM3auum B Buae pecypca (id_token)

OAuth Server



OAuth2 - flows (grants)

Authorization Code Flow (Authorization Code Grant)
Knaccuueckuin n camblin 6e30nacHblii NpoLece ¢ y4acTUeM Nnonb3oBaTens,
OCHOBAaH Ha npouecce aBTopmM3auumn No cneumanbHOMy Koay

Implicit Flow (Implicit Grant)
YNpoLeHHbIN cnocob aBTopusaumn, n3HadanbHO CPOEKTUPOBaH AN
MCMONb30BaHMsA NpUNoXeHnamMu 6e3 6akeHaa (SPA, Native Apps)

Resource Owner Password Credentials Flow
AHanoruyHo Implicit Flow, HO aBTOpM3aLms NPoOM3BOAUTCS C Nepeaaden
naposa KIIMEHTCKOMY NMPUMTOXKEHUIO

Client Credentials Flow
Insa aBTopm3auunn 6e3 yyactus nonb3osartens. (Machine-To-Machine)

Refresh Token Flow

CneuunanbHbIN NpoLuecc ans npoaneHust access_token knneHTta c
nomoluubto refresh_token




OAuth2 - Authorization Code Flow
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http://www.youtube.com/watch?v=7D-OU4hZW70

OAuth2 - Authorization Code Flow

3anpoc nonb3oBaTtens ana asropusauum Ha OAuth Server

{Authorization Endpoint}
?response type= // - Required, omnpegnensger Tun flow
&client id={Client ID} // - Required, wumeHTuOMLMpPpYyeT OpuioxeHre (client) Ha cemepe
&redirect uri={Redirect URI} // - Conditionally required, uri nJssg BOo3BpaTa B NPWUJIOKEHUE
&§scope={Scopes} // — Optional, pecypcCH, IOOCTYIl K KOTOPHM 3alpallMBacTCs
&state={Arbitrary String} // - Recommended, mnapaMmeTp IoJjsa uckjwoueHus CSRF arak
&code challenge={Challenge} // - Optional, Bepubuxkaumusa orBeTa orT OAuth ceprepa
&code challenge method={Method} // Optional, Bepubumkaumsa orBeTa oT OAuth ceprepa

{Authorization Server}

OTBeT cepBepa C KoAOM aBTOpU3aLmm

HTTP/1.1 302 Found
{Redirect URI}




»

OAuth2 - Authorization Code Flow

3anpoc K/INeHTa And nosiy4yeHna ToOKeHa (access_token)

{Token Endpoint} HTTP/1.1
{Authorization Server}
application/x-www-form-urlencoded
grant type=authorization code // - Required, omnpenendgeT TUn 3anpoca TOKeHa
&code={Authorization Code} // - Required, koI aBTOpM3allMM, I[IOJIYUEHHHM Ha OPOIJIOM mare
&redirect uri={Redirect URI} // - Required, ecsm B 3Banpoce 6wpui 'redirect uri'
&code verifier={Verifier} // - Required, if the authorization request included 'code challenge'

OTBeT cepBepa C KJII0YOM AoCTyna K pecypcy (access_token)

HTTP/1.1 200 OK
application/json;charset=UTF-8
no-store
no-cache

"{Access Token}",
"{Token Type}",
{Lifetime In Seconds},

"{Refresh Token}",

"{Scopes}" Required ecynmu 3aIpolleHHEE SCOPEeS OTJIMYAKTCS OT BBEIOAHHEIX




OAuth2 - Authorization Code Flow

OcobeHHOCTHU

ABTOpM3auus A0CTYyNa K pecypcy nponcxoauTt 6e3 nepegaym noruHa/napons ot cepeuca
[Mony4yeHue access_token nponcxognt yepes cneunanbHbli authorization_code

Authorization code gomxeH 6biTb KOPOTKUM (He 6onee 10 MUH)

Ko He aomkeH ucnonb3oBaTbCA NOBTOPHO, JOJIXKEH NpuBs3aH 1 Banuauposartbes no client_id
redirect_url gonxeH gonyckaTb TOIbKO CTPOro onpeaeneHHble (pa3pelleHHble) 3HaYeHNS
CneunanbHbIn Knoud state pekoMmeHayeTca MCNONb30BaTb AJ19 AOMNOJIHUTENIbHOW 3aLUNTbI OT
CSRF aTak

access_token, refresh_token, client_id, client_secret - fomkHbI Bceraa nepefasaTbesi Mo
3allULLEHHBbIM KaHanaM BHe No/b30BaTe/IbCKOro KOHTEKCTA U BCerga BanmanpoBaTbCs

Npu KOMMpoMeTaLnm N60ro Karya Ui ceccum Nnosib3oBaTtesis - AO/MKHbI OT3bIBaTbCA BCe ero
TOKEeHbl U ceccum

NPpU KOMNPOMETALNKN KITMEHTCKUX KTHOUYEN - KJTIOYU [OMKHbI 6bITb NepeBbInyLLeHbl

https://tools.ietf.org/html/rfc6749#section-4.1



https://tools.ietf.org/html/rfc6749#section-4.1

OAuth2 - Authorization Code Flow - 3kcnnyaTtauus

NMpumep ataku “confused deputy” aka “The Devil Wears Prada”

-

user’s request

prada.com
Client

éwwwD oauth handshake

User

O4

\Uthi Salrasshauitication)

\y

/,-/ authe%ﬁeéuthenticated

access_token

devil.com
Client

Resource & Authorisation Server

mail.com



OAuth2 - Authorization Code Flow - 3kcnnyaTtauyus

NMpumep aTtaku “Exploit the redirect URI" aka “Lassie Come Home"

https://mail.com/api/auth
?response type=code
&state=123123

&client id=sitelZ?34
&redirect uri=https%3A%2F$2Fmail.com%2Fapi%2Fauth%0D$0A%3Fresponse type%3Dcode
$26bclient 1d%$3Dannal23%26

BmecTo redirect_uri nogcrtaeBum ewe pa3 URL gnsa ayteHTudpunkaumm

https://mail.com/api/auth
?response type=code&client id=annal23&redirect url=http://anna.com

- MoxHo BbI3BaTb MOBTOPHbI consent screen

- MoxHo nonpo6oBaTb YykpacTb authorization_code, koTopbii
MOXXeT ObITb nogonaeT



OAuth2 - Authorization Code Flow - 3kcnnyaTtauus

NMpumep aTtaku “Exploit the redirect URI" aka “Lassie Come Home"

site.com

Client
=

- exploited user’s request GWWWD oauth handshake

User

Resource & Authorisation Server

mail.com

NoWw'd oan likadryB&ECTail
\i

* athorization_code To)xe Hy>XHO
anna.com  ccess_token OT3blBaTb NOC/Ie UCMONb30BaHMS

Client



OAuth2 - Authorization Code Flow - 9kcnnyaTtauus

OTcyrcTBMe Banugaumm access_token (Ha npumepe JWT)

header

{
"typ": "JW'I"',/

"alg": "none"

}
claims
{
Ver s 1;
"Jti": "AT.JwyTSq9j45413S6dS3USWXLUZpzGIJucRwVD1VB5cHsw.USSWSFaQbBYTO0/F3kc00o/+VTcuYg7pVvievSOxdPxB0=",
"iss": "https://dev-396343.oktapreview.com/ocauth2/default”,
"aud": "api://default”,

"iat": 1543803025,
"exp": 1543806625,
"cid": "Ooahzpp3tcpFrfcWIOh7",
"uid”": "00uilfjkieyL46maOOh7",
"gcp" s |

"offline access”,

"photo”

s

sub”": "inquisitive-albatross@example.com"



OAuth2 - Authorization Code Flow - 3kcnnyaTtauus

-
duwuHr consent screen NN

@ Secure  https://accounts.google.com/oauth/authorize?response_ty

O e

~ Google Docs would like to:

Developer info

M Read, send, o email: eugene.pupov@gmail.com D
Clicking "Allow" will redirect you to:
https://googledocs.docscloud.info/g.php

B Manage your contacts Q)

By clicking Allow, you allow this app and Google to use your information in
accordance with their respective terms of service and privacy policies. You can

change this and other Account Permissions at any time.




OAuth2 - Implicit Flow
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http://www.youtube.com/watch?v=KUruB156-h4

OAuth2 - Implicit Flow

3anpoc nonb3oBaTtens ana asropusauum Ha OAuth Server

{Authorization Endpoint}
?response type=
&client id={Client ID}
&redirect uri={Redirect URI}
&scope={Scopes}
&state={Arbitrary String}

{Authorization Server}

// - Required, omnpemensgetr Tun flow

//
//
//
//

Required, wumenTtupuumpyetT npuioxeHue (client) Ha ceBepe
Conditionally required, urli OJjsg BO3BpaTa B IIPUIIOXEHUE
Optional, pecypcCH, IOOCTYIl K KOTOPHM 3alpallMBaeTCsd
Recommended, mnapameTp njda uckjawowdeHusa CSRE aTak

OTBeT cepBepa C KJII0YOM AoCTyna K pecypcy (access_token)

HTTP/1.1 302 Found
{Redirect URI}

Required ecynu 3amOpoOULIEHHEHE SCOPEeS OTJIMYATCS OT BBEIOAHHEIX




OAuth2 - Implicit Flow

Ocob6eHHOCTH
- [Nepepaya KtoYa Yepes Nonb3oBaTeNbCKUIN KOHTEKCT (DpOoHTEHA)
- OTCyTCTBYET 3allnTa, TOKEH NepefaeTcs NpsMo B npusoxeHue (bpaysep) yepes URL
- OTtcytcTByeT refresh_token

OAuth Server OAuth Client

https://tools.ietf.org/html/rfc6749#section-4.2



https://tools.ietf.org/html/rfc6749#section-4.2

OAuth2 - Implicit Flow - 9kcnnyaTauus

LocTtynHbl Bce meTtoabl Authorization Code Flow

+

Becb Habop KIMEHTCKUX YA3BUMOCTEMN

- XSS

- Cookie stealing

- [lepepayda ToKeH Yepes Referer 3aronoBok
- [lonyyeHune nctopum 6paysepa

- UT.4



OAuth2 - Resource Owner Password Credentials Flow
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http://www.youtube.com/watch?v=CGMiOHrOAYQ

OAuth2 - Resource Owner Password Credentials Flow

Ocob6eHHOCTH
Mony4yeHue access_token nocne BBoga NorMHa/naposns
- [poTuBOpeunT ocHOBHbIM NpuHUmMnam OAuth2 (nenernpoBaHne npaea AocTyna)
- Mcnonb3yeTca BO BCTPOEHHbIX cCUCTEMax
- XOJNIOAUNBbHUKW,
- KO(eBapKy,
- 3aKpbITble CUCTEMbI 6€3 BO3MOXHOCTU NepeHanpaBuUTb OTBET U OTKPbITb consent screen

- Hukorpa He ucnonb3yute Ansa web n coBpeMeHHbIX NPUNOXKEHUN
- 3anpeTuTe ero Ha cepBepe, eC/fin TOYHO He YBEPEHbI B TOM YTO BaM 3TO HYXHO
- Ecnn ucnonbayete - caenanTe 3allnTy OT nepebopa naponen

https://tools.ietf.org/html/rfc6749#section-4.3



https://tools.ietf.org/html/rfc6749#section-4.3

OAuth2 - Client Credentials Flow
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http://www.youtube.com/watch?v=XJuFcXI2v2k

OAuth2 - Client Credentials Flow

OcobeHHOCTHU

[MonyyeHne access_token c ncnonbsosaHuem client_id u client_secret

[ocTyn BblAaeTCs KIMEHTY, a He Nofib30BaTesto

Ncnonb3yeTtcs Ans B3anMoAenCcTBUSA CEPBMCOB, CEPBEPOB, MPUMOXEHUN MeX Ay CO60M
Tonbko ans confidential knneHTtoB (https:/tools.ietf.org/html/rfc67494#section-2.1), client_id &
client_secret 0onKHbI 6bITb 3aLULLEHDI.

B cnyyae nx KoMNpomeTaLmn - HY)>KHO OTO3BaTb TOKEHbI U MepPeBbINYCTUTb Napy

C OCTOPOXXHOCTbIO UCMOJNIb3YNTE ITOT MexaHu3m ansa loT ycTpoucTs
Ins loT nocmoTpuTe B cTtopoHy OAuth-loT (ewe HeT RFC) 1 apyrux npoToKonoB

https://www.researchgate.net/publication/317936413 OAuth-loT_An_access_control framework for

the_Internet_of_Things_based_on_open_standards

https://tools.ietf.org/html/rfc6749#section-4.4



https://tools.ietf.org/html/rfc6749#section-4.4
https://tools.ietf.org/html/rfc6749#section-2.1
https://www.researchgate.net/publication/317936413_OAuth-IoT_An_access_control_framework_for_the_Internet_of_Things_based_on_open_standards
https://www.researchgate.net/publication/317936413_OAuth-IoT_An_access_control_framework_for_the_Internet_of_Things_based_on_open_standards

OAuth2 - AyauTt 6e3onacHoOCTH

Ecnu Bbl npoBaigep OAuth2 unu ncnonbsyerte oguH U3 nposangepos
- npoBepbTe Kakune flow ncnonb3yroTcs B Ballen cucteme
- no Kaxxgomy flow - npoBepbTe cooTBeTcTBME RFC
- cobepuTe AOKYMEHTaLMIO, HanauTe pa3paboTymKa
- NpoOBEepbTE BPEMS XXU3HU TOKEHOB U KJTHOYEN, NONIUTUKMU MO UX OT3bIBY
- MpoBepbTe NPUNOXKEHUS, MONINTUKY MPOBEPKU U MogepaLnu, npaBunia
redirect_urin t.a

Ecnu Bbl OAuth Client
- [lpoBepbTe flow KOTOpOE y Bac NCNOSIb3YeTCsl, Kak OHO BHEAPEHO
- [lpoBepbTe pellueHne Ha cooTBeTcTBME RFC
- CootBetcTtByeT nu flow - Hanbonee 6ezonacHoMy
- Ncnonb3ayetcsa nn OAuth gna ayTeHTUGMKaUnm, Kakme A0NOSHUTESNIbHbIE
MeXaHN3Mbl 3aLLUTbl MPUMEHEHDI
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CRLF Injection - MmeTOgONOrMA BO3HUKHOBEHUSA

HepocTaTouHas Banmpauma BXoAHbIX AaHHbIX 3anpoca

- nNapaMeTpbl 3arnpoca MOryT CoAepXXaTb HernevyaTHble CUMBOJIbI

CR (Carriage Return) “\r" %0D nnu %0d
LF (Line Feed) “\n” %0A nnun %0a

PaccmoTtpum CRLF Injection Ha npumepe

http://challenge01.root-me.org/web-serveur/ch14/



http://challenge01.root-me.org/web-serveur/ch14/

HTTP Response Splitting - HTTP oTtBeT

Status code

Version of thg\protocolT ge;tus message

HTTP/1.1|[200 | 0K
Date: Sat, 09 Oct 2010 14:28:02 GMT

Server: Apache

Last-Modified: Tue, @1 Dec 2009 20:18:22 GMT
ETag: "51142bcl-7449-479b0@75b2891b"
Accept-Ranges: bytes

Content-Length: 29769

Content-Type: text/html

v

Headers




HTTP Response Splitting - CoobwieHne HTTP

[I‘Iepsaﬂ CTpOKa 3anpoca (oTBeTa) J

3aronoBku 3anpoca (oTeeTa)

HeaderName: HeaderValue
Header-Name: Header Value

- /
MycTas ctpoka (CRLF)
a N

HaHHble (HTML , JSON u 1.4)

Ccbinka Ha MDN

https://developer.mozilla.org/en-US/docs/Web/HTTP/Messages

\ J



https://developer.mozilla.org/en-US/docs/Web/HTTP/Messages

MeTogonoruss BO3HUKHOBEHUSA y9I3BMMOCTeﬁ

HepocTaTtouyHasa Banupauunsa BxogHbix gaHHbIX HTTP

- coobueHne HTTP nmeet TekcToBbIn popmar,

- 6/10KM pa3jeneHbl cMMBoiaMu Bo3BpaTta KapeTku (CR) u nepeHoca ctpoku (LF)

- ecnu He punbTpoBaTb 3TU CUMBOJIbI, MOXHO MPOBECTU UHBEKLUUIO NpsAMo B HTTP
coobLleHune

CR (Carriage Return) “\r" %0D mnnu %0d

LF (Line Feed) “\n” %0A nnu %0a

YT0 6y,£|,eT, €CJIN UCMOoJ1Ib30BaTb UX B 3arosioBkax?



HTTP Response Splitting - 9kcnnyaTayusa

Content-Length: 0
[I‘Iepsaﬂ CTpOKa OoTBeTa }

HTTP/1.1 200 OK
Content-Type: text/html
N\ Content-Length: 50

3aronoBKK OoTBeTa
<script> .write ( ) </script>

HeaderName: HeaderValue
Header-Name: exploitedValue

/ https://www.urlencoder.org/

CRLF Injection

Content-Length%$3A%200

HTTP$2F1.1%20200%200K
Content-Type$3A%20texts2Fhtml

Content-Length%3A%2050

$3Cscript3s3Edocument .write%28%22%3Chl%3EHackeds3C
'D'aHHble (HTML ! JSON # T"D') 2Fhl1%3E%22%29%3C%2Fscript%3E



https://www.urlencoder.org/

HTTP Response Splitting - 3awuTra

He ponyckante CR u LF cumonbl B HTTP 3anpocax

[lpoBepanTe fnoru Ha cepBepe Ha Hannume %0D n %0A B URL 1 3aronoskax



Pednekcus

C KaKUMW1 OCHOBHbIMW MbICNTAMU N UHCANTaAMMU
yXoauTte c BebuHapa?

x

? [locTurnu nv Bbl Lenm BebuHapa?
o



Llenin BebuHapa | [lpoBepka AOCTUIXXEHUS Lienen

1 BesonacHo BHeapATb M akcnyatuposaTb OAuth2

2 3awmwaTtb web-npunoxenuna ot atak HTTP Response Splitting



Cnucok MaTtepuanoB ans nsydyeHus

https://tools.ietf.org/html/rfc6749

= https://medium.com/@darutk/diagrams-and-movies-of-all-the-oauth-2-0-flows-194f3c3ade85

= https://www.jug.ch/events/slides/150311_jug_antoniosanso.pdf

= http://blog.intothesymmetry.com/2013/05/o0auth-2-attacks-introducing-devil-wears.html

=  https://www.youtube.com/watch?v=aU9RsE4fcRM

= https://stackoverflow.com/questions/41972081/what-are-the-security-risks-of-implicit-flow

= https://stackoverflow.com/questions/17241771/how-and-why-is-google-oauth-token-validation
-performed/17439317

= https://nordicapis.com/why-oauth-2-0-is-vital-to-iot-security/

=  https:/www.netsparker.com/blog/web-security/crlf-http-header/

= https://www.root-me.org/en/Challenges/Web-Client/HT TP-Response-Splitting



https://tools.ietf.org/html/rfc6749
https://medium.com/@darutk/diagrams-and-movies-of-all-the-oauth-2-0-flows-194f3c3ade85
https://www.jug.ch/events/slides/150311_jug_antoniosanso.pdf
http://blog.intothesymmetry.com/2013/05/oauth-2-attacks-introducing-devil-wears.html
https://www.youtube.com/watch?v=aU9RsE4fcRM
https://stackoverflow.com/questions/41972081/what-are-the-security-risks-of-implicit-flow
https://stackoverflow.com/questions/17241771/how-and-why-is-google-oauth-token-validation-performed/17439317
https://stackoverflow.com/questions/17241771/how-and-why-is-google-oauth-token-validation-performed/17439317
https://nordicapis.com/why-oauth-2-0-is-vital-to-iot-security/
https://www.netsparker.com/blog/web-security/crlf-http-header/
https://www.root-me.org/en/Challenges/Web-Client/HTTP-Response-Splitting

Cnepyowinn Bed6uHap

Tema: Metogonorumn 6esonacHomn paspaboTku (SSDL): 0630p cpaBHEHME,
NPaKTNYeCcKoe NPUMEHEHUS

°2°| 01.09

0(? Ccblnika Ha BebuHap 6yaet B JIK 3a 15 MUHYT

§' MaTepunanbl K 3aHATUIO O6s3aTenbHbIN

B JIK — MOXXHO M3yyaTb MaTtepuan o603HayeH
KpacHOW NeHTOU
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Cnacunbo 3a BHMMaHue!
[lpuxoanTe Ha cnepyrowme nekumn

Cepren ['onnunkos

>y Head of Backend
~—~ Alycelnc

arey2k@gmail.com telegram: @grey_2k
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