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[lpoBepuTb, uAET Nu 3anuchb!







[lpaBuna BebuHapa

AKTUBHO yyacTByeM
‘ 3afaeM BONPOCHI B YaT WU FrOSI0COM

,.;..' Off-topic o6cyxgaem B Slack #kaHan rpynnbl unu #general
®

@ Bonpocbl BUXY B 4aTe, MOTy OTBETUTb HE Cpasy



MapLipyT BebuHapa

$
$

[MpakTukKa?




1 [TonyuynTb NpencrtaBneHne o SSDL

2 [To3HaKOMUTbCA C OCHOBHbIMW 3Tanamm

3 BocnponssecTu oTaenbHble aTanbl
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Y10 Takoe SSDL?

- Secure Software Development
Lifecycle - npouecc
HanpaB/ieHHbIU Ha
npenoTBpaLleHne rnosiBrieHns
YA3BUMOCTEN

- CBopA 9Tano., NpaBui u
cornalweHunin, KotTopble JO/MKHbI
NPUCYTCTBOBAaTb Ha KaXKa0oM
aTane pa3padboTKu.
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[Moaxoabl K padpaboTke

Concept and planning

\—} Architecture and design
L Implementation

i

L Release and maintenance

b




[Moaxoabl K padpaboTke

Concept and P’ann,ng

Agile
development



AGILE WATERFALL Security

wall



Kak caenatb 6e3o0nacHo?

DESIGN

* Threat models
o Secure architecture

CONSTRUCTION

* Review board

¢ Secure coding standards and praclices
* Traming
® Boot camps
V SeC u re © Brown bags

Software
Development
Lifecycle

Feedback
AGILE =

VULNERABILITY
RESPONSE

R ' * Ratngs
eiease * Hesponse process
* Quick response

» Complote fix

* Solution publishing
» Regression testing

* Inlernal security tests
o Fuzzers, scanners, BVTs
+ Third-party penetration testing



Kakue noaxoabl CyLLeCTBYHOT?

1. Bblbop noaxopna ba3smpyercsa Ha
Microsoft SDL 3HaHMAX COBCTBEHHOrO npoLecca
pa3paboTku

2. B niobom cnyyae MeTop 3TO He XKeCcTKue
TpeboBaHMA, A peKOMeHAaLnN

3. Hy)XHO npoBOAUTb aganTauunio ans
KaXkJ0ro n3 3Tanos



Requirements

Establish Security
Requirements

Core Security Create Quality
Training Gates / Bug Bars

Security & Privacy
Risk Assessment

Design

Establish Design
Reguirements

Analyze Attack
Surface

Threat
Modeling

Implementation

Use Approved
Tools

Deprecate Unsafe
Functions

Static
Analysis

Verification

Dynamic
Analysis

Fuzz
Testing

Attack Surface
Review

Incident
Response Plan

Final Security Execute Incident
Review Response Plan

Release
Archive



https://www.microsoft.com/en-us/securityengineering/sdl
https://www.microsoft.com/en-us/securityengineering/sdl

V2.0

SAMM v2
SAMI.” Software Assurance
Qregiiag Lifecycle
Business
Function Governance Verification Operations
Security
Practices : — .
- Threat | Secure
f - Assessment Build
\ App Risk Threat Build Software
\\ Profile Model Process Dependencies
\\\ Ry Secunty - ngi Secure
~ Requirements Deployment -
Software Supplier  Deployment Secret
Requirements |  Security Process Management \

" secure Defect  Security
Architecture Management Testing

Architecture  Technology Defect Metrics & Scalable
Management Tracking Feedback &n:ell -
v

Design
A\ 4 A

| o
Stream A Stream B Stream A tream B



https://owaspsamm.org
https://owaspsamm.org

OcobeHHOCTN SAMM v2.0

o OueHKa ypoBHA obecneyeHna MHGOPMALMOHHOM 6e30NacHOCTH

« [locne oueHKM co3aaeTca NpPorpamma Ana BHeApeHMA npoueayp 1 NpakTUK ana
6e3onacHoM pa3paboTKu

« HeobaszatenbHo npnuBoaAnTb BCe Npoueccobl K naeany, eCtb onnmcaHnNe Toro Kak 3To
AeNatb NOCTENEHHO

e Pasgenbl Ana Bcex akTUBHOCTEM MOXKHO M3y4YaTb OTAENbHO M BbIOUPATL TO, YTO
HY»KHO

e BHyTpu ppenmsopkKa:
e 5 6usHec-dyHKUUM
e 3 NPaKTUKKN NO MHPOPMALMOHHOM Be3onacHOCTH
e 2 aKTMBHOCTM NO Ka*KAOM U3 NPAKTUK



Strategy &

Configuration management & metrlcs Compliance &

vulnerability management = Policy
(251
Software " Training
environment
Penetration “‘.. . Attack
testing | ’ models
Security - 7 ~ Security features &
testing e 4 design
Code Standards &
review Architecture requirements
analysis

—4 1 AllFirms (122)


https://www.bsimm.com
https://www.bsimm.com

OcobeHHoOCTM BSIM 10

o« ®penmBOpPK BKItOYAET B cebA:
e 4 nomeHa
o Kaxkabih fOMeH BKIOYaeT No 12 npaKTuK
o Bcero 112 aktnsHoCTEM
e Y KaXa0Mn N3 aKTUBHOCTEWN €CTb YPOBHMU 3PE/IOCTU UX 3

o HeobAsaTenbHO NpMBOANTL BCE NPOLLECCHI K MAeany, eCTb ONMcaHMe TOro Kak 3T1o
NlenaTtb NocTeneHHo

e Paspenbl Ana Bcex akTUBHOCTEN MOXKHO M3y4YaTb OTAENbHO U BblOMpPATb TO, YTO
HY>KHO



CISCO SDL

Cisco SDL is better described by

examining its compositional elements: PLAN DEVELOP
. Product Security Requirements I Rageronts & Stath Amaiie

- 3rd Party Security
- Secure Design

- Secure Coding B oR Cisco L

- Secure Analysis Continuous SDL ooy
nitoring v '

- Vulnerability Testing & Updates O\I;’;_f\\/SIEW Testing

OPERATE LAUNCH

Security & Operational Security Release
Management Criteria
Process



Cnepyow,un Be6buHap

cool YTUAUTBI A1 CTaTUYECKOro U AMHAMUYeCKOro aHanm3a
3alMLWEeHHOCTU Beb-npunoxeHnn: DAST/SAST/IAST

0(? Ccbinika Ha BebuHap 6yaet B JIK 3a 15 MUHYT

=—= Martepunanbl K 3aHATUIO O6s13aTeNbHbIN
g B JIK — MOXHO n3y4aTb mMaTtepuan o6o3HayeH
KpaCcHON NeHTOWU
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