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[TnaH

e KOMMNOHEHTbI NNaToOPMbl U UHXEHEPHbIE MPaKTUKK

e Platform-native applications
e [loarotoBka K gomMalluHen padoTte




Onpoc: Bbl n Kubernetes




CepBuchbl nnatpopmbl ana pa3padboTku




Cl/CD-cepBuUc




Cl/CD-cepBuUc

e DTa/IOHHOE OKpPYXeHMe ansa COOPKU U TECTUOBAHNA
e 3anyck 3agad namnnsanHa noepx obuwero knacrepa k8s
o ABTOMAacLITabmnpoBaHne cCOOPOUHbIX areHTOB

gitlab-runner register
——non-interactive
——url "$GITLAB_URL"
—--registration-token "$GITLAB_CI_TOKEN"
——executor "kubernetes"
—-kubernetes-host "https://$KUBERNETES_URL"
——kubernetes—-ca-file "$KUBERNETES_CA_PATH"
——kubernetes-bearer_token "$SERVICE_ACCOUNT_TOKEN"

Gitlab Kubernetes executor, Jenkins Kubernetes plugin



https://docs.gitlab.com/runner/executors/kubernetes.html
https://github.com/jenkinsci/kubernetes-plugin

XpaHunuue aptedakToB




XpaHunuue aptedakToB

e OcHoBHOM (hopmaT apTedakta — docker image

e [1ONNTUKN XXN3IHEHHOIO LUMKNa 0Opa3oB

e 3a cogepxmnmoe docker image tenepb oTBEYAIOT Pa3padboTUNKU
e [1lpoBepkn 6e3onacHOCTM 06pa3oB (M undpoBas NoANUCH)




XpaHunuuwe aptedakToB

Harbor English 2 admin

== Projects < Projects < Repositories < library/mariadb

Lo library/mariadb:10.3-signed

EVENT

o - . | I
co Administration v Author anonymity
& Users Architecture amd64 @® 0 High Level Vulnerabilities
© R os linux /\ 4 Medium Level Vulnerabilities
egistries : *
? Lockenversion L0622 ce 7 Low Level Vulnerabilities
& Replications Scan Completed Aug 20, 2018

(® 0 Unknown Level Vulnerabilities

{ Configuration

alc

Vulnerability Y Severity Y Package Y Current version Y Fixed in version Y
> CVE-2018-6485 Medium ) glibc 2.27-3ubuntul
> CVE-2015-8985 Low glibc 2.27-3ubuntul
> CVE-2017-1000409 Low glibc 2.27-3ubuntul
> CVE-2017-1000408 Low glibc 2.27-3ubuntul
> CVE-2017-16997 Low glibc 2.27-3ubuntul
> CVE-2017-17426 @eaoe glibc 2.27-3ubuntul

Harbor container registry



https://goharbor.io/

TectupoBaHue




TectupoBaHue

o [InHaMnUUeCcKmne OKpPY>XXeHNAa aNna TeCcTtoB
e HarpysouHoe TecTnpoBaHue
o Ul-TectnpoBaHue

selenium-hub-178e1 1/1 Running % 4h
selenium-node-chrome-s116a 1/1 Running 0 4h
selenium-node-chrome-qx8wm 1/1 Running 0 32s
selenium-node-firefox-715t8 1/1 Running © 4h

Running_Tsung_in Kubernetes

Selenium Grid on Kubernetes



https://github.com/kubeup/tsung-in-kubernetes
https://github.com/kubernetes/examples/tree/master/staging/selenium

O6HoBneHne 6e3 NpocToes




O6HoBNeHne 6e3 NpocToes

e BcTpoeHHble B k8s cTpaTternm pasBepTbiBaHUSA
e Canary, Focused tesing in production

kind: VirtualService kind: VirtualService
metadata: metadata:
name: mobile-api name: mobile-api
spec: spec:
http: http:
— route: — match:
— destination: — headers:
host: mobile-api cookie:
subset: vi regex: "~(.x?;)?(email=[";]*x@example.com)(;.x*)?$"
weight: 95 route:
— destination: — destination:
host: mobile-api host: mobile-api
subset: v2 subset: vi

weight: 5 weight: 100




F1 JAEGER @

%@ elastic
@ HARBOR i

-



Monitoring

e TpaAVUMOHHbI MOHUTOPWUHI B COBPEMEHHOM MUpPE He paboTaeTt
e [1natchopmMeHHass KOMHOA NpeaocTaBnaeT CEPBUC MOHUTOPUHIA
e KoMaHOa npoaykta pacrnopsaXaeTcs YTO U KaK MOHUTOPUTb

kind: ServiceMonitor
metadata:

spec:

jobLabel: shop-landing
selector:

matchLabels:

app: shop-landing

targetlLabels:

— shop-landing
endpoints:
— port: shop-landing-http

interval: 10s




B coctaBe nnatdopm Takxe ObiBaloT

e Tracing

e Feature flags

e Service discovery

e Chaos engineering

e Secrets management

e Code quality and Quality gates

- FE )
A_L 9
Vault

Q0 GO QO

sonarqube\\\

(35 HARBOR i

L -



Platform-native applications

THe TweLve-FAcTOR APP

e PekomeHgauunn ns 12 factor by Heroku
e Cneumndmka Ballen nnatgpopmbl

https://12factor.net



https://12factor.net/

|. KogpoBas 6a3a

e OpgHa kogoBasa 6a3a M HECKO/IbKO pa3BepTbiBaHU, HE HAOOOPOT
e VIHppacTpyKkTypa 1 nannnamH tTakxke onmcaHbl kogoM (laC)

kind: Deployment build-image:
metadata: stage: build
script:
spec: — docker build
replicas: 3 — docker push
template:
spec: run-tests:
containers: stage: test
— name: example-webapp script:
image: registry/example/webapp:vi — docker pull
resources: — docker run
requests:
memory: "128Mi" deploy-test-env:
cpu: "100m" stage: review
limits: script:

memory: "256Mi"
cpu: "200m"




Il. 3aBUCUMOCTH

e 3aBUCUMOCTU SBHO onpeaeneHbl N U30MPOBaHbI
e Docker oTIM4YHO C 3TUM CrnpaBngeTcs

FROM python:3.7
RUN apt install imagemagick=8:6.9.10.14

COPY requirements.txt /app/requirements.txt
RUN pipenv install -r /app/requirements.txt




lll. KoHdourypauma

o KoH(urypauus otgeneHa ot koga n apredakra
e Cpepa BbINO/THEHUS XPAHUT KOHUIypaLumio
e Environment variables / ConfigMaps / Secrets

kind: ConfigMap
metadata:
name: shop-api-configmap
data:
database: 'postgesql'
database_uri: 'postgresql://postgres-master:5432'




VI. NpunnoxeHne — npouecc n ToNbKO

e [1pnnoxeHns He XpaHAT COCTOsIHME (stateless)

e Bce o6palleHnsa K gaHHbIM nponcxoaar no cetn (share nothing)




VIl. NpnBaska nopToB

o Kaxxgoe NpunoXXeHme sKCNnopTUpyeT CeTeBoOw NopT
e B3anmopgencreme npunoXXeHMm TobKO Mo CeTu

kind: Service
metadata:

spec:
type: ClusterIP
ports:
— name: shop-landing-http
port: 8000
protocol: TCP
selector:
app: landing




VIIl. NMapannennsm

e [1lpnnoxeHne 0EKOMMNO3MPOBAHO Ha NpoLecchl
o Kaxkablv npouecc mactabupyeTtca He3aBUCUMO
e [lpeanoytntenbHee ropnsoHTasibHOE MacluTabnupoBaHme

kind: Deployment kind: Deployment
metadata: metadata:
spec: spec:
replicas: 3 replicas: 10
template: template:
spec: spec:
containers: containers:

— hame: avatar-resizer — hame: avatar-resizer




IX. YTnnusmnpyemoctb

® 3al'lyCK MPUNNOXEeHNA HE 3aHMMAEeT AJ/INTEJTbHOIO BpeMAUn

e [lpnnoxeHne KOppekTHO obpabaTbiBaeT curHanbl OC
e [1pnnoxeHme MoOXXHO OCTaHOBUTb B tOOON MOMEHT 6e3 nocneacTBum




Xl. XypHanupoBaHue

Jlorn Bcex NpuUnoXeHmim — eaAnHbI NOTOK COObITUM

[MpnnoXxeHne He 3aHNMAETCA XPaHEHNEM U pOoTaLMeEn Noros

Bce noru nuwyTtcsa Tonbko Ha stdout / stderr

B norax ogHOBpeMeHHO MOryT ObITb COOOLLEHNA OT Pa3HbIX BEPCUN
Ncnonb3yTte CTPYKTYPUPOBAHHLIE JTIOMM MO-BO3MOXHOCTU




Xll. 3apga4um agMUHUCTPUPOBAHUS

e AOMWUHUCTPATUBHbIE MPOLECChl 3aMyCKaloTCA Ha TOM Xe K/actepe
e Ho c apyrnm NoaxoaoM: C MOMOLLbIO PA30BbIX MPOLIECCOB

kind: Job

containers:
- name: landing
image: image: registry/example/webapp:v1i
command: ['python', 'manage.py', 'migrate’]

kind: CrondJob
schedule: "0 0 1 % %"
containers:
- name: landing

image: image: registry/example/webapp:vi
command: ['python', 'manage.py', 'generate-report']




XXX: MHTerpauma c nnathopmom

e Liveness and Readiness checks

kind: Deployment
metadata:

containers:
— name: example-webapp
image: registry/example/webapp:v1
livenessProbe:
httpGet:
path: /internal/platform/liveness
port: 8000
readinessProbe:
httpGet:
path: /internal/platform/readiness
port: 8000




XXX+1: UHTerpauua c nnatdpopmon

import os
import hvac

client = hvac.Client(
url=os.environ['VAULT_URL'],
token=os.environ['VAULT_TOKEN"']

)

postgresql_password = client.read('secret/postgresql/password')




[loaroToBKa K BbIMO/THEHUIO

aoMallHUX 3agaHUn




[NMoagknioveHne GitHub akkayHTa K

nnatdgopme OTyC

e 3anaunte B [In4YHbLIN KabuHeT OTyC

e HaxmuTe Ha nkoHky Octocat 1 AKKkayHTbI B coLCeTAX
aBTOpU3YyinTe npunoxermne OTYC o Facebook
Ha GitHub. e npuaAzan
BKoHTakTe
He npuBsasaH
Github

He npuBAasaH

Mail.Ru

He npussasaH

Google

He npusasaH

-


https://otus.ru/lk/settings/auth/

PaboTa ¢ nHdpacTpyKTypom

Yepes HekoTopoe BpeMsa (neped nepBor gomallHen paboTou) Bam
Ha email npuAayT NpUrnaweHus:.

1. Bctynntb B opraHmsauunto otus-kuber-2019-06

2. B aton opraHmnsaunm nopaboTtatb C PENO3UTOPUEM
<YourGithubLogin>_platform

GitHub

.|

@Avtandilko has invited you to join the
@otus-kuber-2019-06 organization

Hi nvelgin-otus-test!

@Avtandilko has invited you to join the @otus-kuber-2019-06 organization on GitHub.
Head over to https://github.com/otus-kuber-2019-06 to check out @otus-kuber-2019-
06’s profile.

Join @otus-kuber-2019-06



https://github.com/otus-kuber-2019-06

PaboTa ¢ nHdpacTpyKTypom

[Mpumnte npurnaweHmna. locne 3toro y Bac A0/MXEH MOSABUTLCHA
write pocTtyn K penosutoputo <YourGithublLogin>_platform, TO ecTb
BO3MOXHOCTb Aenatb commit B BeTKWU, OT/IMNYHble OT master, wu

co3naBaTb PR.

£ otus-kuber-2019-06 / express42-test_platform @wWatch~ 1 %star 0  YFork 0

<>Code [ Pull requests 0 @ Security  |ili Insights

express42-test Platform repository
® 1 commit ¥ 1branch © 0 releases 42 1 contributor s MIT

Branch: master v New pull request Create new file =~ Upload files = Find File Clone or download v

'9, Avtandilko Initial commit Latest commit 81d6c14 5 days ago

[E) LICENSE Initial commit 5 days ago

[E) README.md Initial commit 5 days ago

README.md

express42-test_platform

express42-test Platform repository




O6wun flow padothbl

git clone

Ona BbinonHennsa [O3 HeoOXOoAMMO CK/IOHMPOBaTb PENO3UTOPUNA
<YourGithubLogin>_platform Ha NoOKanbHyO MaLIVHY

express42-test Platform repository Edit
Manage topics
P 1 commit ¥ 1 branch © 0 releases 42 1 contributor s MIT
Branch: master v New pull request Create new file = Upload files = Find File
'9, Avtandilko Initial commit Clone with SSH® Use HTTPS

| Use an SSH key and passphrase from account.

) LICENSE Initial commit
it@github.com:otus—kuber-2019-06/ex B

E) README.md Initial commit gite PE

README.md Open in Desktop Download ZIP ’

express42-test_platform

express42-test Platform repository




O6wun flow padothbl

git checkout

Kaxpgoe [O3 BbINOMHAETCA B OTAENIbHOW BETKE, COOTBETCTBYIOLLEN
Ha3BaHuo gaHHoro 3 (byaeTt ykalaHo B Matepuanax).

Hanpumep, Ong BbINONMHEHUA 3adaHUA Mo fekumm kubernetes-—
intro notpebyeTtcsd co3aaTth BEeTKY kubernetes—intro:

git checkout -b kubernetes-intro




O6wun flow padothbl

Pull Request

Korga Bbl 4yBCTBYETE, UTO 3a4aHMe BbINO/IHEHO, HEOOXOOAMMO CaOAaTb
ero Ha npoBepkKy. Ha Hawem kKypce Mbl npoBoauM npuemky 3 yvepes
Pull Request.

Co3zpgaHue Pull Request ns BeTkn, B KOTOpOW Bbl genanu padoTty B
BEeTKYy master:

Comparing changes

Choose two branches to see what's changed or to start a new pull request. If you need to, you can also compare across forks.

[N} base: master v = 4 compare: kubernetes-intro v |« Able to merge. These branches can be automatically merged.

IWLTEETERNINEL IS E Discuss and review the changes in this comparison with others. ®

-o- 1 commit 2 files changed £3 0 commit commen ts 22 1 contributor

& commits on Jul 01, 2019

. nvelgin-otus-test Demo ® 37d2629




O6wun flow padothbl

Travis CI

[Nocne co3pgaHuna PR 3anyctutca nposepka (Travis Cl):

Add more commits by pushing to the kubernetes-intro branch on otus-kuber-2019-06/nvelgin-otus-test_platform.

o Some checks haven't completed yet Hide all checks

1in progress and 1 successful checks
[ ] @ Travis ClI - Pull Request In progress — Build Started GEGTTIETN Details

v @ Travis Cl - Branch Successful in 3m — Build Passed Details

o Required statuses must pass before merging

All required statuses and check runs on this pull request must run successfully to enable automatic
merging.

Merge pull request ~ | You can also open this in GitHub Desktop or view command line instructions.




O6wun flow padothbl

NMpnemka A3

PR npowen aBToMatMsnpoBaHHble TEeCTbl U merge B master moxert
ObITb caenaH 6e3 BMellaTeNbCTBa NPOBEPSAIOLLUX:

Add more commits by pushing to the kubernetes-intro branch on otus-kuber-2019-06/nvelgin-otus-test_platform.

° All checks have passed Hide all checks

2 successful checks

v @ Travis Cl - Branch Successful in 3m — Build Passed Details

v @ Travis CI - Pull Request Successful in 3m — Build Passed Details

° This branch has no conflicts with the base branch

Merging can be performed automatically.

Merge pull request A4 You can also open this in GitHub Desktop or view command line instructions.




O6wun flow padothbl

NMpnemka A3

PR He npowen aBTOMaTM3MPOBAHHbLIE TEeCTbl M merge
3anpeuleH, HeobxoamMmo aopaboTka:

° All checks have failed Hide all checks

2 action required checks

X @ Travis Cl - Branch Action required after 8m — Build Errored Details

X @ Travis CI - Pull Request Action required after 8m — Build Errored CEGIIGLE Details

O Required statuses must pass before merging
All required statuses and check runs on this pull request must run successfully to enable automatic
merging.

Merge pull request ~ | You can also open this in GitHub Desktop or view command line instructions.

B master




O6wum flow paboTbl

NMpnemka A3

HekoTopble 3agaHus Mocne TnpoBEPKM aBTOMATU3IMPOBAHHbLIMU
TectaMmy MnoTpebyloT pydyHOM NPOBEPKU Mnpenopgasatenem. [na Takux
3aaHNUN Mbil:

1. YkaxxeM 31oT dhakT B pykoBoactee no 3
2. B build log Travis Cl yTO4YHWM, YTO TECTbI BbIMNO/THUMNCE YCNELLUHO U

HEOOXOANMO OXMAATb PYYHOMN NPOBEPKMU:

+echo 'All tests passed. Proceed with manual approve'
All tests passed. Proceed with manual approve

+exit 1
The command "curl https://raw.githubusercontent.com/express42/otus-platform-tests/2019-086/run.sh | bash" failed and exited with

1 during .




O6wun flow padothbl

B takom cnydae ycraHoBute Ha PR MeTky review required.
HaHHbin PR Oyget npoBepeH npenogasartenieM, merge 1akxe cagenaert
npenogaBaTesb.

Reviewers

No reviews

Assignees

'9, Avtandilko

Labels

Projects

Oyepepnb npoeepkn in Homeworks




O6wun flow padothbl

B opraHmsaumm ectb [0CKa, Ha KOTOpOM yOOOHO OTCNeXuBaTb
npouecc npoBepkun PR

O Pull requests Issues Marketplace Explore

2B otus-kuber-2019-06
Repositories 3 Packages People 8 Teams 2 [ Projects 1 Settings

Homeworks
& + Add cards O Fullscreen = Menu
Updated 1 hour ago

0 Bo3sBpalieHHble Ha opPaboTKy qP o 1 Ouepenb NPoOBEpPKU P oo 0 TMposepeHo TP o 0 TlotoBo 4

i1 Kubernetes intro
X Oof 4

nvelgin-otus-test_platform#12 opened by
nvelgin-otus-test

review required &



https://github.com/orgs/otus-kuber-2019-06/projects/1

Cnacunbo 3a BHUMaHue!

Bpema ana Bawumnx sonpocos!




