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Kubernetes and runtimes
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Kubernetes and runtimes

Kubernets Runtimes
k8s API Pod container lifecycle (start, stop, delete)
Storage Image management (pull, status)

Networking (CNI) Status

Healthchecks Container interactions (exec, log)

Placement




e [Nogasunca B 2013 roay

e [lpencraBngert ygoOHyto 00epTKy
Hag TexXHosormamm linux
(namespaces, cgroups, etc.)

e Ha paHHuX aTanax pa3BuUtns Obl/

MOHOJTNTHBIM NMPUI10XEHNEM dOCker




OCI (Open Container Initiative)

FO RMATS AND

IlBe cneunnkaunu:

e Runtime Specification - YTO TaKOe KOHTENHEpP

e |mage Specification - Kak 3anyCTUTb KOHTENHEP



https://github.com/opencontainers/runtime-spec/blob/master/spec.md
https://github.com/opencontainers/image-spec/blob/master/spec.md

OCI (Open Container Initiative)
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OCI (Open Container Initiative)

Npouecc 3anycka KOHTenHepa

1. 3arpy3ka OCIl coBmectumoro o6pasa
2. PacnakoBka o6pasa B OCI bundle
3. 3anyck KoHTenHepa 13 bundle




Apxutekrtypa Docker

docker-cli

dockerd

ctr containerd

containerd-shim

containerd-shim

containerd-shim




Docker client

The Docker client (docker) is the primary way that many Docker
users interact with Docker. When you use commands such as
docker run, the client sends these commands to dockerd, which
carries them out. The docker command uses the Docker API. The
Docker client can communicate with more than one daemon.




Docker daemon

The Docker daemon (dockerd) listens for Docker API requests
and manages Docker objects such as images, containers,
networks, and volumes. A daemon can also communicate with
other daemons to manage Docker services.




e YacTb, BbIHECEHHAda U3 MOHONUTHOIro Docker n otBeyaroLwaqa 3a

ynpaBneHne XN3HEHHbIM LMKNOM KOHTenHepoB (pull/push, run, stop)
e Co3pgaBanachb an4 ynpaBneHnsa CTOPOHHUMW CUCTEMAMU, TAKUMU KakK
k8s (B3anmopgencrteue ¢ containerd Hanpsmyto yepes cli He aBnaeTcsa
LeneBon MOAENbIO)
e [Nopooepxunaet CRI*




Ynpouiad, 3agada containerd cocTouT B crieayroLem:

1. NMony4yeHne obpasa KOHTeWHepa U3 registry

2. PacnakoBka ero B OCl bundle

3. 3anyck gaHHoro OCI bundle

4. KOHTPO/Ib COCTOAHMSA 3aNyLEHHONO KOHTENHEPA




e CLI-ytunuta gna pebara containerd

e He noaaepXmBaeTCd ocbmu,maano, HO YCTAHAB/IMBAETCA B KOMITJ1EKTE

c Docker n containerd

root@k8s-worker-containerd:~# ctr —--namespace=k8s.io containers list
CONTAINER
1672bc2d186532ad3bb77d1b64al197d25e1256£4e8c9¢c133c734853af3d49e3e
2dbad4lbacddc05d813889337419acfb46b955d3¢c72a8leedad95¢c4b0516298be3
80efda30e9199eff3bf9340ad40d2b77c49630c59e707b987e3clcd0d4e028a6

a305ecd4147cf2c26a4544c898b5504928b6£95a415ea9a5d6448bb75524b8982
2a4£530d183c0910561c40£7dd750904352a4a0b2b9353698cb73e1£fb51979e3
2d821408£d315d49597c0blcbeeld95e691£2e8d985ed7d98b5acblf56b2fe55
c35c7628c3f£9647b010£75160fe34cbcd9cB867aae806ef5caf64bb956390a521

IMAGE

sha256:
sha256:
sha256:
sha256:
sha256:
sha256:
sha256:

eb516548c180f8a6e0235034ccee2428027896af16a509786dal3022fe95fe8¢c
8a9cd4ced3ff92c63¢c446d55¢c2353¢c42410¢78b497a0483d4048e8d30ebe37058
da86ebbabcal97bfebc5e9d900£febd906b133caad750eb6bed647b0fbe50ed4d3e
8a9cd4ced3£ff92c63c446d55¢c2353¢c42410c78b497a0483d4048e8d30ebe37058
da86ebbabcald7bfebc5e9d900£febd906bl33ecaad750ebbed647b0fbe50ed43e
da86ebbabcal97bfebc5e9d900£febdd06bl33ecaad750e6bed647b0fbe50ed4d3e
5c24210246bb67af5£89150e947211alc2a127£fb3825eb18507¢c1039bc6e86£8




Containerd-shim

e [Mo3BONSAET ruNC 3aBEPLUNTLCA HEMOCPEACTBEHHO NOC/1e CTapTa

KOHTeWnHepa (daemonless containers)
e [logoepxmBaeT hannoBble OECKPUMNTOPbI AaXe B C/lydae OCTaHOBKMU
containerd/dockerd




CLI ytmnuta pOng 3anycka KOHTEMHEPOB B COOTBETCTBUM CO
cneundumkaumen OCI

Y10 Hago, UTOObI 3aMNyCTUTbL KOHTENHEP:

e rootfs KOHTENHepPa

e config.json - cneuynumnkayma

rootfs + config.json = OCI bundle



https://github.com/opencontainers/runtime-spec/blob/master/config.md
https://github.com/opencontainers/runtime-spec/blob/master/bundle.md

Hemo. 3anyckaem

KOHTEUHEep Npu NnoMoLUn
runc




Container Runtime Interface (CRI)

No CRI

Docker and rkt were integrated directly and deeply into the
kubelet source code through an internal and volatile interface.

e CnoxHo gobaBnaTtb HOBbIE runtime Npu HeOOXOANMOCTH

e CNoXHO nogaepXXmBatb COBMECTUMOCTb runtime n kubelet

e PaspaboTumkun runtime go/mkHbl OKYCUPOBATLCSH Ha apXUTEKTYpE
kubelet




Container Runtime Interface (CRI)

e gRPC
e Client (kubelet) - Server (runtime) model
e Plug & Play




Container Runtime Interface (CRI)

INpouecc 3anycka pod Ha xocTe

Co3paHne PodSandbox - n30/1MpoOBaHHOIO OKpPYXXeHUA ONA 3anyckKa
pod. OHO o6niagaeT cneayrLmMmMmn XxapakTepucTukamu:.

e VIsonaumna - obecneunBaeTca npu nomoLm linux namespaces nnm
BMPTYyanmsaunm

e Cneundmnkauma ncnonblyemMblx pecypcoB - PodSandbox noomxeH
peann3oBbiBaTb TPeEOOBAHUS U OrPaHNYEeHNAa PECYPCOB Ha YPOBHE
pod (Hanpumep, C UCMosIb30BaHNEM Cgroups)

-



Container Runtime Interface (CRI)

Npouecc cosnaHua pod

kubelet

RunPodSandbox CRI CreateContainer

runtime

PodSandbox PodSandbox




Container Runtime Interface (CRI)

Onepaunn ¢ PodSandbox

1 type PodSandboxManager interface ({
2 // RunPodSandbox creates and starts a pod-level sandbox. Runtimes should ensure
3 // the sandbox is in ready state.
4 RunPodSandbox(config sruntimeapi.PodSandboxConfig, runtimeHandler string) (string, error)
5) // StopPodSandbox stops the sandbox. If there are any running containers in the
6 // sandbox, they should be force terminated.
T StopPodSandbox (podSandboxID string) error
8 // RemovePodSandbox removes the sandbox. If there are running containers in the
9 // sandbox, they should be forcibly removed.
10 RemovePodSandbox (podSandboxID string) error
11 // PodSandboxStatus returns the Status of the PodSandbox.
12 PodSandboxStatus(podSandboxID string) (xruntimeapi.PodSandboxStatus, error)
13 // ListPodSandbox returns a list of Sandbox.
14 ListPodSandbox(filter xruntimeapi.PodSandboxFilter) ([]*runtimeapi.PodSandbox, error)
4l(S) // PortForward prepares a streaming endpoint to forward ports from a PodSandbox, and

returns the address.
PortForward(sruntimeapi .PortForwardRequest) (*runtimeapi.PortForwardResponse, error)

_
(@)}

17 }




Container Runtime Interface (CRI)

Onepaunn Haa KoHTenHepamu B PodSandbox

[N

type ContainerManager interface {
CreateContainer (podSandboxID string, config *runtimeapi.ContainerConfig, sandboxConfig
xruntimeapi.PodSandboxConfig) (string, error)
StartContainer(containerID string) error
StopContainer(containerID string, timeout int64) error
RemoveContainer (containerID string) error
ListContainers(filter xruntimeapi.ContainerFilter) ([]*runtimeapi.Container, error)
ContainerStatus(containerID string) (xruntimeapi.ContainerStatus, error)
UpdateContainerResources(containerID string, resources
sruntimeapi.LinuxContainerResources) error
9 ExecSync(containerID string, cmd []string, timeout time.Duration) (stdout []byte, stderr
[]byte, err error)
10 Exec(xruntimeapi.ExecRequest) (xruntimeapi.ExecResponse, error)
11 Attach(req xruntimeapi.AttachRequest) (xruntimeapi.AttachResponse, error)
12 ReopenContainerLog(ContainerID string) error
13 }

N

W N O O b W




Container Runtime Interface (CRI)

kubelet kubelet kubelet kubelet
dockershim containerd containerd/cri-o

dockerd

containerd







e [lepBbIV runtime B k8s

e Hanbonee nonyndapeH Ha TEKYLLNMA MOMEHT

e Bkniouvaet B cebs containerd, Ho B3anmogencteue ¢ CRI
peann3oBaHo 4Yepes dockershim (4yacTtb kubelet)




e [pogykTt ot komnaHun Docker

e BoamoxHo nogkntodeHne B GKE B beta pexunme
e Bxogut B coctaB Docker

o Copepxut nmnnementauymto CRI -cri-containerd




Containerd

O © @

Kubernetes Prometheus Envoy CoreDNS containerd Fluentd
Orchestration Monitoring Service Proxy Service Discovery Container Runtime Logging
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Graduated («BbIMYCKHUKN») — MPOEKTbl C KOMMUTEPaAMU XOTA Obl U3 ABYX OpraHmM3auun,
Oenpgxem cootsetcTBmsa nydwmm npaktnkam Cll (Core Infrastructure Initiative), npuHaTtbiM
CNCF Code of Conduct, AcHO onpeaenéHHoOn cxemomn yrnpaBneHna n NpuHATUA KOMMUTOB,
NyoNUYHbIM  CMUCKOM  MNOJSIb30BaTeNEr U, KOHEYHO, MNOJSIOXKUTE/IbHBbIM  UCXOLOM
COOTBETCTBYIOLLErO rosiocoBaHmsa TexHndeckoro kommteta CNCF.




Bsanmopencreue kubelet n containerd

pfuRgIm container 5]
container




Docker vs Containerd

Latency (s)
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Docker vs Containerd

CPU (cores)

CPU Usage
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Docker vs Containerd

Memory Usage

B Docker 18.03CE [ Containerd 1.1
500

400
300

200

Memory (mb)

100

0
kubelet workingset kubelet rss runtime workingset runtime rss




CRI-O

e /IMnnemeHTaumna CRI-coBMmecTtumMmoro runtime ot komnaHun Redhat

o OdmnumanbHO noagaepxmBaeT runc 1 kata KOHTENHEpPbl, HO MOXHO

noaktountb Ntobon OCI coBMmecTumbii runtime

e Icnonb3ayetca B OpenShift 4.x no ymonyaHuto

e PenunsHblii UMKN aHanornyeH penmsHomy umkny k8s:

Version - Branch
CRI-0 1.12.x - release-1.12
CRI-0 1.13.x - release-1.13
CRI-0 114.x - release-1.14

CRI-O HEAD - master

Kubernetes branch/version
Kubernetes 1.12 branch, v1.12.x
Kubernetes 1.13 branch, v1.13.x
Kubernetes 1.14 branch, v1.14.x

Kubernetes master branch

Maintenance status




Apxutektypa CRI-O

pod 2

@& container C

@& container A
@A container B

infra container

infra container

image service runtime service

OCI generate

[
<:§RPC ) ONI &
' library library

github.com/containers/image github.com/containers/storage

kubelet




Docker vs Containerd vs CRI-O

Bpema nepexoma 105 pod nginx B cocTtosHume "Running" (o6pa3
npeaBapuTenbHO BblKka4vyaH Ha HOAbl):

Runtime Crapt nepBoro pod CrapTt nocnegHero pod
Docker 67 cekyHn 109 cekyHA
Containerd 36 cekyHA 98 cekyHa

CRI-O 28 cekyHAa 80 cekyHO




Docker vs Containerd vs CRI-O (CPU/RAM)

Docker:

Containerd:
[

[
[ NERRRRNRRY
[

CRI-O:

[

[

[ nm
[

How Container Runtimes matter in Kubernetes



https://events.linuxfoundation.org/wp-content/uploads/2017/11/How-Container-Runtime-Matters-in-Kubernetes_-OSS-Kunal-Kushwaha.pdf

Hemo. CpaBHMBaeMm

NnponsBoOAUTE/IbHOCTDb
runtime




alias docker=podman

@ Alan Moran v A
&y @ialanmoran N /J
| completely forgot that ~2 months ago |
set up "alias docker='podman'™ and it

has been a dream. #nobigfatdaemons
@projectatomic

11:49 PM - 25 May 2018

7 Retweets 15 Likes o got*"#ﬁ.

Q 2 T ¥ Wi [

‘ Tweet your reply




e HacTb KOHTEWHepPHOM akKocncteMbl RedHat

e [lomoraet nepeintn Ha k8s

e OnepupyeT Kak KOHTENHeEpPaMK, Tak n pod'amu
e Daemonless and rootless




Rootless Docker

dyHkunoHan gobassneH B penuse 19.03.0
PR
Katakoda

OnuncaHune

HononHeHune



https://github.com/moby/moby/pull/38050
https://www.katacoda.com/courses/docker/rootless
https://medium.com/@tonistiigi/experimenting-with-rootless-docker-416c9ad8c0d6
https://hub.packtpub.com/docker-19-03-introduces-an-experimental-rootless-docker-mode-that-helps-mitigate-vulnerabilities-by-hardening-the-docker-daemon/

Hemo. 3anyckaem

KOHTenHepbl B Podman




Kata Containers

The agility of containers, the security of VMs

@ kata

e JlerkoBecCHble BUPTyasibHblE
MaLwunHbl Ha ocHoBe QEMU/KVM
nnn AWS Firecracker*

e OCIl compatible

e CRI-O/Containerd compatible

e [looxoauTt gnsa 3anycka
HeaoOBepPEHHbIX CEPBUCOB




Kata Containers

KoHTenHepbl U BUpTYasibHble MaLlUUHbI

containers Traditional Containers

Virtual Machine Virtual Machine Virtual Machine Process A Process C

+ Seccomp + Seccomp + Seccomp

- MAC - MAC - MAC

Namespaces Namespaces Namespaces . CAPS . CAPS . CAPS

Linux Kernel A Linux Kernel B Linux Kernel C

EIGITET] ENGITET] Hardware
Virtualization Virtualization Virtualization

Namespaces Namespaces Namespaces

TH D (T

Memory Network Storage

Additional isolation with a lightweight VM

d individual k I
and individual kernets Isolation by namespaces, cgroups with shared kernel




Kata Containers

@ katacontainers

Integration with Kubernetes %

Kubelet

CRI-0 or Containerd

A

Vv

Annotations or
Runtime Class

@ kata-runtime

= o = o = o
—DDd —

pod ————— pod

Firecracker QEMU
Virtual Machine Virtual Machine




Hemo. 3anyckaem

KOHTenHepbl (BM) B Kata




AWS Firecracker

Can Firecracker be used with Kubernetes, Docker, or Kata
containers today?

Not yet. We are making Firecracker open source because it provides
a meaningfully different approach to security for running
containers. We hope that others in the communities that build open
source container technology find it useful. We are working to make
Firecracker integrate naturally with the container ecosystem, with
the goal to provide seamless integration in the future to provide

more choices in how container workloads are isolated.

-



e gVisor
e Singularity
e Nabla




Container Runtimes usage

Clear Containers 5% I
containerd 9% I
CRI-O 4% I

Docker 91%

Gardner 4%
gVisor 3%

Kata Containers 4%

The State of Container and Kubernetes Security. Spring 2019

-



Coopka o6pa3oB BHYTpM

KOHTEUHEpPOB




Docker in Docker (dind)

e Docker Engine

e Privileged®
e Bind Mount /var/lib/docker*

Using_Docker-in-Docker for your Cl or testing_environment?
Think twice. 2015

Towards unprivileged container builds



https://jpetazzo.github.io/2015/09/03/do-not-use-docker-in-docker-for-ci/
https://kinvolk.io/blog/2018/04/towards-unprivileged-container-builds/

e Docker-cli
e Vicnonb3oBaHne Dockerd xocTa
e CtaHOapTHbIN® U HAnboNEee LWMPOKO UCMOMb3YEMbIN CMOCOO Ha

TeKyLWMiM MOMeHT (HO He B GitLab CI)

docker run -ti -v /var/run/docker.sock:/var/run/docker .sock docker:stable




Buildah

e HacTb KOHTEWHepPHOM akKocncteMbl RedHat

e CBoOI crnocob onucaHnsa c6opkun, HO noaaepxmnsaeTca Dockerfiles
e He tpebyet Docker

e lcnonbsyetca B OpenShift 4.x

(9 build




Buildah

e He no3Bongaet cobupatb 06pa3bl BHYTPU KOHTENHEPOB 0es3
NOBbILLUEHNA NpUBUIErnmn (HeobxoamMmMo cosgaHme user namespace)

e 'overlay' is not supported over overlayfs (pewaeTca 3anyCckom C
KMO4YoM ——storage-driver=vfs)

e BcTtpoeH B Podman, HO MOXET UCMNO/Mb30BaTbCH KaK OTAEbHbIN

MHCTPYMEHT

& build




o COopka obpaszsa 6e3 Docker Daemon

e He TpebyeT NoBbILWEHUS NPUBUIETUNA

e PekomeHayeTca 3anyck n3 3apaHee cobpaHHOro obpasa
gcr.io/kaniko-project/executor

e OT1nnyHo nogxoaut anga Cl-areHTta coopLunka

e [lopaepxka KewmpoBaHmna™

ES Kaniko

>



Hemo. Cobupaem Docker

o6pa3 B Kaniko




Cnacun6o 3a BHUMaHue!

Bpema ana Bawmx sonpocos!




