OnepaTtopbl, custom

resource definitions
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e Operators

o Controllers

e Custom resource definition

e IHCTPYMEHTbI A1 HaNMCaHUs onepaTtopoB:

= Operator SDK (ansible)
= Kopf

e [TonynapHble onepaTopsbl

= Prometheus
= Configconnector







3a4yem UCnosib30BaTb onepaTtopbl?

e BcTpoeHHble abcTpakuum kubernetes no3BonaoT xopoLo paboTaThb C:

= stateless npunoxeHnamu

B [IPUNOXEHNAMUN, COCTOALLMMMN N3 HAOOPAa OANHAKOBbLIX KOMMNOHEHT

= C HekoTopbimu statefull npnnoxennamm, Hanpumep, consul (cC
MCNONb30BaHMEM persistent volumes)

e IX pyHKUMK HEQOCTATOUHO:

= Korga nogbl UMEIOT pas/inyHble Posn

= Korga Hy>Hbl 4ONO/HUTE IbHbIE Waru, Ang Toro, 4toool
MacLuTabmnpoBaTb KOHTENHEpPHI

» Hy>XHO gobaButb cneuednyHyo N1ormky padoTbl CyLLECTBYHHOLWNM

-

oObeKTam



[Mpumepbl 3apgay onepaTopos

e OnepaTtopbl MO3BOMAIOT NPEBPATUTL OMepaLyiOHHOe 3HaHWE B
npouecc

e [lennon npunoXxeHus rno TpedoBaHuto

e O6paboTka N3MEHEHNIN OOBLEKTOB PAAOM C MPUTOXEHUNEM
(M3MeHeHna KoHdUrypaumm, cxembl 6a3bl AaHHbIX)

e Pe3epBHOE KOMMpOBaHME U BOCCTAHOB/TIEHNE COCTOSAHUA NPUIOXKEHNSA

e [lennon, KOHpUrypmpoBaHme pennmkaumm n MmacwtabnpoBaHme
statefull cepBucos




KoMMnoHeHTbl onepartopa

OnepaTtop

( ) Manage
KoHTponnep J

Watch
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KoHTponnep

KOHTpOnepbl MOCTOAHHO ciegdar 3a obObektamm kubernetes wu
NoAOEPXMBAIOT UX B XXE€/1aEMOM COCTOAHUMN,

kubectl

2. POST
1. watch 3. update
client g kube- >
(controller) B apiserver
5. update 4. notify




Observe Analyze Act

e Observe - HabnAeHNe 3a akTya/lbHbIM COCTOSIHMEM K/lacTepa

e Analyze - onpegeneHmne pasnmyunm C XenaemMbiM COCTOAHUEM
e Act - BbINOMIHEHME HAbOpa AeNCTBUM ONA AOCTUXEHUA XenaemMoro

COCTOAHUA

Observe

-/

Analyze } Act




NMpuMmepbl KOHTPONNEPOB

e fabric8/configmapcontroller

metadata:
annotations:
configmap. fabric8. io/update-on-change: "foo"

e jenkins-x/exposecontroller

[Nogpo6Hee npo jenkins-x/exposecontroller



https://github.com/jenkins-x/exposecontroller

'ae xpaHUTb MHpOpMaLMIO, UCMOSIb3YEMYIO

KOHTPONNEepoMm

e [Labels

e Annotation
e ConfigMaps
o X




Tpurrepbl B KOHTpoO//iepax

2 Implement edge

(— Maybe we even lose this

implement edg
R .

0 | | \ Implement edge

o Edge-driven logic g D =

a Implement edge

yYy ¥

get
| Outage ‘ | Edge-triggered L
o _I level-driven logic date

get

compare
o Reconciliation date
with resync

resync interval




Kak 3anyckaTb KOHTponnep

e OObIYHO KOHTPOMNEP 3anycKaeTCcs BHYTPW KacTepa rnpu noMoLLm

deployment c paamepom 1, HO MOXXHO BbIHECTU HAPYXY
o [lns Hero takXxe ckopee Bcero noHagoobutca ServiceAccount, Role,
RoleBinding

4 N

Pod koHTponnepa

[ KoHTponnep ] [ ambassador 1 > Kubernetes api

J HTTP GET + AUTH

\_ 1 Y

HTTP GET
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Kak Hy>XHO

Hy>xeH
Servicemonitor

@ > apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor

metadata:

PaspaboTymk




Custom resources

e Resource - endpoint B kubernetes API, KoTopbI XpaHUT HAbOP
0ObeKTOB onpeageneHHoro tuna (kind)

e Custom resource - endpoint Kubernetes API, KOTOpoOro HeT B
yCTaHOBKe kubernetes no ymosnyaHuio

e [lcnonb3oBaHne Custom resource:

= [IpegocrtaBndeT gnga nonb3oBaTtenyd abCcTpakumio, ans peeHus
Kaknx-nmbo 3agau

= [TozBongaer paspaboTumky naatpopmbl CTaHOAPTU3INPOBATbL
3anpockbl Ha gobaBneHne KOMMOHEHTOB

= [lenaet paboTy C KOHTPO/I/1IEpaMn 3HaUYNUTENBbHO yaobHee

-



CustomResource npumep:

1 apiVersion: enterprises.upmc.com/vi
2 kind: ElasticsearchCluster

3 metadata:

4 name: es

O spec:

6 kibana:

I image: example/kibana-o0ss:6.1.3
8 image-pull-policy: Always

9 cerebro:

10 image: example/cerebro:0.7.2
11 image-pull-policy: Always
12 elastic-search-image: example/elasticsearch-kubernetes:6.1.3_0
13 image-pull-policy: Always
14 client-node-replicas: 1
15 master—-node-replicas: 1
16 data-node-replicas: 2
17 network-host: 0.0.0.0
18 use-ssl: false
19 data-volume-size: 10Gi
20 java-options: "-Xms512m -Xmx512m"




Custom resource definition

e CustomResourceDefinition - pecypc ana onpegeneHus

CustomResource
e CospgaHune CustomResourceDefinition cosgaet RESTful nyte gng
Ka)xaown onucaHHou Bepcmnm CustomResource

e Onpegensier CTPYKTYPY U AOCTYMNHbIE BEPCUMN ANA KOHKPETHOIO
CustomResource

OnucaHne obbekTa Camu 06beKThl

Custom resource
definition

schema validation a

Custom resource




CRD | API, kind , metadata

apiVersion: apiextensions.k8s.io/vibetal
kind: CustomResourceDefinition
metadata:
name: reddits.zhenkins.express4?2
spec:
group: zhenkins.express42
version: vi

N O O b W N =~

Nma CRD gomkHO nmetb popart plural.group.

[NlapameTtpsbl plural u group onpegenatotcsa B spec CRD




Custom resource definition | names

kubectl get rds # short name

kubectl get reddit # singular name

kubectl get reddits # plural name
names:

plural: reddits
singular: reddit
kind: Reddit
shortNames:

- rds

Kak at1o Bbirnaamnt B CustomResource;

apiVersion: "zhenkins.express42/v1"
kind: Reddit # spec.names.kind uns CRD




Custom resource definition | Cenuac a1o

yXe éypet paborarTb:

1 apiVersion: apiextensions.k8s.io/vibetal 1 apiVersion: "zhenkins.express42/v1"
2 kind: CustomResourceDefinition 2 kind: Reddit

3 metadata: 3 metadata:

4 name: reddits.zhenkins.express4?2 4 name: testl-reddit2
5 spec: 5) namespace: default
6 group: zhenkins.express4?2 6 spec:

7 names: 7 postReplicas: 3

8 plural: reddits 8 uiReplicas: vosem

9 singular: reddit 9 commentReplicas: 1
10 kind: Reddit

11 shortNames:

12 - rds

13 versions: # Crnivmcok Bepcuv

14 - name: vi

15 served: true

16 storage: true

17 scope: Cluster




Custom resource definition |

openAPIV3Schema, validation

MoXxHO onuceiBatb CTPyKTypy Custom Resources, mMcnosb30BaTb
webhook

A
apiextensions-apiserver
- _ | | Admission REST logic EEEATE 5
%" %% — LIST g
4| o VL UPDATE

|82 ! g |!’ A Storage ]| DELETE | | <
o : =
g = e conversion | WATCH | | &

= == || & defaulting || PATCH

e — s i

Mutating Validating
webhooks webhooks




CRD | validation

1 validation:

2 openAPIV3Schema:

£ type: object

4 properties:

) apiVersion:

6 type: string

7 kind:

8 type: string

9 metadata:

10 type: object
11 spec:
12 properties:
13 postReplicas:
14 type: integer
15 type: object
16 required:
17 - postReplicas
18 required:
19 - metadata
20 — apiVersion

21 - spec




Custom resource definition | webhook

e Mutating webhook - No3BonatoT MmognpnumpoBatb OOHLEKTHI
(Custom Resources)

e Validating webhook - [lo3BonatoT nogBepryHTb 00bEKTHI
OOMONTHUTENBHON NPOBEPKE

B Kubernetes 1.15 B alpha noaBunacb BO3MOXHOCTb
ncnonbloBartb default. [1o aton Bepcumn, mutating webhook.

PekoMeHOgauma: He 3aMeHATb nonsg OObEKTOB WCNONb3y4
mutating webhooks

-



Custom resource definition | Subresources

Pod:

/api/v1l/namespace/namespace/pods/name/logs
/api/v1l/namespace/namespace/pods/name/port forward
/api/v1l/namespace/namespace/pods/name/exec
/api/v1l/namespace/namespace/pods/name/status

* % % %X

CR:

* scale
* status

[Tonb3oBaTeNb HE AO/KEH NMncaTbh B status o6beKkTa




Npumepsbl scale, status B8 CRD

1 apiVersion: apiextensions.k8s.io/vibetal

2 kind: CustomResourceDefinition

3 spec:

4 subresources:

3) scale:

6 specReplicasPath: .spec.replicas

I statusReplicasPath: .status.replicas
8 labelSelectorPath: .status.labelSelecto
1 apiVersion: apiextensions.k8s.io/vibetal
2 kind: CustomResourceDefinition

3 spec:

4 versions:

o - name: vi

6 served: true

I storage: true

8 - name: v2

9 served: true
10 subresources:

11 status: {}




Operator summary

e OnepaTtopbl NO3BOMAIOT NPEBPATUTL OrNepaLyioHHOe 3HaHWE B

npouecc

e OnepaTtop mncnosnbsyet CustomResourceDefinition n custom controller

e [1na onpegenenHuns CustomResource B APl ncnonbsyertcsa
CustomResourceDefinition

= CRD moryT cosgaBaTbCs KOHTPO/1/1EPOM

e KoHTpOnnepbl noanucaHbl HA 0OHOBEHUA custom resources u
pearnpyoT Ha HUX




KoMMnoHeHTbl onepartopa

OnepaTtop

( ) Manage
KoHTponnep J

Watch

' !

[ Custom Resource } [ Custom Resource }

l

Custom Resource
Definition




Operator n npakTukun

o ABTOMaTM4eckaa cOOpKa KOHTPO//iepa

e TecTMpoOBaHWE KOHTPONepa:

m JlTokanbHoOe B minikube/kind
= B pamkax npouecca CI/CD

e Vicnonb3oBaTtb Helm gna gennoa n pacnpoctpaHeHmna KOHTPO/1/1ePOB
s Cnepnyet npunoxutb Role, RoleBinding...

e JlornposaHme N MOHUTOPUHI




Kakne MOMEeHTbI CTOUT y4YecCTb Npu

HanMcaHUM cBOEero KOHTpos/iepa

o [lepnoanyeckune 3anpockl K APl ¢ uenbto cBeputb COCTOAHME
o0beKTa

e /Icnonb3oBaTtb OTAENbHbIE ONepaTopPb! A1 Pa3HbIX NPUNOXKEHU

e Vicnonb3oBaHue geknapatnsHoro API

e icnonb3ayinte SDK

e PeannsoBbiBaTb Pas/iMUHyo PYHKUMOHAIbHOCTb OTAETbHbIMU
KOTpOonnepamm

* CRHCHIBaTH Y- BEFROCHHBEIKOHTROAACHOBKSS




Custom Api & Api aggregation

kubernetes API

Authentication > Authorization

Y

kube-
aggregator
aggregated
API

Resource
handler

e bonbue subresource

e He tonbko JSON

e Bannpgaunsa 6e3 ncnonb3osaHna webhook

e graceful deletion

e bonee rmbkoe ynpaBneHne oObeKTamu

e ECTb BOBMOXHOCTb XpaHUTb 00beKThbl BHe etcd kubernetes

-



APl aggregation

1 apiVersion: apiregistration.k8s.io/v1
2 kind: APIService

£

4 spec:

)

6 group: my.extension.example.com

I versions: vi

8 service:

9 namespace: my-service-—-namespace
10 name: my-service-—-name
11 port: 9292
12 caBundle: "Ci@QtLSOtQk...<baseb4-encoded PEM bundle>...tLSOK"
13

[loppobHee npo APl-aggregation



https://kubernetes.io/docs/tasks/access-kubernetes-api/configure-aggregation-layer/

Operator SDK (ansible)

e YnpaBrieHne k8s ocyLecTBngeTcsd npu nomowm ansible

e CoO34aeT 3aroToBKMWU:

m Dockerfile pna c6opkun KoHTposnnepa n ero deployment
= ServiceAcount, Role, Rolebinding
= CR,CRD

e He TpebyeT 3HaHUSA A3bIKOB NPOrpaMmmMmpoBaHng
e Vicnonb3syeT molecule u kind gna TectnpoBaHug

JloKyMeHTauna rno oneparopy.



https://github.com/operator-framework/operator-sdk/blob/master/doc/proposals/ansible-operator.md

Operator SDK (ansible)

Watchers.yaml.

— version: vi
group: reddits.zhenkins.express4?
kind: Reddit
playbook: /opt/ansible/playbooks/reddit-deploy.yml

reddit-deployyaml.

— hosts: localhost
roles:
— reddit

reddit role tasks:

— name: Create reddit namespace
k8s:
api_version: vi
kind: Namespace
name: "{{ meta.name }}"




Kubernetes Operator Pythonic Framework

(Kopf)

e Vicnonb3yeT python

o XopoLllas goKyMeHTauuns
e YooOHaa otagka

e [1pocT B ocBOEHUN

Kopf Ha GitHub

Kopf ookymMeHTaLma



https://github.com/zalando-incubator/kopf
https://kopf.readthedocs.io/en/latest/

Kopf | Kak pabotaTb?

1 import kopf

2

3 @kopf.on.create('zalando.org', 'vil', 'kopfexamples')
4 def my_handler(spec, *x_):

o pass

6

7 @kopf.on.update('zalando.org', 'vl', 'kopfexamples')
8 def my_handler(spec, old, new, diff, *x_):

9 pass

10

11 @kopf.on.delete('zalando.org', 'vl', 'kopfexamples')
12 def my_handler(spec, *x_):

13 pass

14

15 @kopf.on.field('zalando.org', 'vl', 'kopfexamples', field='spec.somefield')
16 def somefield_changed(old, new, x%x_):

17 pass




Kopf

[na otnagku MOXHO 3anycKaTb KO/, HE BbIMO/HAA COOPKY:

kopf run /kopf-kubernetes.py

Dockerfile:

FROM python:3.7

COPY kopf-kubernetes.py /kopf-kubernetes.py
RUN pip install kopf kubernetes pyyaml

CMD kopf run /kopf-kubernetes.py




A 4yTO ewye?

e KUDO
e Go, Helm operator SDK

e Metacontroller

e Kubebuilder (kHnxka)



https://kudo.dev/docs/
https://github.com/operator-framework/operator-sdk
https://metacontroller.app/
https://book.kubebuilder.io/

OnuncaHue nonynapHbIX

onepaTtopos




Prometheus-operator

e [Toxanymn, caMmblil NONYNAPHBLIA OrepaTtop

e [lo3BONAET nerko paseopaymBaTtb M KOHPUrypupoBaTtb prometheus
e lcnonb3oBaHne CRD gna ynpaBrieHna KoHdurypaumemn

e MOXHO pa3BepHYTb Cpal3y BeCb HEOOXOANUMbIN CTEK

o OGHapy>XeHne xoCToB No Metkam (labels).

e Kube-prometheus n community helm yvapTt

Q-Prometheus



https://github.com/coreos/prometheus-operator

Prometheus-operator uto BHyTpH?

Custom Resources
Use Prometheus config
A » PrometheusRule
Generate
Prometheus
»  ServiceMonitor
Manage Watch
Prometheus operator
> Prometheus
Alertmanager
> Alertmanager

-



Config-connector

o AnaoH ana kubernetes, cogepxawmnin Habop KoHTponnepoB n CRD
ons ynpasnexHunsa pecypcamm B GCP
e MOXHO onpegenste N HacTpanBaTb 3aBMCUMOCTU MEXAY pecypcamm

e YOOoOHO NCNo/b30BaTh A/19 B3auMoaencTema ¢ 06/1akoM B npoLuecce
Oennos

HoKyMeHTaLu4a

CnncoK OOCTYMHbIX PECYPCOB



https://cloud.google.com/config-connector/docs/
https://cloud.google.com/config-connector/docs/reference/resources

Cnacun6o 3a BHUMaHue!




