MOHUTOPUHI KOMMOHEHTOB

Kubernetes n npunnoxeHun,
paboTarowmx B HEM
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e [1pMHUMMNBI MOHUTOPUHIA
e Kubernetes Probes

e MoHutopuHr Kubernetes
e Prometheus Operator

e Bnsyanmsauuns
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Y10 OTCNeXuBathb

e Hawe npunoxeHune (MpoaykT)

e Pecypchbl, Ha KOTOPbIX paboTaeT Halle npunoxeHune (nnatdpopma)




[laTTepHbl MOHUTOPUHIA




RED Pattern

[MTpnmeHaeTca onss MOHUTOPUHIa CEPBUCOB (MPOAYKTOB)

e Rate - KonnyecTtso 3anpocosB B cekyHay (RPS)

e Errors - [lpoueHT 3anpocoB, 3aBePLUMBLUNXCA OLLUMOKOM
e Duration - InntenbHOCTb 3anpoca (latency)




[NpuMeHaeTca AN MOHUTOPWHIa NAaTopPMbl

e Utilisation - cpeaHee Bpemsa, korga pecypc Oblf1 3aHAT
ob6cnyXxmneBaHMeM 3anpoca

e Saturation - gMHa ouyepeam 3anNpPoCcoB, OXMAALWMX 0O0PadOTKHN

e Errors - npoueHT onepauuini Hag PecypcomMm, 3aBepPLUMBLUNXCSH OLLUMOKO




Kubernetes Probes




[Nepunoanyeckmne nposepkn pod’a Ha XXMU3HECNTOCOOHOCTb.
Kak y3HaTb, 4UTO CepBUC “XXMB” 1 TOTOB K paboTe?
e ExecAction - BbINONHUTL KOMaHAy U XaaTb exit code O

e TCPSocketAction - npoBepuTtb, UTo TCP-nopT OTKPLIT
e HTTPGetAction - otnpasute HTTP GET-3anpoc




Liveness probes

e [lpoBepaeT UTo NpPUNOXeHNe 3anyLweHo n "xmeo"
e Ecnn probe HeycnelHa - nepesanyCck KOHTenHepa™

1 apiVersion: vi

2 kind: Pod

G

4 spec:

o containers:

6 — name: liveness

I image: liveness

8 livenessProbe:

9 tepSocket:
10 port: 8080
11 initialDelaySeconds: 5

12 periodSeconds: 10




Readiness probes

e [lpoBepaeT UTo NPUNOXEHNE TOTOBO OOC/TY>XMBATb 3aMNpocChl
e Ecnu probe HeycnewHa - yganeHumne pod ns 6anaHCUPOBKU

1 apiVersion: vi

2 kind: Pod

SR

4 spec:

5] containers:

6 — name: readiness

I image: readiness

8 readinessProbe:

9 httpGet:
10 path: /healthz
11 port: 8080
12 initialDelaySeconds: 3

13 periodSeconds: 3




Readiness probes: Good

readinessProbe

backend

backend
frontend service database




Readiness probes: Failed

readinessProbe

backend

backend
frontend service database




Readiness probes: Disabled

readinessProbe

backend

backend
frontend service database




Readiness probes: Recover

readinessProbe
backend

backend
frontend service database




Readiness probes: Good

readinessProbe

backend

backend
frontend service database




Monitoring pipeline

monitoring cluster agent
(metrics-server,
prometheus)

visualisation,\
alerting

k8s API
adapters

« HPA
-« kubectl top

N o E E E E N E N NN N NN N NN NN N B




Apxutektypa MmoHutopuHra B Kubernetes

MoHutopuHr B Kubernetes genuntca Ha 2 6onblune rpynnobl;
e core metrics pipeline - npegHa3sHayveH ans Ucnosib30BaHUA caMmnm
Kubernetes

e monitoring pipeline - otoaeTca Ha OTKYN UHPPACTPYKTYPHON KOMaHae
N npegHasHadeH gnga "MmoTHOUEHHOr 0" MOHUTOPUHIa




metrics-server

e VIHCTPYMEHT N3 KOPOOKMU

o CobupaeT OCHOBHbIE METPUKM Knactepa ¢ kubelet'os
e lcnonb3syeTca BHYTPEHHUMU KOMMOHEHTaMN

e OTtnaet meTpukn B Metrics APl format




kubectl top

$ kubectl top nodes

NAME CPU(cores) CPU% MEMORY (bytes) MEMORY?%
gke-cluster-f9c66281-rgld 116m 12% 1030M1 88%
gke-cluster-£f9c66281-dbb2 72m % 845M1i 2%

$ kubectl top pods

NAME CPU(cores) MEMORY (bytes)
post-test-post-54b7cbcc69-pnbf7 4m 42Mi
post-test—-post-54b7cbcc69-9md82 4m 41Mi

post-test-post-54b7cbcc69-mh jor 4m 42Mi




kube-state-metrics

e AnnoH Kubernetes

o Cobupaet meTpukmn pecypcoB Kubernetes ns API (deployment,

services, etc.)

o OTtoaet MeTpukun B chopmaTte Prometheus

kube-state-metrics



https://github.com/kubernetes/kube-state-metrics

Node exporter

e He agnoH Kubernetes (HMkak ¢ HUM He CBSI3aH)

e Cobupaet MmeTpukmn Hopg (CPU, namaTtb, ANCK)
o OTnaet MmeTpukun B chopmaTte Prometheus







TSDB pgna xpaHeHna MeTpuk

A3blK 3anpocos PromQL gnsg Bsanmogencrtea ¢ b/l
Whitebox, Pull cncrema, onpawmBatowaa no HTTP
Alertmanager gna onoBeLleHni

Service Discovery B Kubernetes




Apxutektypa Prometheus

|
|_ Short-lived jobs Service Discovery PagerDuty Email
« DNS f i f
« Kubernetes
« Consul notify
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- find Alertmanager
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: Prometheus Server push alerts T
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Grafana
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Node
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Prometheus Server




Prometheus operator

Serv1ce 2

Service 3

Service 4
Service 5

deploy

& manage
Operator




CRD Prometheus Operator

Prometheus OnepaTop ncnonbsyet cneaytouwme CRD:

e Prometheus - pazBopaumBaeT MHCTaHCbl Prometheus

o ServiceMonitor - onnceliBaeT cepBUCHI 419 MOHUTOPUHIa, onepaTop
reHepunpyeTt KoOHpurypauuto n otgaet Prometheus

e PrometheusRule - onuceiBaet npaBuna Prometheus

e Alertmanager - pasBopaymBaeT MHCTaHChbl Alertmanager




Prometheus Operator

[MpenmyuiecTBa:

e OnucaHmne XxenaemMoro COCTOAHNUA MHCTAHCOB M X KOHUrypaumm c
NOMOLLbIO MaHUJECTOB

e [eHepauna KoHpurypaumm Ho ocHoBe Service Kubernetes




KoHdurypauma ServiceMonitor

C nomouwbto CRD ServiceMonitor onmncbIBatOTCA CEPBUCHI, C KOTOPbIX
HeoOXxoaAnMo cobupaTtb METPUKM

apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
name: example-app
labels:
team: frontend
spec:
selector:
matchlLabels:
app: example-—-app # ceniekTop cepBuCOB Asls cbopa MeTpuk
endpoints:
— port: web




OnpepeneHue Prometheus

apiVersion: monitoring.coreos.com/v1
kind: Prometheus
metadata:
name: prometheus
spec:
serviceAccountName: prometheus
serviceMonitorSelector:
matchLabels:
team: frontend # cenekTop pecypcos ServiceMonitor ansi reHepaumy KOH@GUIrypaumm
resources:
requests:
memory: 400Mi




NHTepdenc Prometheus

Targets

default/ui/0 (2/2 up) e

Scrape
Endpoint State Labels Last Scrape Duration Error
http://10.36.1.4:9292/metrics UP instance="10.36.1.4:9202" | job="ui-solNGEIEE:Told 17.71ms

m namespace="default" | pod="ui-deployment-59c5cb’
cb-prizw" ] service="ur-service"

http://10.36.1.7:9292/metrics UP endpoint="metrics" | instance="10.36.1.7:9292" | job="ui-sejiERIJEEI ' 10.49ms
namespace="default" | pod="ui-deployment-59c5cb’

b service="ui-service"




e Open source MHCTPYMEHT AN NOCTPOEHUA AalbopaoB CUCTEM

MOHUTOPUHIa

e [NopnepxuBaeT nonyvyeHue gaHHbix n3 Graphite, Elasticsearch,
OpenTSDB, Prometheus n InfluxDB n 6a3 SQL

e [1narvHbl And HTErpauun ¢ ApyrmumMm cCUCTeMaMm MOHUTOPUHIA

e Hub c rotoBbiMn gowbopaamm




e [lawbopabl B Grafana xpaHATCca B . json

e ECTb BOSMOXHOCTb UX MMNOPTMPOBATL/3KCMNOPTUPOBATL

e HaunHaa c Bepcun 4.0 nogaep>xmBaeTcs BEPCUOHUPOBAHNE
aawoéopaosB rnpu USMEHEHUN C BO3SMOXHOCTbIO OTKaTa

e [1pun xenaHunn, ceou gawdopabl MOXXHO onyo6/IMKOoBaTb B
mMapkeTtnnence https://grafana.com/dashboards



https://grafana.com/dashboards

Hub ana pawbéoppos

Ha cante Grafana goCTynHbl COTHM rOoTOBLIX AalbopaoB. JocTtyneH
NONCK N puNbTpaumns Mo pasIMYHbIM KPUTEPUSAM.

Dashboards

Official & community built dashboards

Filter by: .
w= * Docker and system monitoring

Downloads: 3664

Prometheus
% 5 Docker Dashboard
Downloads: 5933

Docker Docker Engine Metrics

Downloads: 594

Docker Host & Container Overview

d;c ker Downloads: 6632



https://grafana.com/dashboards




A3biKk 3anpocoB PromQL

PromQL - a3blk 3anpoca AaHHbIX, peanm3oBaHHbIin B Prometheus.

3anpockl AaHHbIXx B PromQL coCcToAaT 1s:

Literals (nutepansbl) - yncna, CTpokU

Time series Selectors - BbIOOpKa BEKTOPA 3HAYEHUN METPUKUN U3
BPEMEHHOI0 pdaaa 3a onpeneneHHbIn MOMEHT UK 3a NPOMEXYTOK
BpemeHn. Hanpumep: node_cpu, node_cpu{mode="idle"'},
node_cpu{mode="idle'} offset 5m, node_cpu{mode="'idle'}
[1m]

Operators (ornepaTtopkl) - pas3findHble onepaTtopbl: apudMeTnYeckKme,

CpaBHeHMUSA, paboThbl HA4 BEKTOpPAMM N arperaumm
Functions (hyHkLnKM) - 6ONbLIOK CMNCOK DYHKUNA, KOTOPbIE MOXHO
NPUMEHATb K BEKTOPY BPEMEHHOIO PAAaA

B


https://prometheus.io/docs/prometheus/latest/querying/basics/
https://prometheus.io/docs/prometheus/latest/querying/operators/
https://prometheus.io/docs/prometheus/latest/querying/functions/

Time series selector

OTO6pa3snm METPUKY:

ul_request_count

Ul HTTP Requests

17:18:16 17:18:18 17:18:20 17:18:22 17:18:24 17:18:26 17:18:28 17:18:30 17:18:32 17:18:34 17:18:36

ui_request_count{http_status="200",instance="ui:9292",job="ui",method="GET",path="/"}
ui_request_count{http_status="200",instance="ui:9292",job="ui",method="GET",path="/metrics"}
ui_request_count{http_status="200",instance="ui:9292",job="ui",method="GET",path="/new"}
ui_request_count{http_status="200",instance="ui:9292",job="ui",method="GET",path="/post/59f71bc8744707000...
ui_request_count{http_status="200",instance="ui:9292",job="ui",method="GET",path="/post/59f71d5f744707000...
ui_request_count{http_status="200",instance="ui:9292",job="ui",method="GET",path="/post/59f71ea8744707000...




Time series selector

YTOoUuHAEM METPUKY, NCMOMb3YS Nendnbl.
ui_request_count{method="GET",h path="/new"}

Ul HTTP Requests

17:22:00 17:22:05 17:22:10 17:22:15 17:22:20 17:22:25

== Ui_request_count{http_status="200",instance="ui:9292" job="ui",method="GET",path="/new"}




PyHKUunn PromQL

PesynbTtat 3anpoca:

rate(container_cpu_user_seconds_total{image!=""}[1m])

Container CPU usage




None3sHble CCbINTKM

1. kHura Brendan Gregg. Systems Performance: Enterprise and the
Cloud
3ameTka npo USE v RED

. cTatba nNpo SRE Golden Signals
. ctatbsa oT DataDog Monitoring 101. Cobunpaem npaBu/ibHble OaHHbIE

O A W N

Anekcen NeaHoB, Dropbox. [lpaktnyeckmnim onsiT MOHUTOPUHIE

pacnpenenérHbix cncrem. Cnavaol.

6. Bnagumunp PbelueB, Google. Kak a Hay4ymnica He BOTHOBATLCA U

nontbun nenaxep (Nnpo koHuenuuto SRE, SLA/SLO/SLI v ap.).
Cnanpgpbl.



http://localhost:1948/slides/OTUS_Platform/Module-04/01-Monitoring/www.brendangregg.com/sysperfbook.html
https://www.facebook.com/otusru/posts/979380988866993
https://medium.com/devopslinks/how-to-monitor-the-sre-golden-signals-1391cadc7524
https://www.datadoghq.com/blog/monitoring-101-collecting-data/
https://youtu.be/H8PqwMznk7Q?t=11279
https://monhouse.tech/bmm2017/materials/Alexey_Ivanov_Dropbox_Practical_expiriance_of_distributed_systems_monitoring.pdf
https://youtu.be/avdS6aIs4yI?list=PLUpE7k7er9GWHH_b5g7XVnooILdFP0SSB
https://speakerdeck.com/devopsmoscow/kak-ia-nauchilsia-nie-volnovat-sia-i-poliubil-pieidzhier

None3sHble CCbINTKM

1. Bnagnmunp NeaHoB, Booking. Graphite B booking.com

2. KoHdhepeHunn n ap.: Monitorama, FOSDEM, Velocity, Uptime

community

3. Npumepbl Runbook ot GitLab



https://youtu.be/y_Lf6bVzBXI
https://monitorama.com/
https://fosdem.org/
https://conferences.oreilly.com/velocity
https://uptime.community/
https://gitlab.com/gitlab-com/runbooks

