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Y10 Takoe norun

Log = Metadata + Timestamp + Data




Kakue norm 6biBaloT

e OCHOBHOW hann nora

® N10r 3arpy3kKun CUCTEMbI
e 5lorn Beb-cepBepa

e flOrn cepBepa 6a3 aaHHbIX

° ayauT

* 10NV NSIAHMPOBLUMKAE 3aaau4

® /10O KOMMNOHEHTOB kubernetes




Korga ectb norv mbil

® NMOHMMAeM, Kak p860Ta}OT CNCTEMDbI

® MOXEM HaNTUN OLLUNOKN U NX MPUYNHDbI
* MMeeM KOHTEKCT AO/1d MeTPUK COObITUN NN rnpoueccosB
¢ 3HAEM, 4UTO NponcxoaunT y Hallmnx KJIMeHTOB




Jlorn ucnonb3yloTca ANA:

e YcTpaHeHne Henosaaok.

e [ToOHMMaHMe NoBeaeHNA CUCTEMbI/NMPUTOXEHUS
e Ayaut

e [IpeankTnBHas aHaIUTMUKaA

e CO0p OU3HEC-METPUK




HekoTopble 0CO6eHHOCTU, KOTOpPbIE

Heo6xo0AMMO YYUTbIBATb

e HecTtaHaapTHbIN/HECOBMECTUMbIW chopmaT
e [leyeHTpannsoBaHHbIE IOrn

e HecoBmecCTnMbIN hopMaT BPEMEHN

e HecCTpykTypmnpoBaHHble AaHHbIE




Kakue ewie ectb npo6nembl 1 3agaym npum

daHaJ/inse norosB

e B kubernetes Mbl He MOXEM XPaHUTb O NTIOKabHO

e IHCTaHCbl MOTyT ObITb OrpaHNYeHbl XXU3HEHHbLIM LUMK/TOM

o KomMaHaHOEe B3anMoaeNCTBME Npu OTCAEXMBAHNN NPOONEMBbI
e kubectl logs

e Portauuna noros

https.//www.elastic.co/guide/en/elasticsearch/client/curator/current/inde»



https://www.elastic.co/guide/en/elasticsearch/client/curator/current/index.html

LleHTpannsoBaHHaA cucrema 1IOrMpoBaHuUS

Data Node

Client Node
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Elasticsearch




OcHoBHble noHATUA Elasticsearch.

* NHOEKC;

° TUM;

® [NOKYMEHT;

e Knacrep;

* y3en,

e LApAabl N KONUK,

® pa3sMeTKy U TUMNbl AaHHbIX;
e OOpAaTHbIN MHOEKC.




Index, type, document

PUT /catalog/product/1

"sku": "SPORRLO1",
"title": "Elasticsearch",

"description": "Elasticsearch for kubernetes"
"author": "Otus",

"ISBN": "1785288997",
"price": 26.99




Index, type, document

curl -XPUT http://localhost:9200/catalog/product/1 —-d '{ "sku": "SPQOQQO1", "title":
"Elasticsearch", "description": "Elasticsearch for kubernetes", "author": "Otus",
"ISBN": "41785288997", "price": 26.99}"







sku": "SPOQOLO1",

"title": "Elasticsearch",
"description": "Elasticsearch for kubernetes",
"author": "Otus",

"ISBN": "1785288997",
"price": 26.99




!

e '_id' — yHMKanNbHbIV MOEHTUPUNKATOP AOKYMEHTA BHYTPU TKUMNA MNo

aHanornm ¢ Nnep- BUYHbIM K/1t04HOM B Tabnumue 6a3bl gaHHbIX. OH MOXeET
reHepmnpoBaTbCH aBTOMATU- YECKU UM BblIOMPATbCS NO/Ib30BaTENEM;
e '_type' — 3TO None coaepXXuT TN OKYMEHTS;

!

e '_index'— XpaHUT UM NHOEKCA AOKYMEHTA.
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e Ping

e Unicast
Master Election

Fault Detection
o Cluster State Updates
e No Master Block

https://www.elastic.co/guide/en/elasticsearch/reference/6.2/modules-
discovery-zen.html



https://www.elastic.co/guide/en/elasticsearch/reference/6.2/modules-discovery-zen.html

Master Election

e discovery.zen.ping_timeout (default 3s)

e discovery.zen.join_timeout (default 20xping_time)

e discovery.zen.master_election.ignore_non_master_pings and
node.master

e discovery.zen.minimum_master_nodes




Master node

Elected as master Elected as master

ES node ES node

ES node § X ES node ES node X ES node
"H-—--" \'-—-’
Elects itself minimum_master_node
as master condition not met o
elect itself as master
d. minimum_master_nodes property is not set b minimum_master nodes: 2

e discovery.zen.minimum_master_nodes




No master block

Elected as master Elected as master

ES node

ES node

ES node § X ES node ES node X ES node
“-—--" \'-—-"
Elects itself minimum_master_node
as master condition not met o
elect itself as master
d. minimum_master_nodes property is not set b minimum_master nodes: 2

e discovery.zen.minimum_master_nodes
e discovery.zen.no_master_block




[Mpouecc pa3geneHmsa AaHHbIX NO  wWapaaM  Ha3bliBaeTcs
LapanpoBaHueM. 2710 HeoTbeM/eMada 4acTb Elasticsearch,
HeoOxogmMMaa [Ona macwrtabupyemonm W napannenbHonm padoTbl C

BbIlMO/IHEHNEM ONTUMU3ALNN.

* [INCKOBOIO NPOCTPAHCTBA MO PasHbIM y3/1aM K/acTepa;
® BbIYMC/IUTENBHOW MOLLIHOCTM MO Pa3HbIM y3/1aM KnacTepa.







YT0-TO MOXET NOUTU He TakK
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Huyero He HanoMuHaeT? ;)

Leader (red) and replicas (blue)

[ Client

write
— Broker 1 — Broker 2 —————— — Broker 3

Partition 0 _ replica write | Partition 0
replica write 1
l

Partition 1 Partition 1

Partition 0

Partition 1

Partition 2




Tunbl AAHHbIX

o Text

e Keyword
e Date

e Numeric
e Boolean
e Binary

e MaccuB

o OO6beKT

e BOXEHHbIN TUM




OcHoBHbIe TUnbl AaHHbIX | CTpokoBbIe:

e text — noneseH and No/IHOTEKCTOBOIO Noncka no nosgam, Kotopble

cogepXaT OA/IMHHbIE TEKCTOBbIE 3HAYEHUA. DTU NOMA aHANTU3UPYIOTCS
[0 MHAEKCUPOBAaHUSA AN1A MOoAAEPXKKN MOTHOTEKCTOBOIrO NMNOUCKA;

e keyword — NO3BOMAET BbINO/HATb aHaNMU3 CTPOKOBLIX nosein. Nons
TAKOro TMna NoAAePXMBAOT COPTUPOBKY, OUNBTPALINIO U arperauuto.




OcHoOBHbIe TUNbl AaHHbIX | YncnoBsbie:

e byte , short ,
e float m double
e half-float

e scaled_float

integer n long




OcCHOBHbIe TUNnbl AaHHbIX

e [laTbl: date .

e byneBbl TUNbI: boolean .

e brvHapHbIV TUN gaHHbIX: binary .

e [lnana3oH: integer_range , float_range , long_range , double_range u
data_range.




Xo3anKe Ha 3aMeTKYy

e scaled_float — oueHb NONE3HbIN TUN AaHHbLIX O XPaHEHUS TaKUX
3HAYEeHUN, KaK LleHbl, KOTOPblE BCerga MMeKT orpaHnyeHHoe
KO/INYECTBO 3HAKOB Mocne AecatuyHom Toukun. LleHa moxert
yKa3blBaTbCHA C KOs punuymeHtommacwtabmposaHumna 100,
cnepoBaTesibHo, LeHHUK $10.98 MoxeT xpaHntbcsa Kak 1098 LeHTOoB U
obpabaTbiBaTbCA Kak uenoe yncno. Tun scaled_float ropasgo
ahPeKTUBHEE ONF XPAHEHNA, YeM OpYyrue TUMbl, MOCKO/bKY Uesble
ymMcaa nydwe CXnmatoTcs.




KoMn/ieKCHbIe TUnbl AaHHbIX

e MaccuB — onpegenseTr MaccuBbl OOAHOro TnMna. Hanpumep, MacCcuBsbl
CTPOKOBbIX AaHHbIX, MAaCCuBbI Lenbix Yyncen n 1. 4. B maccmBax He
paspeLllaeTca CMeWwmnBaTb TUMNbl aHHbIX.

e OOBbEKT — AOMNYyCKAaEeT UCMO/Ib30BaHNE BHYTPEHHNX OOBEKTOB B
nokymeHtax JSON.

e BrIOXEHHbIN TUM OaHHbIX — KaXabli OObEKT B MaccmnBe
NHOEKCUPYETCSH KakK HOBbIW BNOXEHHbI AOKYMEHT. [10CKOMbKY
00beKTbl 0OpabaTbiBAOTCA BHYTPU KaK OTAENb- Hble JOKYMEHTHI,
cnegyeTt Ucnonb3oBaTh CneumanbHbIi TUMN 3anpoca 415 3anpoca

B/TOXEHHbIX JOKYMEHTOB.

-



Apyrve Tunbl AaHHbIX

e [eoTOUKa — gefnaeT BO3MOXHbIM XpaHeHMEe reoTodek rno WnpoTe u
gonrote. Hanpu- mep, TMN AaHHbIX «F€0TOYKa» NOMEe3eH ANA TaKnUX
3arnpocoB, Kak NMouck no Bcem 6aHkomMaTaM B paanyce 2 KM oT
YKa3aHHON TOYKMW.

e [eohpopmMa — ncnonb3yeTca ana XpaHEHNA reOMEeTPUYECKUX hopmM,
TaKUX Kak Mo- IMrOHbI, KapTbl K Mp. TN gaHHbIX «reodopma»
NO3BO/IAET BbINO/HATL 3anpocChl MO NMONCKY BCEX NMPeaMeTOB
onpeaeneHHon popmeol.

e Tun paHHbIX IP — ncnonbsyetcsa anga xpaHeHus agpecos IPv4 n IPv6.

-



PasmMeTka

PUT /catalog/product/2

{
"sku": "SP00O02",

"title": "Google Pixel Phone 32GB - 5 inch display",

"description": "Google Pixel Phone 32GB - 5 inch display (Factory Unlocked US
Version)",

"price": 400.00,

"resolution": "1440 x 2560 pixels",

"os": "Android T7.1"

[locne TOro Kak nMepBblin  OOKYMEHT  TUNa  «MNPOAYKT»
NpoVHOEKCMPOBAH B KaTanore wuHaekcos, Elasticsearch BbinonHgaer
cnepyowme oencTBug:

* CO3/aeT NHAEKC C UMEHEM KaTasora;
e 0603HayaeT pasMeTKy An14a Tuna npoaykTa.

-



NpuHUMN paboTbl pasMeTkKu

e Co3gaHMe nHoekca

e YCTaHOBKA pa3MeTKn (mapping) onga tmna npoaykKra

GET /catalog/_mapping/product

https://www.elastic.co/guide/en/elasticsearch/reference/current/indices.t
https.//www.elastic.co/guide/en/elasticsearch/reference/current/indices-
get-mapping.html



https://www.elastic.co/guide/en/elasticsearch/reference/current/indices.html
https://www.elastic.co/guide/en/elasticsearch/reference/current/indices-get-mapping.html

BbiBOA oTBEeTa Ha 3anpoc

{
"catalog": { # VHAEKC, ANS KOTOpOro Obila 3anpoweHa pa3MeTKka
"mappings": {
"product": { # 2Ta pa3MeTka — ANA Tuna MpPOAYKTOB
"properties": {
"ISBN": { # Mofe, YCTaHOBMIEHHOE CTPOKOW, MNONyumno Tun paHHbix text
"type": "text"
}
Iy
"author": {
"type": "text"
}
Iy
"description": {
"type": "text"
}
}
Iy
"price": {
"type": "float" # float 3apaH TONbKO ANS LEHbI
'y
"sku": {
"type": "text"
iy
"title": {

Iltypell : Htextll






O6paTHbIN NHAEKC

NpeHnTudmnkaTop AOKYMEHTa

AoKkyMeHT

1

3aBTpa BOCKpeCeHbe

2

Bockpecenbe — 1mocsieinuii ieHb Heleu

3

Boibop 3a Bamu




O6paTHbIN NHAEKC

Tepm (onpepneneHue) YacroTa AokyMeHTbl (MOCTUHIN)
BaMU | 3

BOCKpeceHbe 2 1,2

BBIOOD 1 3

JIeHb 1 2

3aBTpa 1 1

Heeasa 1 2

ocJieHUN 1 2




O6paTuTe BHMMaHUE Ha cnefyroLlee.

e JlOKyMeHTbI pa3bmBatoTCA Ha onpegenieHna 6e3 yyerta NyHKTyaumm um
NPOMNUCHbLIX OYKB.

e TepMbl COPTUPYIOTCA MO andaBuTy.

e Crtonbel «4HacToTa» NoKasbIiBaeT, KaK 4aCTo faHHOe onpeeneHune
BCTpeyaeTcd BO BCeM Habope OKYMEHTOB.

e TpeTui ctonbel NOKa3bIBAET, B KaKNUX OOKYMeHTax Obl/10 HaNgeHo
onpepeneHne. Kpome Toro, TaM MOryT coaep>aTbCsd TOYHble MecTa
HaxoXaeHnsa (odpceTbl BHYTPU OOKYMEHTA).




OO6paTHbIN MHAEKC

Tepm (onpepeneHue) YacrtoTa AokyMeHTbl (MOCTUHIN)
BaMu 1 3

BOCKpeceHbe 2 1,2

BBIOOD 1 3

JIeHb 1 2

3aBTpa 1 1

Heleast 1 2

ocJieHUN 1 2

Korga nonb3oBaTesb WWET [ABa C/IoBa, HanpuMmep «nocnegHee
BOCKpeceHbey». OOpaTHbli MHOEKC MOXeET OblTb HAaCTPOEH Ha MNOWUCK
OTAENbHO C/IOB «NocCnegHee» N «BOCKpeceHbey. [JOKYMEHT 2 coaepXuT
oba onpegeneHnd, cnegosaTtesibHO, 3T0 Oonee noagxopgdaulee
COOTBETCTBME, 4YeM OOKYyMeHT 1, cogepxawumnm TOMIbKO  OA4HO

onpeaenexHue. E



Elasticsratch API




Onepauum CRUD

CRUD - create, read, update, delete

Index API,
Get AP,
Update API;
Delete API.




Index API

* NMHOEKCNPOBAHNE C NMpegoctaB/ieHneM VID,eHTVIqZ)VIKaTOpa;

* MHOEKCMpOBaHMe 6e3 npenocTaBeHnsa ngeHTndpurkatopa.




MHaekcnpoBaHMe AOKYMEHTa C

npepocrtaBneHneM ngeHtTudpmnkarTopa

PUT /<index>/<type>/<id>

PUT /catalog/product/1
{
"sku": "SPQOL0O1",
"title": "Elasticsearch",
"description": "Elasticsearch for kubernetes",
"author": "Otus",
"ISBN": "4785288997",
"price": 26.99




MHaekcupoBaHue gOKyMeHTa 6es

npepnocrtaBnieHNa ngeHTudpukaropa

POST /catalog/product
{
"sku": "SPQQLOO3",
"title": "Logstash",
"description": "Logstash for kubernetes",
"author": "Otus",
"price": 54.99




MHaekcupoBaHue gOKyMeHTa 6es

npepnocrtaBnieHNa ngeHTudpukaropa

"_index": "catalog",
"_type": "product",
"_id": "AVrASKqgaBGmnAMj1SBe",
"_version": 1,
"result": "created",
"_shards": {
"total": 2,
"successful": 1,
"failed": O
Iy

"created": true

}




Xo3AnKe Ha 3aMeTKy

Mo cornaweHnam REST POST ucnonb3yeTtcs ana cosgaHna HOBOro
pecypca, a PUT — pna obOHoBneHua cyulecrtesylowero pecypca. B
Hawem cnydyae ucrnosnbloBaHne PUT o3Havaet cnegytoulee: «H 3Hato,
KaKOM naeHTUmKaTtop xo4dy rnpucBOUTb, CnegoBaTesbHO, 9 YKa3biBato
ero B npouecce UHOEKCUPOBAHNA OOKYMEHTay.




GET /catalog/product/AVrASKqgaBGmnAMj1SBe

GET /<index>/<type>/<id>

_index": "catalog",

"_type": "product",

"_id": "AVrASKqgaBGmnAMj1SBe",
"_version": 1,

"found": true,

"_source": {

"sku": "SPORRLO3",
"title": "Logstash",
"description": "Logstash for kubernetes",
"author": "Otus",

"price": 54.99




Update API

POST /catalog/product/1/_update

{
"doc": {
"price": "28.99"
}

Update API ucnonbsyetrca ana OOGHOB/EHMUA cCyllecTBYylOLWEro
naeHTUpmKaTopa QOKYMEHTa.




POST /catalog/product/3/_update

{
"doc": {
"author": "Otus",
"title": "Beats",
"description": "Beats for kubernetes",
"price": "54.99"

}I

"doc_as_upsert": true

NMapameTp doc_as_upsert npoBepseT, CyLeCTBYET /I AOKYMEHT C
npefocTaB/I€HHbIM naeHTUhnKaTopom n o6beauHsaeT
npeaocTaB/ieHHbIN 31eMeHT doc C CylecTBYIOWMM OOKYMEHTOM.
Ecnn QOKYMEHT C TakuM naeHTUPUKATOpOM He cyulecTByeT, 6yaert
BCTaB/1IeH HOBbI JJOKYMEHT C HEOOXOAUMbIM COAEPXUMbIM.

-



Delete API

DELETE /catalog/product/AVrASKqgaBGmnAM j1SBe

"found": true,
"_index": "catalog",
"_type": "product",
"_id": "AVrASKggaBGmnAMj1SBe",
"_version": 4,
"result": "deleted",
"_shards": {

"total": 2,

"successful": 1,

"failed": ©

/




Co3gaHue MHAEKCOB U KOHTpO/IMpoBaHue

pa3sMeTKM

* CO3[aHNe NHAOEKCA,
* CO34aHne pasMeTKu;
e OOHOB/IEHNE PA3METKMN.




Co3pgaHue nHaekca

PUT /catalog
{
"settings": {
"index": {
"number_of_shards": 5,
"number_of_replicas": 2




YKasaHue pasMeTKu and tuna Bo BpemMs

Co3aHNA MHOEKCA

PUT /catalog
{
"settings": {
"index": {
"number_of_shards": 5,
"number_of_replicas": 2

}
}/
"mappings": {
"my_type": {
"properties": {
"f1r |
"type": "text"
}I
"f2r:
"type": "keyword"
}
}
}
}




Co3paaHue pasmMeTku TUNoB B

CYLLEeCTBYIOLLEM NHAEKCEe

PUT /catalog/_mapping/category
{

"properties": {
"name": {
||typell : lltext"
}

}

POST /catalog/category
{

"name": "books"

}

POST /catalog/category
{

"name": "phones"

}




Logstash




AHanus XypHanbHbIX AaHHbIX
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Logstash

[MOKasa apxXmMTEKTypa, OCHOBaHHaA Ha nNaarnHax

PacwmnpsaemMocCTb

LleHTpannsoBaHHaa o6paboTka AaHHbIX
YHUBepCanbHOCTb

CoBmMecTHaqa paborTa




Apxutekrtypa Logstash

Data Source Elasticsearch




Npumep koHdUurypaumm Logstash

#A simple logstash configuration

input {
stdin { }
}
filter {
mutate {
uppercase => [ "message" ]
}
}
output {
stdout {
codec => rubydebug
}




O630p nnarnHos Logstash

bin/logstash-plugin list ——verbose
bin/logstash-plugin list —--group filter
bin/logstash-plugin list 'pager'
bin/logstash-plugin install logstash-output-email
bin/logstash-plugin update logstash-output-s3




NnarnHbl BBOAA

logstash-input-beats

logstash-input-couch-

db_changes

logstash-input-elastic-
search

logstash-input-ganglia

logstash-input-xmpp

logstash-input-unix

logstash-input-syslog

logstash-input-stdin

logstash-input-udp

logstash-input-twitter

logstash-input-tep

logstash-input-sqs

logstash-input-snmp-
trap

logstash-input-redis

logstash-input-pipe

logstash-input-log4j

logstash-input-s3

logstash-input-rabbitmq

logstash-input-lum-
berjack

logstash-input-http
poller

logstash-input-exec

logstash-input-file

logstash-input-http

logstash-input-imap

logstash-input-gelf

logstash-input-jdbc

logstash-input-irc

logstash-input-gener-
ator

logstash-input-heart-
beat

logstash-input-graphite

https.//www.elastic.co/guide/en/logstash//.3/input-plugins.html

-



https://www.elastic.co/guide/en/logstash/7.3/input-plugins.html

O630p nnarnHoB BBoAa | File

e File (<path.data>/plugins/inputs/file)

input
{ file{
path => ["/usr/local/logfiles/x","/var/log/+.txt"
start_position => "beginning"
exclude => ["x.csv]
discover_interval => "10s"
type => "applogs"”

}
}
output
{
stdout {
codec => rubydebug
}




O630p nnarnHoB BBoAa | Beats

input {

beats {
host => "192.168.10.229"
port => 1234

}

beats {
host => "192.168.10.230"
port => 5065

}

}

output {
elasticsearch {

}




NnarnHbl BbIBOAA

logstash-output-cloud-
watch

logstash-output-nagios

logstash-output-irc

logstash-output-
pagerduty

logstash-output-xmpp

logstash-output-tep

logstash-output-stdout

logstash-output-redis

logstash-output-
webhdfs

logstash-output-statsd

logstash-output-sns

logstash-output-
rabbitmq

logstash-output-udp

logstash-output-sqs

logstash-output-s3

logstash-output-pipe

logstash-output-csv

logstash-output-
graphite

logstash-output-file

logstash-output-
elasticsearch

logstash-output-http

https://www.elastic.co/guide/en/logstash/7.3/output-plugins.html

-



https://www.elastic.co/guide/en/logstash/7.3/output-plugins.html

NMnarnHbl BbiBoaa | Elasticsearch

input {
stdin{
}
}
output {
elasticsearch {
index => "company"
document_type => "employee"
hosts => "198.162.43.30:9200"
user =»> "elastic"
password => "elasticpassword"




NMnarvHbl BbiBoAaa | Kafka

input {
stdin{
}
}
output {
kafka {
bootstrap_servers => "localhost:9092"
topic_id => 'logstash'




MnarvHbl BbiBOAa | PagerDuty

input {
elasticsearch {
hosts => "localhost:9200"
index => "ngnixlogs"
query => '{ "query": { "match": { "statuscode": 404} }}'
}

}
output {

pagerduty {
service_key => "service_api_key"
details => {
"timestamp" => "%{[@timestamp]}"
"message" => "Problem found: %{[message]}"

}

event_type => "trigger"




NMnarnHbl kogekos | JSSON

input{
stdin{
codec => "json"
}
}




MnarunHbl kogekoB | Rubydebug

output{
stdout(
codec => "rubydebug"

}
}




NMnarnHbl kogekos | Multiline

input {
file {
path => "/var/log/access.log"
codec => multiline {
pattern => "\s "
negate =»> false
what => "previous"




NnarvHbsl hnbTposB

logstash-filter-cidr

logstash-filter-clone

logstash-filter-grok

logstash-filter-geoip

logstash-filter-date

logstash-filter-csv

logstash-filter-throttle

logstash-filter-xml

logstash-filter-finger-
print

logstash-filter-dns

logstash-filter-drop

logstash-filter-dissect

logstash-filter-sys-
log pri

logstash-filter-
useragent

logstash-filter-split

logstash-filter-trans-
late

logstash-filter-uuid

logstash-filter-urlde-
code

logstash-filter-sleep

logstash-filter-ruby

logstash-filter-mutate

logstash-filter-metrics

logstash-filter-kv

logstash-filter-json

https://www.elastic.co/guide/en/logstash/7.3/filter-plugins.html



https://www.elastic.co/guide/en/logstash/7.3/filter-plugins.html

dunetp Mutate

input {
file{
path => "/var/logs/users.csv"
start_position => "beginning"
sincedb_path => "NULL"
}
}
filter {
csv{
autodetect_column_names => true
}
mutate
convert => {
"Age" => "integer"
"Salary" => "float"
}

rename => { "FName" => "Firstname"
"LName" => "Lastname" }

gsub => |
llEmailIdll, "\_", ||_||
]
strip => ["Firstname", "Lastname"]
uppercase => [ "Gender" ]
}
}
output {

stdout {



codec => rubydebug







Beats

The Beats family

|

o

Packetbeat

Network data

Auditbeat

Audit data
15

N 3
Metricbeat
Metrics

O

Filebeat
Log files

\D

Winlogbeat

Windows Event Logs

Heartbeat

Uptime monitoring

+40

community
Beats

{your}beat

% elastic

o OpelimBOpK Beats 310 nerkoBecHble KOMMNOHEHTbI JOCTAaBKW AaHHbIX.

OHun YCTAHAB/IMBAKOTCA KaK dreHTtbl Ha NnorpaHn4yHblie cepBepbl A/14



nepegaymn onepaunoHHbIX gaHHbIX B Elasticsearch.




ApXuUTekTtypa



/var/log/*.log

Harvester

Harvester

wifi.log

/var/log/apache2/*

Harvester

error.log

Filebeat

Spooler

Elasticsearch

Logstash

Kafka

Redis




HacTtponka Filebeat

e prospectors;

e rfiobasnibHble HACTPOWKMU;

e OOLME HACTPOWKW;

e KOHUrypauus BblBOAa;

® KOH(urypaumns oo6paboTku;

* KOH(Urypauus nanok;

* KOH(urypauuns moagynem,

* KOHUrypauus naHenun yrnpaBneHus;
® KOH(urypaumns coéopa AaHHbIX.




NpoBepka goctaBku noroB B Elasticsearch

GET /metricbeatx/_search?pretty




e input_type

e paths

e exclude_lines

e include_lines

e tags

e fields

e scan_frequency
e document_type
e multiline




Moaynu Filebeat

o KoHdurypaumm ctrapatena Filebeat

e OnpeneneHne KoHTenHepa nornouweHus Elasticsearch gna obpaboTku
N OOMNOSTHEHUS NTOroB

e [IlaGnoHbl Elasticsearch ¢ onpegeneHnamm noneu, UCNoMb3yemblX C
Lle/Iblo KOPPEKTHOW pa3MeTKn nonen ans coobiTnm

e [lpumepbl naHenen ynpasneHus Kibana, Kotopble MOryT ObITb
3a4enCcTBOBaHbI /19 BU3yann3aLmm noros




NnarnHbl KOOEeKoB

logstash-codec-netflow | logstash-codec-cef logstash-codec-es_bulk |logstash-codec-dots

logstash-codec-collectd |logstash-codec-mul- logstash-codec-msgpack | logstash-codec-line
tiline

logstash-codec- logstash-codec-json logstash-codec-json_lines | logstash-codec-

rubydebug fluent

logstash-codec-plain logstash-codec-graphite | logstash-codec-edn_lines | logstash-codec-edn

https://www.elastic.co/guide/en/logstash/7.3/codec-plugins.html



https://www.elastic.co/guide/en/logstash/7.3/codec-plugins.html

Ingest API




Y3en nornoweHna AaHHbIX

POST my_index/my_type?pipeline=my_pipeline_id
{

"key": "value"

}

o OYHKLMA y3/1a NOrMoLeHNAa AaHHbIX ABMSETCA NETKOBECHbIM
peleHneM gns npeaBaputenibHon o6paboTkm N AONOHEHUS
nokymeHToB B Elasticsearch go nHgekcmpoBaHus




OnpepeneHue KOHTEMNHepa

{

"description" : "..." # HeobszaTesnlbHoe rose, rNPesHasHauYeHo A7s XPaHeHUs
/ /
VHpopmaLmm
"processors" : [ ... ] # CMMCOK [POLIECCOPOB AJIS TPaHCHOPMALMU [OKYMEHTA

}

e Y3en nornoweHns nmeet okono 20 BCTPOEHHLIX NPOLLECCOpPOB,
BKMtoYas gsub, grok, convert, remove, rename




Ingest API | APl onpegeneHnsa KOHTEenHepa

e _ingest

PUT _ingest/pipeline/<pipeline-name>

"pipeline": {
"description": "pipeline-description",
"processors": [] # NPUHUMAKNT CNNCOK ProCesSSOrs, KOTOPbIE BbINOMHAKWTCS
nocrnepaoBaTeNnbLHO.

curl -X PUT http://localhost:9200/_ingest/pipeline/firstpipeline -H 'content-type:
application/json'

-d '{
"description" : "uppercase the incoming value in the message field",
"processors" : |
{
"uppercase" : {
"field": "message"
}
}






APl onpegeneHna KOHTeNnHepa

o [pumep 3anumncu nora c cepsepa NGINX

{

"message": "89.169.145.79 - - 2019-09-11T09:02:34.234+03:00 service.hapicloud.io GET
/health HTTP/1.1 200 25 - Mozilla/5.0 (X141, Linux x86_64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/76.0.3809.100 Safari/537.36 - ©0.017 0.016 . 7353327 1"

}




e Grok - Habop perynapHbIX Bblpa>keHuii ana tpaHcdopmaumnm
HECTPYKTYPMPOBAHHBLIX AaHHbIX, TAKUX KaK XYpPHarsbl, B
CTPYKTYpPMpPOBaHHbIE AaHHbIe

%{SYNTAX:SEMANTIC}

https://github.com/logstash-plugins/logstash-patterns-
core/tree/master/patterns



https://github.com/logstash-plugins/logstash-patterns-core/tree/master/patterns

Grok | Templates

89.169.145.79 - - 2019-09-11T09:02:34.234+03:00 service.hapicloud.io GET /health

HTTP/1.1 200 25 - Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/76.0.3809.100 Safari/537.36 — 0.017 0.016 . 7353327 1

%{ IPORHOST :remote_ip} %{GREEDYDATA:dash} %{DATA:user_name} %
{TIMESTAMP_IS08601 :timestamp} %{DATA:referrer} %{WORD:http_method} %{DATA:url} HTTP/%
{NUMBER:http_version} %{NUMBER:response_code} %{NUMBER:body_sent_bytes} %{DATA:agent} -

%{BASE1ONUM:request_time} %{BASE1ONUM:upstream_response_time} %{GREEDYDATA:pipe} %
{NUMBER:connection} %{NUMBER:connection_requests}

https.//grokdebug.herokuapp.com/patterns#



https://grokdebug.herokuapp.com/patterns#

TecTupoBaHue ¢ nomoLlblo _simulate

POST _ingest/pipeline/_simulate

{
"pipeline": {
"description”: "Item View Pipeline",
"processors": |
{
"grok": {
"field": "log",

"patterns": ["%{IPORHOST:remote_ip} %{GREEDYDATA:dash} %{DATA:user_name} %
{TIMESTAMP_1S08601 :timestamp} %{DATA:referrer} %{WORD:http_method} %{DATA:url} HTTP/%
{NUMBER:http_version} %{NUMBER:response_code} %{NUMBER:body_sent_bytes} %{DATA:agent} -
%{BASE10NUM:request_time} %{BASE1ONUM:upstream_response_time} %{GREEDYDATA:pipe} %
{NUMBER:connection} %{NUMBER:connection_requests}"]

}
}
]
1
"docs": |

{

_source": {

"log": "89.169.145.79 - - 2019-09-11T09:02:34.234+03:00 service.hapicloud.io
GET /health HTTP/1.1 200 25 - Mozilla/5.@ (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/76.0.3809.100 Safari/537.36 — 0.017 0.016 . 7353327 1"

}
}
]
}






Ypanaem 3anucb ¢ nonem 'log’

POST _ingest/pipeline/_simulate

{
"pipeline": {
"description”: "Item View Pipeline",
"processors": |
{
"grok": {
"field": "log",

"patterns": ["%{IPORHOST:remote_ip} %{GREEDYDATA:dash} %{DATA:user_name} %
{TIMESTAMP_1S08601 :timestamp} %{DATA:referrer} %{WORD:http_method} %{DATA:url} HTTP/%
{NUMBER:http_version} %{NUMBER:response_code} %{NUMBER:body_sent_bytes} %{DATA:agent} -
%{BASE10NUM:request_time} %{BASE1ONUM:upstream_response_time} %{GREEDYDATA:pipe} %
{NUMBER:connection} %{NUMBER:connection_requests}"]

}
1

"remove": ({
"field": "log"

_source": {
"log": "89.169.145.79 - - 2019-09-11T09:02:34.234+03:00 service.hapicloud.io
GET /health HTTP/1.1 200 25 — Mozilla/5.0 (X11: Linux x86_64) AppleWebKit/537.36 (KHTML,



like Gecko) Chrome/76.0.3809.100 Safari/537.36 - 0.017 0.016 . 7353327 1"

}
}
]
}




APl cumynauum KoHTenHepa

POST _ingest/pipeline/_simulate

{
"pipeline": {
"description”: "Item View Pipeline",
"processors": |
{ "grok": {
"field": "log",

"patterns": ["%{IPORHOST:remote_ip} %{GREEDYDATA:dash} %{DATA:user_name} %
{TIMESTAMP_1S08601 :timestamp} %{DATA:referrer} %{WORD:http_method} %{DATA:url} HTTP/%
{NUMBER:http_version} %{NUMBER:response_code} %{NUMBER:body_sent_bytes} %{DATA:agent} -
%{BASE10ONUM:request_time} %{BASE10ONUM:upstream_response_time} %{GREEDYDATA:pipe} %
{NUMBER:connection} %{NUMBER:connection_requests}"] }

1
{ "remove": { "field": "log"} },
{ "date_index_name": {
"field": "timestamp",
"index_name_prefix": "viewitem-",
"date_rounding": "M",
"index_name_format": "yyyy-MM" } } ]
Ji s
"docs": [ { "_source": {"log": "89.169.145.79 - - 2019-09-11T0Q9:02:34.234+03:00

service.hapicloud.io GET /health HTTP/1.1 200 25 - Mozilla/5.0 (X11; Linux x86_64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36 - 0.017 0.016
7353327 1"} } ]

B






Mcnonb3oBaHue KOHBenepa

PUT _ingest/pipeline/view_item_pipeline

{
"description": "Item View Pipeline",
"processors": |
{
"grok": {
"field": "log",

"patterns": [ "%{IPORHOST:remote_ip} %{GREEDYDATA:dash} %{DATA:user_name} %
{TIMESTAMP_IS08601 :timestamp} %{DATA:referrer} %{WORD:http_method} %{DATA:url} HTTP/%
{NUMBER:http_version} %{NUMBER:response_code} %{NUMBER:body_sent_bytes} %{DATA:agent} -
%{BASE10ONUM:request_time} %{BASE10ONUM:upstream_response_time} %{GREEDYDATA:pipe} %
{NUMBER:connection} %{NUMBER:connection_requests}"]

}
|
{ "remove": { "field": "log" } },
{ "date_index_name": ({

"field": "timestamp",

"index_name_prefix": "viewitem_"

"date_rounding": "M",

"index_name_format": "yyyy MM" }

4




Co3a4aamMM HEeCKO/IbKO 3arnucen B MHAeKce

chapterb

POST chapter5/log/?pipeline=view_item_pipeline

{ "log":"89.169.145.79 - - 2019-09-11T09:02:34.234+03:00 servicel.hapicloud.io GET
/health HTTP/1.1 200 25 - Mozilla/5.0 (X11, Linux x86_64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/76.0.3809.100 Safari/537.36 - 0.017 0.016 . 7353327 1" }

POST chapter5/log/?pipeline=view_item_pipeline

{ "log":"89.169.145.79 - - 2019-09-11T09:02:35.234+03:00 service2.hapicloud.io GET
/health HTTP/1.1 200 25 - Mozilla/5.0 (X11, Linux x86_64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/76.0.3809.100 Safari/537.36 - 0.017 0.016 . 7353327 1" }

POST chapter5/log/?pipeline=view_item_pipeline

{ "log":"89.169.145.79 - - 2019-09-11T09:02:36.234+03:00 serviced.hapicloud.io GET
/health HTTP/1.1 200 25 - Mozilla/5.0 (X141, Linux x86_64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/76.0.3809.100 Safari/537.36 - ©.017 0.016 . 7353327 1" }

POST chapter5/log/?pipeline=view_item_pipeline

{ "log":"89.169.145.79 - - 2019-09-11T09:02:37.234+03:00 serviced.hapicloud.io GET
/health HTTP/1.1 200 25 - Mozilla/5.0 (X141, Linux x86_64) AppleWebKit,/537.36 (KHTML,
like Gecko) Chrome/76.0.3809.100 Safari/537.36 - 0.017 0.016 . 7353327 1 " }

-



APl nonydyeHua KoOHTenHepa

PUT /_ingest/pipeline/firstpipeline
GET /_ingest/pipeline




APl ynaneHna KoOHTenHepa

DELETE /_ingest/pipeline/firstpipeline




PasBéepTtbiBaHUue

kubernetes B AWS ¢
nomMoLybto kops







Setup IAM user

Heobxoaumble npaBa gna cosgaHua Knacrepa

AmazonEC2FullAccess

e AmazonRouteb3FullAccess
AmazonS3FullAccess

IAMFullAccess
e AmazonVPCFullAccess




Setup IAM user

aws iam create-group ——-group-name kops
aws iam attach-group-policy —-policy-arn
group—name kops

aws iam attach-group-policy ——policy-arn
——group—name kops

aws iam attach-group-policy —-policy-arn
group—-name kops

aws iam attach-group-policy ——policy-arn
name kops

aws iam attach-group-policy ——policy-arn
group—name kops

aws iam create-user —--user—-name kops

arn

arn

arn

arn

arn

aWs:

.adWs:

.adWs

.adWs:

.adWs:

iam:

iam:

iam:

iam:

iam:

.aws

. aws

. adwWs

. aws

. adws

:policy/AmazonEC2FullAccess ——
:policy/AmazonRouted53Ful 1Access
:policy/AmazonS3Ful 1Access ——

:policy/IAMFullAccess —-group-—

:policy/AmazonVPCFullAccess ——

aws iam add-user-to—-group —--user—-name kops ——group-—name kops
aws iam create-access-key —-user—name kops




AWS Credentials

# configure the aws client to use your new IAM user
aws configure # Use your new access and secret key here
aws iam list-users # you should see a list of all your IAM users here

# Because "aws configure" doesn't export these vars for kops to use, we export them now
export AWS_ACCESS_KEY_ID=$(aws configure get aws_access_key_id)

export AWS_SECRET_ACCESS_KEY=$(aws configure get aws_secret_access_key)

aws iam list-access-keys —-user—-name kops

# We can just create access keys with CLI
# You cannot list the secret access keys for IAM users. If the secret access keys are

lost, you must create new access keys using the create-access-keys command.

aws iam update-access-—key




Ona pa6otbl ¢ AWS ucnonbsyem AWS CLI

aws configure
export AWS_ACCESS_KEY_ID=$(aws configure get aws_access_key_id)
export AWS_SECRET_ACCESS_KEY=$(aws configure get aws_secret_access_key)

XpaHeHue cTeunTa

aws s3api create-bucket \

——bucket aakilin-state-store \

——region eu-west-2 \

——create-bucket-configuration LocationConstraint=eu-west-2
aws s3api put-bucket-versioning \

——bucket aakilin-state-store \

——versioning-configuration Status=Enabled




Co3paHue Knacrepa

export NAME=cluster2.k8s.local

export KOPS_STATE_STORE=s3://aakilin-state-store

kops create cluster ——name cluster2.k8s.local —--zones eu-west-2a —--node-count 2 —--state
s3://aakilin-state-store

kops get —-—-name cluster2.k8s.local -o yaml

kops update cluster —--name cluster2.k8s.local —--yes

kops validate cluster -v10@ --logtostderr

kubectl cluster—-info dump




PepaktupoBaHue Knacrepa

kops edit ig ——name=${NAME} nodes
kops edit ig —--name=${NAME} master-eu-west-2a




3anyck Knacrepa:

kops update cluster —-name cluster2.k8s.local —--yes




NMpocMoOTp KNacrepa

kops validate cluster -v10 —-logtostderr
kops get ——name cluster2.k8s.local -o yaml
kubectl cluster-info dump




3aBepLlueHue yCTaHOBKMU KacTepa -

Heob6xoanmble cepBucbl u RBAC

kubectl get nodes




tiller - aTo cnyx6a Helm, kotopaa ycraHaBnmBaeT ansa Bac gpyrue
cepBUCHI

# Co3paéM CriyXebHyHw yJyeTHyw 3arnvcb C umeHem «tiller»,
aamMHUcTpaTopa knacrepa (kak Tpebyercs ans RBAC)
kubectl create serviceaccount —-namespace kube-system
kubectl create clusterrolebinding tiller—cluster-rule
serviceaccount=kube-system:tiller

# 3aTeMm Mmbl riogksiwyaem Helm k knacrepy v ycTaHaB/IMBaeMm
3annck Ccriyx6el

helm init —--service-account tiller

KOTODO% rnpeasocTaBliIAaAnTCA ripusBuvrier nn

tiller
——clusterrole=cluster-admin —

tiller, wvcrnonb3ys 3Ty YUYETHYH




Traefik

Traefik - 3T0 06paTHbLIN NPOKCU-CEepBEP C NaHesNbio YNpaB/IeHUA U
aBToMatundeckmm 6ecnnatHbiM SSL ¢ ncnonbsoBaHunem LetsEncrypt un
6anaHCUpPOBLUMK HArpysku, KOTOpPbIM aBTOMaATU3UPYET MHOrue
HaCTpPOMKU BeO-cepBepa

dashboard:

enabled: true

domain: traefik.cluster2.k8s.local

auth:

basic:
aakilin: Ku8erN3t3$

rbac:

enabled: true
ssl:

enabled: true

enforced: true

helm install ——name traefik \
——values traefik.yaml stable/traefik




NpoBepsaemM cepBUCDHI

kubectl —-—namespace kube-system get svc

kubectl describe svc traefik —-namespace default | grep Ingress | awk '{print $3}'




PasBepTbiBaHUe NpoeKTa

Django B KybepHeTece






Pa3BepTtbiBaHMe npoekta Django B

Ky6epHeTtece (c celery worker)

git clone https://gitlab.com/ndevox/django-k8s-starter




NpepekBe3nTbl K 6a30BOMY cepBUCY

Kubernetes Django

e deployment.
e service.

e ingress.

e configmap.
e job.




HacTtponka 3aBucMmMmocrteun

helm install —--name rabbit --values rabbit-values.yaml stable/rabbitmg
helm install —--name postgres —--values postgres-values.yaml stable/postgresql

helm install —--name postgres \
——set postgresqlPassword=secretpassword, postgresqlDatabase=my-database \

stable/postgresql

kubectl port-forward svc/django-k8s-starter-svc 8000 :8000




CospaHune ConfigMap

apiVersion: vi
kind: ConfigMap

metadata:

name: django-k8s-starter-config

data:

SECRET_KEY: 'REPLACE WITH YOUR SECRET KEY'

BROKER_USER: demo # Make sure this matches
BROKER_PASS: demo # Make sure this matches
BROKER_HOST: rabbit-rabbitmq # This matches

DB_HOST:
DB_NAME :
DB_USER:
DB_PASS:

postgres—-postgresql # This matches
demo # Make sure this matches the
demo # Make sure this matches the
demo # Make sure this matches the

kubectl apply -f configmap.yaml

the
the
the
the
one
one
one

one in rabbit-values.yaml

one in rabbit-values.yaml

name we gave the service with helm.
name we gave the service with helm
in postgres-values.yaml

in postgres—values.yaml

in postgres—values.yaml




CospnaHue deployment

spec:
containers:
— name: django-k8s-starter-web
image: ndevox/django-kubernetes-starter:latest
imagePullPolicy: Always
command: ["gunicorn", "—--workers", "4", "—--bind", ":8000",
"—--log-level", "INFO", "django_k8s_starter.wsgi:application"]
envFrom:
— configMapRef: # configMapRef.name: wnms ConfigMap AnsS nCnonb30BaHWsS B CPEAE.
name: django-k8s-starter-config
ports:
— containerPort: 8000

kubectl apply -f deployment.yaml




Co3pnaHue service

kubectl apply -f service.yaml




Co3pgaHue ingress

kubectl apply -f ingress.yaml




EKSCTL




3anyck knactepa ¢ nomoubio EKSCTL

eksctl create cluster ——name=eksworkshop-eksctl --nodes=3 --alb-ingress-access —-—
region=eu-west-2

# 3anyckaem pgawbopy

kubectl apply -f
https://raw.githubusercontent.com/kubernetes/dashboard/v1.10.1/src/deploy/recommended/ku
bernetes—-dashboard.yaml

kubectl proxy —--port=8080 —--address='0.0.0.0' —-disable-filter=true &




YcraHaBnueaem Dashboard

kubectl apply -f
https://raw.githubusercontent.com/kubernetes/dashboard/v1.10.1/src/deploy/recommended/ku
bernetes—-dashboard.yaml

kubectl apply -f
https://raw.githubusercontent.com/kubernetes/heapster/master/deploy/kube-
config/influxdb/heapster.yaml

kubectl apply -f
https://raw.githubusercontent.com/kubernetes/heapster/master/deploy/kube-
config/influxdb/influxdb.yaml

kubectl apply -f
https://raw.githubusercontent.com/kubernetes/heapster/master/deploy/kube-
config/rbac/heapster-rbac.yaml

kubectl apply -f /home/akilin/Paragon/kubernetes/ELK/EKS/eks-admin-service-account.yaml
kubectl -n kube-system describe secret $(kubectl -n kube-system get secret | grep eks-
admin | awk '{print $1}")

kubectl proxy




3anyckaemM MeTpPUKH

DOWNLOAD_URL=$(curl —-silent "https://api.github.com/repos/kubernetes—-incubator/metrics-
server/releases/latest" | jq -r .tarball_url)

DOWNLOAD_VERSION=$(grep -o '[~/v]*$"' <<< $DOWNLOAD_URL)

curl -Ls $DOWNLOAD_URL -o metrics-server—$DOWNLOAD_VERSION.tar.gz
mkdir metrics-server—-$DOWNLOAD_VERSION

tar —-xzf metrics-server-$DOWNLOAD_VERSION.tar.gz —-directory metrics-
server—$DOWNLOAD_VERSION —--strip-components 1

kubectl apply -f metrics-server—-$DOWNLOAD_VERSION/deploy/1.8+/
kubectl get deployment metrics-server -n kube-system

# [loCcMOTpPUM Ha MeTpuKUn

kubectl get —-raw /metrics




Deploy Prometheus

kubectl create namespace monitoring

helm install stable/prometheus \

——name prometheus \

——namespace monitoring \

——set

alertmanager .persistentVolume.storageClass="gp2", server.persistentVolume.storageClass="g
p2"

kubectl get pods —-n monitoring

kubectl —-—namespace=monitoring port-forward deploy/prometheus—server 9090




Install Grafana

helm install —--name grafana stable/grafana
kubectl apply -f monitoring/grafana/config.yml
kubectl get configmaps -n monitoring

helm install stable/grafana -f grafana/values.yml —-namespace monitoring --name
grafana

helm upgrade —-install grafana stable/grafana -f grafana/values.yml —-namespace
monitoring

# [longém B rpapaHy uepes UI

kubectl get secret —--namespace default grafana -o jsonpath="{.data.admin-password}" |
base64 —--decode ; echo

export POD_NAME=$(kubectl get pods —--namespace default -1 "app=grafana,release=grafana"
-0 jsonpath="{.items[Q] .metadata.name}")

kubectl —--namespace default port-forward $POD_NAME 3000

kubectl port-forward -n monitoring svc/grafana 3000:80




Deploy Loki

e Loki oueHb NpoCTON N MaNoKyLaLWWi pecypcbl cCepBUC
LLEHTPAaIM30BaAHHOIO MOHUTOPUHIra, KOTOPbIN NErko MHTErPUPYETCH B
rpadgany. TyT HET napcuHra 10roB M BO3SMOXHOCTU UX USMEHATb Ha
NneTy, TEM HE MeHee, Kak MMEHHO XpaHuika gss oroB O4YeHb
NoaoONAOET.
helm repo add loki https://grafana.github.io/loki/charts

helm repo update
helm upgrade —-install loki —--namespace=monitoring loki/loki-stack

https://grafana.github.io/loki/charts/ http://loki:3100/
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Namespaces

Metrics
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