Kubernetes gnsa
HenpepbIBHOU NMOCTaBKM

(CI/CD). UHuTerpauumsa c ClI-
CepBUCOM.
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e OpraHm3sauus HenpepbIBHOM NOCTaBKMN
e Gitlab n Kubernetes
e Bonpoc k opranmnsauum CI/CD B kubernetes
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HenpepbiBHaA HTerpaumsa u nocrtaBka

HenpepblBHas nHTerpaums

= VIHTerpauma HoBoro pyHKLMOHana B OCHOBHOM KoA

HenpepbiBHaa noctaBka

= ABTOMatn4yeckoe pPa3BepPTbiBaHNE CEPBUCOB AOCTYIMNHbLIX /14
KOHEe4YHOIo noJsib3oBaTesid

= /I3aMeHeHna KoHUros
= Murpauvuv B b/l




DTanbl HenpepbIBHON NOCTAaBKMU

TunnyHble sTtanbl (stages)

e Build

o Test

e Review
e Deploy
e Report



Gitlab + Kubentes

e VIHTerpauusa c kybepHetec

m tiller

= gitlab-runner (B npuBunermposaHHoM pexumelll)
= kubeconfig

m shared runners

e AutoDevOps



HacTtponka nHrterpayumu

e [lponucaTtb gocTyn K k8s knacrtepy

= kubectl cluster-info | grep 'Kubernetes master' | awk
'/http/ {print $NF}'

e [lponucaTtb ca cepTudunkar na cekpeta default-token-xxxxx

m kubectl get secret <secret name> -o jsonpath="
{['data']['ca\.crt']}" | base64 —-decode

e co3paTb gitlab-admin service account
* MponncaTb TOKEH

s kubectl -n kube-system describe secret $(kubectl -n

kube-system get secret | grep gitlab-admin | awk
"{print $1}')



Cos3pnaHune cepBUC aKKayHTa

apiVersion: vi
kind: ServiceAccount
metadata:
name: gitlab-admin
namespace: kube-system
apiVersion: rbac.authorization.k8s.io/vibetal
kind: ClusterRoleBinding
metadata:
name: gitlab-admin
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
— kind: ServiceAccount
name: gitlab-admin
namespace: kube-system



e CMOTPUM, KaK 3TO BCe HacTpamBaeTcs B gitlab



Bonpocbkl CI/CD B Kubernetes

e cOopka o6pa30B

= dind (NpnBUNEernpoBaHHbI peXxnm, NPoOpoC CoKeTa C XOCTa)
= kaniko

e pPa3Hble NPOEKTbl B Pa3Hble HEMMCMEWUCDI
= tiller
® pa3Hble 3Tarnbl B pa3Hble KnacTtepa
= kubeconfig
e pa3Hble NMPOEKTbl M 3Tarbl B OAMH K/1acTep B pa3Hble HEMMCNENCHI

= IUMUTBI, CEPTUDUNKATBI, OUYNCTKA



* KAk 3aTepeTb U3 APYroro penosntopunsa YyXxyto MHCTANNALNIO



3aBeaemM CBOU TUNIep B OTAENbHOM

HeMmmMmcneunce

kind: ServiceAccount
apiVersion: vi
metadata:
name: tiller
namespace: otus—-gitlab
kind: Role
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: tiller-manager
namespace: otus—-gitlab

rules:

- apiGroups: ["", "batch", "extensions", "apps"]
resources: ["x"]
verbs: ["x"]



3aBeaemM CBOU TUNIep B OTAENbHOM

HeMmmMmcneunce

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: tiller-binding
namespace: otus—-gitlab
sub jects:
— kind: ServiceAccount
name: tiller
namespace: otus—gitlab
roleRef:
kind: Role
name: tiller-manager
apiGroup: rbac.authorization.k8s.io



3aBenem cluster-role helm B otoenbHOM

HeMmmMmcneunce

kind: Namespace
apiVersion: vi
metadata:
name: sre
kind: ServiceAccount
apiVersion: vi
metadata:
name: helm
namespace: sre
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: helm-clusterrole
rules:
- apiGroups: [""]
resources: ["pods/portforward"]
verbs: ["create"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["list", "get"]



3aBenem cluster-role helm B otoenbHOM

HeMmmMmcneunce

kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: helm-clusterrolebinding
roleRef:
kind: ClusterRole
apiGroup: rbac.authorization.k8s.io
name: helm-clusterrole
subjects:
— kind: ServiceAccount
name: helm
namespace: sre



Cobepem otaenbHbin kubeconfig

e [MoumnTtatb noapobHee

e kubernetes add service account kubeconfig.sh

e . /kubernetes_add_service_account_kubeconfig.sh
<service_account_name> <namespace>

e //Icnonb3o0BaHMe B NnanmnnamHe

= KUBECONFIG=<Balu KoHtUr dann>
= KOHUr Koanupyem baseb4 n coxpaHaem B gitlab variables
= 1 MOXXEM UCMOJSIb30BaTb €ro B namnasiamHax ¢ UCrnosib30BaHUEM

xenma
= — echo $KUBECONFIG_VAR | base64 -d > ~/.kube/config


https://medium.com/@amimahloof/how-to-setup-helm-and-tiller-with-rbac-and-namespaces-34bf27f7d3c3
https://gist.githubusercontent.com/innovia/fbba8259042f71db98ea8d4ad19bd708/raw/b3300b0bde484f4bcbfca6cc619d4cd702731e18/kubernetes_add_service_account_kubeconfig.sh

YctaHoBKa gitlab-runner camocroaTenbHO

e ckauyaTtb gitlan-runner helm
e MponucaTtb B CEKPET €C/NN HY>XXHO <your-gitlab-domain>.crt

m kubectl create secret generic gitlab-domain-cert ——

from-file=gitlab.devlab.ru.crt —-n

e nMpaBumMm values

= TOKeH rutnaba
m certsSecretName: gitlab-domain-cert
= BbIK/TIOYAEM MPUBUNETNPOBAHHbLIN PEXUM

= yKa3blBaeM UCMOMb3yeMbli service-account

e helm install --name gitlab-runner -f values.yaml

gitlab/gitlab-runner



Npo6nembl NOCTaBKU B pa3Hble

HeMMcCrneuchol

e [locTaBka cBA3aHHbIX CEKPETOB U KOH(pUNIroB
= pcnonb3ynte helm-hooks
e [eHepauunsa cepTnMdmKaToB 419 Ka>Kaoro TeCToBOro HemMMmcnemnca

m |etsencrypt (06paliaemM BHUMMAEHNE HA TMMUTDI)
= ceon CA

e Murpauum b/l



NMpumep aennos

deploy:test:
extends: .helm_common
stage: deploy-test
variables:
IMAGE _NAME_BASE: $REGISTRY_HOST/$REGISTRY_ID/$REGISTRY_NAMESPACE
IMAGE_TAG: $CI_COMMIT_REF_SLUG-$CI_COMMIT_SHORT_SHA
KUBECONFIG_GITLAB_B64: $TEST_KUBECONFIG_GITLAB_B64
script:
— apk update && apk add gnupg git bash curl
- /bin/bash -c¢ "gpg —-import <(echo $GPG_KEY_B64 | base64 -d)"
— helm secrets upgrade
——install app Deployments/helm/app
——namespace app-test
—f Deployments/environments/all/secrets.yaml
—f Deployments/environments/test/values.yaml
—f Deployments/environments/test/secrets.yaml
--set app1.image.name=$IMAGE_NAME_BASE /app1
—--set app1.image.tag=$IMAGE_TAG
—-set app2.image.name=$IMAGE_NAME_BASE /app2
—-set app2.image.tag=$IMAGE_TAG



BepcuoHnpoBaHue

e Bepcuna npmnnoxeHus

e Bepcun obpasoB (B NpoekTe nx ObIBAaeT MHOIO)
= rlepeTarnpoBaHne obpasa

e /I3amMeHeHne yapTa npu nasmMeHeHnmn obpasa
e Bepcunda xenm yvapra

= ICTOPUSA YapTOB



o CI/CD pna tenerpamm-60Ta



Cnacun6o 3a BHUMaHue!

Bpemsa onqa Bawimx Bonpocos!



