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e [IpobGnembl ceTn Mexay MUKpOocepBUcCamMmu
e Service mesh. Control and Data plane

o KOMMOHEHTHI Istio

e OCHOBHble BO3MOXHOCTM Istio

= Traffic Control
= Service Resiliency
= Observability
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NpenmyLiecTBa MUKPOCEPBUCOB

e HezaBucmmocTb (Independence)
e YcTonumBocCTb (Resilience)

e MacwTabupyemocTtb (Scalability)
e ABTOMaTM3auUmns XN3HeHHOro umkna (Lifecycle automation)
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https://github.com/Netflix/ribbon
https://github.com/Netflix/Hystrix
https://github.com/Netflix/eureka

Service mesh




Service mesh

Service mesh pewator npobnembl B3aUMOAENCTBUA  MUKPO-
CepBMCOB U npegnaratoT PYHKLUNN:

e Service discovery
e MapuwpyTtnsaumsa n HacTpomka Tpadomnka
e llIndbpoBaHue, ayTeHTUPMKaALNA, aBTOPU3aALNSA

e MeTpnkn h MOHUTOPUHT
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Control and Data plane
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Yto paer Istio komaHaam?

Developers: paspaboTka N0rmkm MMKpPOCepBUCOB

Operations: ueHTpann3oBaHHOE yrnpaBAeHNEe, KOHDUrypaumsa U
MOHUTOPWHI CETH




KoMnoHeHThI Istio

Data Plane
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KoMnoHeHThI Istio
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KoMnoHeHThI Istio
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Data plane. Envoy

e Dynamic service discovery

e Load balancing .
e TLS termination | N
e HTTP/2 and gRPC proxies

e Circuit breakers envoy

e Health checks
e Staged rollouts with %-based traffic split

e Fault injection
e Rich metrics




Control plane. Mixer
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Mixer. Attributes example

request.path: xyz/abc

request.size: 234

request.time: 12:34:56.789 04/17/2017
source.ip: [192 168 0 1]
destination.service.name: example

Tunbl aTpmnbyTOB:

e string

e int64

e ip_address

e map|string, string]
e timestamp

e duration

e boolean




Control plane. Mixer
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Mixer. Adapters
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Mixer. Adapters

Bluemix

Stackdriver

AWS

Prometheus

Mixer
Heapster

Datadog

Solarwinds

NoopepxnBaemble aganTeps



https://istio.io/docs/reference/config/policy-and-telemetry/adapters/

Control plane. Pilot

e Service discovery

e Load balancing

e Traffic routing and control
e Resiliency
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A Pilot
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Virtual services
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apiVersion: networking.istio.io/v1alpha3

kind: VirtualService
metadata:

name: reviews
spec:

hosts:

— reviews

http:

- match:

— headers:
end-user:

exact: jason

route:

— destination:
host: reviews
subset: v2

— route:

— destination:
host: reviews
subset: v3

1
2
3
4
)
6
7
8
9

10
11
12
13

spec:
hosts:
- reviews
http:
- route:

— destination:
host: reviews
subset: vi

weight: 75

— destination:
host: reviews
subset: v2

weight: 25
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apiVersion: networking.istio.io/v1alpha3
kind: VirtualService
metadata:
name: ratings
spec:
hosts:
- ratings
http:
- route:
— destination:
host: ratings
subset: vi
timeout: 10s
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apiVersion: networking.istio.io/v1alpha3
kind: VirtualService
metadata:
name: ratings
spec:
hosts:
- ratings
http:
- route:
— destination:
host: ratings
subset: vi
retries:
attempts: 3
perTryTimeout: 2s




Circuit breakers

1 apiVersion: networking.istio.io/v1alpha3
2 kind: DestinationRule

3 metadata:

4 name: reviews

O spec:

6 host: reviews

I subsets:

8 - name: vi

9 labels:
10 version: vi
11 trafficPolicy:
12 connectionPool :
i tep:
14 maxConnections: 100




Fault injection

Delays: 3agep>XKu - 3T0 OLUNOKM CUHXPOHM3AUUN. OHU UMUTUPYIOT

YBEMMUYEHHYIO 3a4€PXKY B CETU UNN NMeperpy>XeHHbIN
BOCXO4ALLMIN cepBUC.

Aborts: OHN NMUTUPYIOT COOM B BbILLECTOALLUUX CEPBUCAX.

[1lpepbiBaHMA 0ObIYHO NPOABAAIOTCSH B Buae Kogos ownbok HTTP
nnn céoes coeanHeHmna TCP.




Fault injection

1 apiVersion: networking.istio.io/v1alpha3
2 kind: VirtualService

3 metadata:

4 name: ratings

O spec:

6 hosts:

I - ratings

8 http:

9 - fault:
10 delay:
11 percentage:
12 value: 0.1
13 fixedDelay: 5s
14 route:
15 — destination:
16 host: ratings
17 subset: vi




Control plane. Citadel
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Control plane. Citadel

o Security by default. He TpebyeTCca HUKaKNX M3MEHEHUIW O KOAA
NPUNOXEHUA N MHPACTPYKTYPbI

e Defense in depth: nHTerpauna c CywecTBylOWNMN CUCTEMAMU
Oe3onacHoOCTU ang obecnevyeHna HECKOMbKUX YPOBHENW 3aLLUNThI

o Zero-trust network. cosgaHune pelweHunn ans 6e3onacHoOCTM B
HEeHaOEeXHbIX CeTaX




Citadel. Policies

e OrpaHuyeHune Tpadumka K cepBucy

e 3anpertbl, 6eble N YEPHbIE CNNCKK, ANA OrPaHNYEHNSA JOCTYMNOB K
cepBucam

e Header rewrites and redirects

apiVersion: "authentication.istio.io/vialphal"
kind: "Policy"
metadata:
name: "reviews"
spec:
targets:
— name: reviews
peers:
- mtls: {}
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Control plane. Citadel
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Istio system

$ kubectl get pods -n istio-system

NAME READY  STATUS RESTARTS  AGE
grafana-T77b49c55db-bwrdd 1/1 Running 0 79m
istio-citadel-T7f7df4c54c-nvghw 1/1 Running %] 79m
istio-cleanup-secrets-1.1.16-69txj 0/1 Completed % 79m
istio-egressgateway-859c9669£f6- j2sh6 1/1 Running 9 79m
istio—galley-75c8db7664-9t1hx 1/1 Running 0 79m
istio-grafana-post-install-1.1.16-wn7zm 0/1 Completed 9 79m
istio-ingressgateway-6£f4£f495fb9-rs8rh 1/1 Running 9 79m
istio-pilot-59b88875¢cT-bTnf4 2 Running 0 79m
istio-policy-5776cffdd5-vv2gj 2/2 Running 2 79m
istio-security-post-install-1.1.16-w26mk 0/1 Completed 0 79m
istio-sidecar-injector-769fff8b78-scxmh 1/1 Running 0 79m
istio-telemetry-7b7fbf56cc-jgpzk 2/2 Running 2 79m
istio-tracing-595796¢cf54-ctggt 1/1 Running % 79m
kiali-5c¢584d45f6-5jxbn 1/1 Running 0 79m
prometheus-5fffdf8848-ntrkx 1/1 Running 0 79m
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Traffic control




Load balancing
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Load balancing

e Random: Requests are forwarded at random to instances in the pool.
e Weighted: Requests are forwarded to instances in the pool according

to a specific percentage.
e Least requests: Requests are forwarded to instances with the least

number of requests.

Envoy load balancing_ documentation



https://www.envoyproxy.io/docs/envoy/v1.5.0/intro/arch_overview/load_balancing

Load balancing. Example

1 apiVersion: networking.istio.io/v1alpha3
2 kind: DestinationRule

3 metadata:

4 name: my-destination-rule
O spec:

6 host: my-svc

I trafficPolicy:

8 loadBalancer:

9 simple: RANDOM

10 subsets:

11 - name: vi
12 labels:
13 version: vi
14 - name: v2
15 labels:
16 version: v2
17 trafficPolicy:
18 loadBalancer:
19 simple: ROUND_ROBIN
20 - name: v3
21 labels:

22 version: v3




Observability




Tracing

Duration: Services: [§

Depth: @ Total Spans: )
Expand All Collapse All

details.default x1 productpage.default x3 ] ratings.default x1 | reviews.default x2

Services

12.274ms 24.547ms 36.821ms 49.094ms 61.368ms
.61.368ms : productpage.default.svc.cluster.local:9080/productpage . . .
. 59.545ms : productpage.default svc.cluster local:9080/productpage - :
. 3.800ms : details.default.svc.cluster.local:9080/*
. 2.718ms : details.default.svc.cluster.local:9080/*
-

43.231ms : reviews.default.sve.cluster.local:9080/*
=

reviews.default

ratings.default

42.061ms : reviews.default.svc.cluster.local:9080/*

- : ratings.default.sve.cluster.local:9080/*

3ms : ratings.default.svc.cluster.local:9080/*

Distributed Trace for a single request




Proxy-level Metrics

envoy_cluster_internal_upstream_rq{response_code_class="2xx",cluster_name="xds-grpc"} 7163
envoy_cluster_upstream_rq_completed{cluster_name="xds—grpc"} 7164
envoy_cluster_ssl_connection_error{cluster_name="xds—-grpc"} @
envoy_cluster_lb_subsets_removed{cluster_name="xds—grpc"} @

envoy_cluster_internal_upstream_rq{response_code="503",cluster_name="xds—grpc"} 1




Service-level Metrics

istio_requests_total{
connection_security_policy="mutual_tls",
destination_app="details",
destination_principal="cluster.local/ns/default/sa/default",
destination_service="details.default.svc.cluster. local",
destination_service_name="details",
destination_service_namespace="default",
destination_version="v1",
destination_workload="details-v1",
destination_workload_namespace="default",
reporter="destination",
request_protocol="http",
response_code="200",
response_flags="-",
source_app="productpage",
source_principal="cluster. local/ns/default/sa/default",
source_version="v1",
source_workload="productpage-v1",
source_workload_namespace="default"

} 214
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Load Testing

Cetb Istio 1.3.2 coctout n3 1000 cepsucos, 2000 sidecars. locne
3anycka tectoB Oblin NonydeHbl cnegyowmne pesynertatel npmn 70,000
3arnpoCcoB B CEKyHAY:

e Envoy proxy: 0.6 vCPU n 50 MB memory per 1000 requests per
second going through the proxy.

e |stio-telemetry service: 0.6 vCPU per 1000 mesh-wide requests per
second.

e Pilot: 1 vCPU and 1.5 GB of memory.

e Envoy proxy adds 8ms to the 90th percentile latency.




Load Testing

[MponssoautenbHoctb Data Plane 3aBuUCcUT OT MHOrmMx ¢OakTtopos,

Hanpumep:

Y1CNo KNMEHTCKUX NOAKTIOYEHN

YacTtora 3anpocos

Request size and Response size

Number of proxy worker threads

Protocol

CPU cores

Number and types of proxy filters, specifically Mixer filter.
The latency, throughput, and the proxies’ CPU and memory
consumption are measured as a function of said factors.




Latency

latency, milliseconds

istio-1.3 p90, 1000QPS over 240 seconds
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Ccbinku

e Service mesh ona MMKPOCEPBUCOB

e bnor ns 12 HebonblLUMX cTaTen npo Istio

e Jlukbe3 no 3anycky lIstio
e Benchmarking Istio & Linkerd CPU at Scale



https://2018.codefest.ru/lecture/1299/
https://rinormaloku.com/istio-an-introduction/
https://habr.com/ru/company/southbridge/blog/441616/
https://medium.com/@michael_87395/benchmarking-istio-linkerd-cpu-at-scale-5f2cfc97c7fa

Ccbinku
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