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e MeTpukun npepocrtaBnsgemMole Kubernetes

e KOMMOHEHTbI MOHUTOPUHIA

e O630p OCHOBHbIX METPUK

e MOHUTOPWUHI AONOMHUTENIbHbIX KOMMNOHEHTOB
e Prometheus




MeTpunku " MOHUTOPUHT

OnuncaHue BCcex KOMMOHEHTOB MOHUTOPUHIa, N Kak

ero ncnoj/ib3oBaTtb OrMMCaHbl B JOKYMEeHTe

"Kubernetes monitoring architecture"



https://github.com/kubernetes/community/blob/master/contributors/design-proposals/instrumentation/monitoring_architecture.md

MeTpunku " MOHUTOPUHT

e Pipelines

= Core metrics pipeline

o Kubelet

o Resource estimator
o Metrics-server

o APl server

= Monitoring pipeline

o Expose metrics to end-users




MeTpunku " MOHUTOPUHT

o Metric-server npepocrtaBndaeTt aaHHble gna HPA yepes agantep

e Micnonb3oBaHue "Infrastore" B kauecTBe XpaHunumiia gaHHbIX

e [lonb3oBarTeibCkne CUCTEMbl MOHUTOPUHIa HE B3aUMOLENCTBYIOT
Hanpamyto ¢ metric-server

e CcAdvisor go/mkeH ObITb ICTOYHUKOM METPUK KOHTENHEPOB

e Bce KOMNOHEeHTLI k8s O0/MKHbI NpeaocTaBnATb (€CNN AOKHbI)
MEeTpUKM B popmarte npurogHom gna Prometheus




MeTpunku " MOHUTOPUHT

Monitoring architecture proposal: OSS
(arrows show direction of metrics flow)

Notes
1. Arrows show direction of metrics flow.
2. Monitoring pipeline is in blue. It is user-supplied and optional.
3.  Resource estimator should be user-replaceable.
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MeTpunku " MOHUTOPUHT

MOHUTOPUHI HOA K/lacTepa

e Core metrics

= CPU
= RAM
= Disk
= Network




Noaxoabl K MOHUTOPUHTY

e The Four Golden Signals
e The USE Method
e The RED Method




The Four Golden Signals

NMoaxoa 6bin o3By4YeH B "SRE Handbook"

Latency — Bpema HeoOxoanmMmoe Ha 00CyXXUBaHME 3arnpoca
Traffic — KonnyecTtBo 3anpocoB OTrnpaB/isgeMbiX Ha BaLlly CUCTEMY
Errors — Konnyectso owinbok

Saturation — Hackonbko nonoH Baw cepsuc *_*



https://landing.google.com/sre/books/

The Four Golden Signals

latency traffic

errors saturation




The USE Method

[Nopxon 3By4nMn bpeHaaH [par

e Resource - BCe KOMMOHEHTbI (Pn34EeCKOro\BMpTYyasibHOro cepBepa
(CPU, Disk, RAM, etc.)

o Utilization - BpeMa KOTOpoOe 3aTpayvnBaEeT pecypc Ha BbIMO/IHEHUE
3a4ad

e Saturation - noka3saTtenib yKa3sbIiBaloLWMN HA KOJTMYECTBO TACKOB
KOTOpPbIE HE MOTYT ObITb BbINOJ/THEHLI, MPWX 3TOM Nonagas B o4epeab

e Errors - KONIM4eCcTBO OLLINOOK



http://www.brendangregg.com/usemethod.html

The RED Method

MNoaxon oseyvuun Tom Bunku

The USE method is for resources and the RED method is for my services

e Rate - kKonmMyecTBO 3aNpPOCOB B CEKYHAY
e Errors - KonnMuyecTBO 3aMpoCcoB 3aBEPLUMBLUMXCA C OLUMOKO
e Duration - Konn4yecTBO BpeMs 3aHMMaero 3anpocamu



https://youtu.be/TJLpYXbnfQ4

MounuTtopuHr CPU

3arpy3ka CPU gna Bce pexunmoB paboThbl (user, system, nice, idle,

iowait, guest, guest_nice, steal, soft_irq, irq)

sum(rate(
node_cpu{mode!="idle”,
mode!="iowait”,
mode ! ~”A(?:guest.x)$”
}[5m])) BY (instance)

CyMMapHOe Cconmn4yecTBo saep

count(node_cpu{mode="system"}) by (node)




MouHutopuur CPU

sum(rate(node_cpu{mode!="idle",mode!="iowait",mode!~"(?:guest.*)$"}[5m])) BY (instance)

Execute - insert metric at cursor -

Graph

Load time: 510ms
Resolution: 14s
Total time series: 10
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MouHutopuur CPU

sum(node_load1) by (node) / count(node_cpu{mode="system"}) by (node) x 100

3arpyska Hoa no konnydecrtey CPU

Load time: 270
sum(node_load1) by (node) / count(node_cpu{mode="system"}) by (node) *100| RZZquI:ir:;- 1 4sms
p :

Execute - insert metric at cursor - s

Graph  Console

Total time series: 12
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MoHuTopuHr RAM

sum(node_memory_MemFree + node_memory_Cached + node_memory_Buffers)

1 - sum(node_memory_MemAvailable) by (node) / sum(node_memory_MemTotal) by (node)

@ Load time: 106ms
Resolution: 14s
Total time series: 9

1 - sum(node_memory_MemAvailable) by (node) / sum(node_memory_MemTotal) by (node)

Execute - insert metric at cursor - :

Graph = Console

- 1h + « | Until » Res. (s) O stacked
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MoHuTopuHr RAM

e node_edac_correctable_errors_total

e node_edac_uncorrectable_errors_total
e node_edac_csrow_correctable errors_total
e node_edac_csrow_uncorrectable errors_total




MoHutopuHr Disk

e Capacity

e Throughput

sum(node_filesystem_free{mountpoint="/"}) by (node, mountpoint) /
sum(node_filesystem_size{mountpoint="/"}) by (node, mountpoint)




MoHutopuHr Network

MOHUTOPUHI BCEro Tpadunka

sum(rate(node_network_receive_bytes[5m])) by (node) +
sum(rate(node_network_transmit_bytes[5m])) by (node)

MOHUTOPUHI oWNOOK

sum(rate(node_network_receive_drop[5m])) by (node) +
sum(rate(node_network_transmit_drop[5m])) by (node)




MoHuTopuHr (MeTpukmn KOHTENMHEPOB)

e Kubelet npepgocrtaBnsger MeTpukm AOCTYMHbIE NO /metrics

e Cadvisor => cgroups
e CPU, RAM, DISK, Network




MoHutopuHr KoHtenHepol CPU

e container_cpu_user_seconds_total - obuiee nosib3oBaTebCKoOe

BpeMma (user ns)

e container_cpu_system_seconds_total - obuiee cncteMHoe BpeM4
(kernel ns)

e container_cpu_usage_seconds_total - cymma




OHUTOPUHI KOHTEenHep

sum(

rate(container_cpu_usage_seconds_total [5m]))

by (container_name)

sum(rate(container_cpu_usage_seconds_total[5m])) by (container_name)

Execute - Insert metric at cursor - v
Graph =~ Console
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MoHutopuHr KoHtenHepol CPU

e container_cpu_cfs_throttled_seconds_total

sum(
rate(container_cpu_cfs_throttled_seconds_total[5m]))
by (container_name)

MOHUTOPUHI BPEMEHU KOraa Halln KOHTEeUHepPbI
Ha4YuHaT "TPOTANTL"




MoHutopuHr KontenHepol RAM

e container_memory_working_set_bytes

sum(container_memory_working_set_bytes{name!~"POD"})
by (name)

OOMkiller Bce Bugnt *_*




MoHutopuHr KoHtenHepsbl DISK

e container_fs_io_time_seconds_total

e container_fs_io_time_weighted_seconds_total

sum(rate(container_fs_writes_bytes_total[5m])) by (container_name,device)
sum(rate(container_fs_reads_bytes_total[5m])) by (container_name,device)




MoHuTtopuHr KoHntenHepbl Network

sum(rate(container_network_receive_bytes_total[5m])) by (name)
sum(rate(container_network_transmit_bytes_total[5m])) by (name)

e container_network_receive_packets_dropped_total

container_network_transmit_packets_dropped_total
container_network_receive_errors_total

e container_network transmit_errors_total




MoHutopuHr K8s API Server

Request Rates and Latencies

Performance of controller work queues

Etcd helper cache work queues and cache performance
General process status (File Descriptors/Memory/CPU Seconds)
Golang status (GC/Memory/Threads)




MoHutopuHr K8s API Server

— job_name: kubernetes-apiservers
scrape_interval: 10s
scrape_timeout: 10s
metrics_path: /metrics
scheme: https
kubernetes_sd_configs:
— api_server: null
role: endpoints
namespaces:
names: ||
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
relabel_configs:
- source_labels: [__meta_kubernetes_namespace
__meta_kubernetes_endpoint_port_name]
separator: ;
regex: default;kubernetes;https
replacement: $1
action: keep

meta_kubernetes_service_name,

Y A—




MoHutopuHr K8s API Server

3anpocbkl: WATCH, PUT, POST, PATCH, LIST, GET, DELETE, and
CONNECT

sum(rate(apiserver_request_count[5m])) by (resource, subresource, verb)

Errors

rate(apiserver_request_count{code=~"~(?:5..)%$"}[5m]) / rate(apiserver_request_count[5m])

Duration

histogram_quantile(0.9, sum(rate(apiserver_request_latencies_bucket[5m]))
by (le, resource, subresource, verb) ) / 1e+06




MoHutopuHr K8s API Server

APIServiceRegistrationController

o APIServiceRegistrationController_adds - Konm4yecTBO HOBbIX COObITU
(rate)

o APIServiceRegistrationController_depth - pasmep pabouen ouepean

o APIServiceRegistrationController_queue_latency - KBaHTUIN METPUKN
3a BpemMa NpoBeaeHHOE B o4epean

e APIServiceRegistrationController_queue_latency_count - konM4yecTso
3/1EMEHTOB B o4epenu (C MOMeHTa nocnegHero rnepesanycka)

o APIServiceRegistrationController_queue_latency_sum - Bce Bpem4
NpoBedeHHOE B ouepeau

L -



MoHutopuHr K8s API Server

e APIServiceRegistrationController_retries - konn4ecTtBo NonbITOK
nepesanycka 3agaHuni

e APIServiceRegistrationController_duration - cogep>XxuT KBaHTUU
CyMMapHon BpeMeHn o6paboTku

e APIServiceRegistrationController_duration_count - konindectso
31EeMEHTOB B paboyen ovepeaun

e APIServiceRegistrationController_duration_sum - cymma Bcex
NeprnoaoB BbINO/THEHUS




MoHutopuHr K8s API Server

e etcd_helper_cache_entry_count - KONM4ecTBO 3/71IEMEHTOB B K3LlE

e etcd_helper_cache_hit_count - kKoniM4yecTBO 3aNpPOCOB B K3LU

e etcd_helper_cache_miss_count - KONMYeCTBO HEYyAaYHbIX 3aNpPOCOB K
KLy

e etcd_request_cache_add_latencies_summary - KONIM4EeCTBO BPEMEHM
B MK C Ha gobaB/ieHne B K3LWU




MoHutopuHr K8s API Server

e etcd_request_cache_add_latencies_summary_count - KONIM4eCTBO
3/1EMEHTOB B K3alle

e etcd_request_cache_add_latencies_summary_sum - BCe BpeM4A
noTpayveHHoe Ha gobaBneHne 3/1IEMEHTOB B K3LU

e etcd_request_cache_get_latencies_summary - KONM4YeCTBO BPEMEHM
B MK C 3aTpayeHHOEe Ha NnoJly4dyeHne 3/IEMEHTOB M3 K3LLAa

e etcd_request_cache_get_latencies_summary_count - cymmapHoe
Konn4yecTtBo 3anpocoB GET 13 k3wwa

e etcd_request_cache_get_latencies_summary_sum - cymmapHoe
KO/INYECTBO BPEMEHM B MK C 3aTpa4vyeHHOE Ha NojlydyeHne 3N1EMEHTOB
N3 KILWA

B .



Mounutopudr ETCD

IocTtynHo noapobHoe onmcaHne BCEX METRUK

— job_name: etcd
static_configs:
- targets: ['etcd-a.xxxx.xxxx:4001']

e Leader existence and leader change rate

e Proposals committed/applied/pending/failed
e Disk write performance

Inbound gRPC stats

Intra-cluster gRPC stats



https://github.com/etcd-io/etcd/blob/master/Documentation/metrics.md

Mounutopudr ETCD

OtcnexunBaHue nnaepa etcd_server_has_leader

IF etcd_server_has_leader{job="etcd"} ==

etcd_server_leader_changes_seen_total

sum(rate(etcd_server_leader_changes_seen_total[5m]))

IF increase(etcd_server_leader_changes_seen_total{job="etcd"}[1h])




Mounutopudr ETCD

e etcd_server_proposals_committed_total

e etcd_server_proposals_applied_total
e etcd_server_proposals_pending
e etcd_server_proposals_failed_total

etcd_server_proposals_failed_total{job="etcd"}[1h]) > 5




Mounutopudr ETCD

e etcd_disk_wal_fsync_duration_seconds_bucket

e etcd_disk _backend_commit_duration_seconds_bucket

etcd_disk_wal_fsync_duration_seconds_bucket[5m])) > 0.5
etcd_disk_backend_commit_duration_seconds_bucket[5m])) > 0.25

e etcd_grpc_total
e etcd_grpc_requests_failed_total




MoHutopuHr Kube-state-metrics

e 3Ha4YeHnda anga BCceX TMNOB OO BbEKTOB

e Bce MeTKN 1 nx 3Ha4YeHns CBA3aHHbIe C KaXXblM OObEKTOM

e Bpemsa cosgaHna ana Bcex o0beEKTOB

e O6Wwaa nHopmauma cneundunyHaa ana Kaxxagoro oobekTa

e [lpyrne coCctosHuA cneundunyHbie ans onpeaeneHHoro oo0bLekTa

count (kube_pod_status_phase{phase="Running"})
count (kube_pod_status_phase{phase="Failed"})




Buabl dhepnepaunn:

e Hierarchical federation
e Cross-service federation




Prometheus

scrape_configs:
— job_name: 'federate'
scrape_interval: 15s

honor_labels: true
metrics_path: '/federate'

params:
"match[]"':
- '{job="prometheus"}"'
- '"{__name__=~"job: .x"

static_configs:
- targets:
— 'source-prometheus-1:9090'
— 'source-prometheus-2:9090'
— 'source-prometheus-3:9090'




MOHUTOPUHI U METPUKHU

A Kakue elle MeTpUKU MOryT ObiTb BaXHbI?

Ona Kkoro BaXXHbli?




MOHUTOPUHI U METPUKHU

e [1lnaTtpopmeHHaa komaHaa

= MeTpukn nnatpopmbl 1 ee KOMMNOHEHTOB
= BOo3MOXHO oOLWwme MeTpukm 0O0beKTOB NNaTtopMbl

e [1poaykTOBas KOMaHAa

= KonmyecTtBo pecypcoB NnotpebnsgeMbiX OO bEKTOM
m KO/NMM4ecTBO pecTtapTtoB 0ObeKTa

= 5XX
» BHYyTpEeHHME MeTpUKM OObEKTA

e bysHecc

= MeTpukun cgenaHHble UCcKn4vnTenbHo ang 6msHeca *_»

L -



HemHoro npo gawéopasbl

Kak XpaHuTb 1 pacnpocTpaHATb gawoéopabi????

Name Last commit
@ dashboards New helmfile
@ templates Grafana dashboards chart rename
(3 .helmignore Grafana dashboards chart rename

(2] Chartyaml Grafana dashboards chart rename




HemHoro npo aawéopasbi

{{- $files := .Files.Glob "dashboards/*.json" }}
{{- if $files }}
apiVersion: vl
kind: ConfigMapList
items:
{{- range $path, $fileContents := $files }}
{{- $dashboardName := regexReplaceAll "(~.%/)(.x)\\.json$" $path "${2}" }}
- apiVersion: vl
kind: ConfigMap

metadata:
name: {{ $dashboardName | trunc 63 | trimSuffix "-" }}
labels:
grafana_dashboard: "1"
data:
{{ $dashboardName }}.json: {{ $.Files.Get $path | toJson }}
{{- end }}

{{- end }}




HemHoOro npo anepTuHr

I rules Mew helmfile
B templates Fix prom rules
B .helmignare Infra-service. Init

B Chartyaml Infra-service. Init




HemHoOro npo anepTuHr

prometheusRules-list.yaml

{{- sfiles := .Files.Glob "rules/=.yaml" }}
{{- 1f sfiles I}
aplVersion: vl
kind: List
1tems:
{{- range gpath, sfileContents := $files }}
{{- sprometheusRuleName := regexReplaceAll "(~.#/)(.*)\\.yaml$" spath "s{2}" }}
- gplVersion: monitoring.coreos.com/vl
kind: PrometheusRule
metadata:
name: prometheus-{{ $prometheusRuleName | trunc 62 | trimSuffix "-" }}
labels:
app: promatheus
spec:
{{- $.Files.Get $path | nindent 6}}
{{- end }7}
i{- end }}




HemHoOro npo anepTuHr

nodes.rules.yaml

groups:
- name: nodes
rules:
- alert: NodeCreated
expr: sum(kube node info offset 3m) < sum(kube _node info)
for: Im
labels:
severity: warning
annotations:
summary: "Cluster autoscaled. New node created”
- alert: NodeDeleted
expr: sum(kube node info offset 3m) = sum(kube node info)
for: 1Im
labels:
severity: warning
annotations:
summary: "Cluster autoscaled. Node deleted"




HemHoOro npo anepTuHr

kubernetes-resources.rules.yaml

groups:
- name: kubernetes-resources
rules:
- alert: KubeCPUOvercommit
annotations:
message: Cluster has overcommitted CPU resource requests for Pods and cannot
tolerate node failure.
runbook_url: https://github.com/kubernetes-monitoring/kubernetes-mixin/tree/master/ runbook .md#alart-name-kubecpuove rcommit
expr: |-
sum{namespace :kube_pod container resource requests cpu_cores:sum)
/
sum(kube node status_allocatable cpu_cores)
=
(count(kube_node_status_allocatable_cpu_cores)-1) / count(kube_node_status_allocatable_cpu_cores)
for: 5m
labels:
severity: warning
- alert: KubeMemOvercommit
annotations:
message: Cluster has overcommitted memory resource regquests for Pods and cannot
tolerate node failure.
runbook_url: https://github.com/kubernetes -monitoring/kubernetes-mixin/tree/master/ runbook .md#alert-nams-kubememove rcommit

expr: |-
sum(namespace :kube_pod_container resource requests memory bytes:sum)
/
sum(kube node status_allocatable memary bytes)
=
(count(kube node status_allocatable memory bytes)-1)
/
count (kube node status_allocatable memory bytes)
for: 5m
labels:

severlty: warning




HemHoOro npo anepTuHr

prometheus-operatoryaml.gotmpl

alertmanagerspec:
replicas: 2
resources:
limits:
cpu: 28m
memory: G4M1
requests:
cpu: 1B8m
memory: 32M1i
config:
global:
resalve_timeout: 5m
route:
group_by: ['alertnams', 'job'l
group_wait: 30s
group_interval: 1m
repeat_interval: 12h
receiver: 'telegram'
routes:
- match:
severity: warning
receiver: 'telegram'
- match:
severity: high
receiver: 'telegram’
- match:
severity: critical
receiver: 'telegram'
- match:
alertname: Watchdog
receiver: 'null’
recelvers:
- name: 'telegram'
webhook_configs:
- send_resolved: True

url: http://prometheus-telegram-bot:9087/alert/{{ requiredEnv "TELEGRAM ROOM ID" }}
- name: 'null’




Prometheus xpaHeHue meTpuk

OTpenbHble XpaHnnuwa ans NUCTOPNYECKNX AAHHbIX:

Victoria Metrics
Cotrex
Thanos
Clickhouse *_*




Prometheus Victoria metrics

VICTORIA
N\ METRICS




Prometheus Victoria metrics

e [loggepxka Prometheus querying API (gon pacwmnpeHus)
e BbIiCOKUI YypOBEHbL CXaTu4

e OnTMM3lauma noa "MegneHHble" XpaHunnLla

e 3awwmTa ort kill -9 A_A

e KnacrtepHas Bepcus




Prometheus Cortex

cortex




Prometheus Cortex

e [Opu3oOHTaNbLHOE MacluTabmnpoBaHue

e Bbicokaa goCTynHOCTb
e Multi-tenant
o XpaHunuuie gonroCcoYHbIX gaHHbIX




Prometheus Thanos




Prometheus Thanos

BbinonHeHne 3anpocoB KO BCEM MOAK/IOYEHHbLIM prometheus 13
OQHOWN TOYKMU

[1poBepKa N CINAHNE METPUK MOSTYHEHHbIX OT MHCTANNALNN
prometheus HA

Yckopee 3anpocoB K "ctapbiM" AaHHbIM

Kpocc-knactepHasa heaepauns

OTkasoycronymBas MapLipyTnsaums 3anpocos

gRPC B kauecTBe Store API ong goctyna Ko BceM coOpaHHbIM

MeTpuKam




Prometheus Thanos

Thanos Query Thanos Starne Gateway Thanos Compact
Store AP Store AP Ratenfion
[]
Gratana | AP Clients I—‘ Prometheus l— Diownsample
| Cuery API
T
Web LI Bucket Store Compaction
quary matrics in
chinct starage
Thanos Ruler Compact & Dewnsample blocks
Store AR
push alerts
| Currently Supported:
| Rule Evaluation | . Google Cloud Storage
- 53 compafible via minio: AWS 53,

Ceph, DO, others.
- Azure Blob Storage
. OpenStack Swift
- Tencent COS

1
Shipper

quary recent memics
piizh slerts
F Sarver Thanos Sidecar
_ | StoreAP|
o kS
z & B
&
g || B L2 —— gRFC
I & E Upioad TSOB Blocks — HTTP
— & Shipper
i

Prom [ Job | Exporier .
L Replica: & —

|ws




