OTUS

OHnanH-obpasoBaHue



He 3a6bis1 BKAKOYUTD 3aMnuchb



MeHA xopoluo BUAHO && CNbILHO?

CTtaBbTe NJIFOCbI, EC/IN BCE XOPOLLUO
HanuwuTte B 4aT, ecnm ecTb NpoodaemMbl



MOHUTOPUHI k8S



e MeTpukun npegocrtaBnsiemMmbie Kubernetes

e KOMMOHEHTbI MOHUTOPUHTA

e 0O630p OCHOBHbIX METPUK

e MOHUTOPWUHI AOMOJSIHUTENIbHbIX KOMMNOHEHTOB
e Prometheus

e Prometheus operator

e ANbTepHaTUBHbIW onepaTop



ONMMCAHWE BCEX KOMITOHEHTOB
MOHWUTOPUHIA, N KAK EI'O UCTOJIb30OBATb
OMMNCAHbI B JOKYMEHTE

KUBERNETES MONITORING
ARCHITECTURE


https://github.com/kubernetes/community/blob/master/contributors/design-proposals/instrumentation/monitoring_architecture.md

MeTpUKN U MOHUTOPUHT

PIPELINES
e Core metrics pipeline
o s Kubelet
o = Resource estimator
o = Metrics-server
° = APl server

Monitoring pipeline
o = Expose metrics to end-users



Metric-server npegocTaBndeT gaHHble ana HPA yepes
apanTtep

Ncnonb3oBaHue "Infrastore” B kKayecTBe XxpaHuauLia gaHHbIX
[Tonb3oBaTenbCckne cucteMbl MOHUTOPUHIA He
B3aMMOLENCTBYIOT HaNpAMYH ¢ metric-server

cAdvisor gonkeH 6bITb NICTOYHUKOM METPUK KOHTEMHEPOB
Bce koMnoHeHTbI k8s A0/KHbI NpefocTaBnAThb (ecnu
N00JDKHbI) METPUKKN B hopmaTe npurogHom ans Prometheus



MeTpUKN U MOHUTOPUHT

e Core metrics
0 = CPU
0 = RAM
o = Disk
o = Network



[MoaxoAbl K MOHUTOPUHIY

e The Four Golden Signals
e The USE Method
e The RED Method




The Four Golden Signals

[Noaxopn 6b1n 03By4YeH B 'SRE handbook®

e Latency — Bpems HeobxoamMmoe Ha 0bCcny)XmMBaHUe 3arnpoca

e Traffic — KonnyecTtBO 3anpocoB OTNpaBfiieMbIX Ha Bally
CUCTEMY

e Errors — KonnyecTtBo olMH60K

e Saturation — Hackonbko nosioH Bawl cepsuc *_*


https://landing.google.com/sre/books/

The USE Method

[logxon o3By4mnn bpeHaaH ['par

e Resource - Bce KOMMNOHEHTbI (PU34ECKOro\BUpPTYyasibHOro
cepBepa (CPU, Disk, RAM, etc.)

e Utilization - BpeMs KOTOpOe 3aTpaymMBaeT pecypc Ha
BblMNOJIHEHMe 3ajau

e Saturation - nokasaTtenb yKasbiBaloLLMM Ha KOJINYECTBO
TaCKOB KOTOpble He MOryT 6bITb BbINOJIHEHbI, MPU 3TOM
nonagas B oyepenb

e Errors - KonnyecTBo oWKNH60K


http://www.brendangregg.com/usemethod.html

The RED Method

[Togxon o3By4nn TomM Bunku

The USE method is for resources and the
RED method i1s for my services

e Rate - KONM4YeCTBO 3aNpoOCOB B CEKYHAY

e Errors - KonmM4yecTBO 3aNpOCOB 3aBEPLUMBLLNXCHA C OLLNOKOWM

e Duration - KOnM4yecTBO BPpEMEHU KOTOPOE 3aHNMAET KaXXAbIU
3anpoc


https://www.youtube.com/watch?v=TJLpYXbnfQ4&feature=youtu.be

MoHuTopuHr (MeTpukmu

KOHTENHepoB)

o Kubelet npepgoctaBnser MeTpmku AOCTYMHbIE NO /metrics
e Cadvisor => cgroups
e CPU, RAM, DISK, Network



MoHuTopuHr KontenHepboi CPU

e container_cpu_user_seconds_total - o6Lee
nosib3oBaTesIbCcKoe BpeMs (user ns)

e container_cpu_system_seconds_total - obLiee cucteMHoe
Bpewms (kernel ns)

e container_cpu_usage_seconds_total - cymma



MoHuTopuHr KontenHepol CPU

sum(rate(container cpu cfs throttled seconds total[5m]))
by (container name)

MOHUTOPWHI BPEMEHW KOI'JA HALLW
KOHTEMHEPBI HAYMHAIOT "TPOT/INTb"




MoHuTopuHr KontenHepol RAM

e container_memory_working_set_bytes

sum(container memory working set bytes{name!-~ })

by (name)

OOMKILLER BCE BUOWT *_*



MoHuTopuHr KontenHepbi DISK

e container_fs_io_time_seconds_total
e container_fs_io_time_weighted_seconds_total

sum(rate(container fs writes bytes total[5m])) by (container name

sum(rate(container fs reads bytes total[5m])) by (container name,



MoHuTopuHr KoHtenHepbl Network

sum(rate(container network receive bytes total[5m])) by (name)
sum(rate(container network transmit bytes total[5m])) by (name)

container_networ
container_networ
container_networ
container_networ

K_receive_packets_dropped_total
K_transmit_packets_dropped_total
K_receive_errors_total

kK_transmit_errors_total



MoHuTopuHr K8s API Server

Request Rates and Latencies

Performance of controller work queues

Etcd helper cache work queues and cache performance
General process status (File Descriptors/Memory/CPU
Seconds)

Golang status (GC/Memory/Threads)



MoHuTopuHr ETCD

e Leader existence and leader change rate

e Proposals committed/applied/pending/failed
e Disk write performance

Inbound gRPC stats

Intra-cluster gRPC stats
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Prometheus operator

e Helm chart
o Official repo
e BKaTUTb ero pykamu *_*



Prometheus operator values.yaml

prometheus:
prometheusSpec:
retention: 3d

serviceMonitorNamespaceSelector: {}

serviceMonitorSelectorNilUsesHelmValues: false
serviceMonitorSelector: {}

grafana:
adminPassword: XXXXXXXXXXXXXXXXXXXX




Prometheus operator

SERVICE MONITOR

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: example-app
labels:
team: frontend

spec:
selector:
matchLabels:
app: example-app
endpoints:
- port: web







