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[lpaBuna sebuHapa

D

AKTUBHO y4yacTBYeM

3afaeM BONpocC B YaT UK FO1I0COM

Off-topic obcyxnaem B Slack #kaHan rpynnbl unu #general

Bonpochbl BUXXY B YyaTe, MOry OTBETUTb He cpasy



KapTa Kypca

1 Knaccmnyeckoe nornmposaHume
B Linux

3 ELK cTak = T

2 Cuctembl NormpoBaHnMA
(ELK, EFK, Graylog?2) S



MapLwipyTt Be6buHapa
Bo3amoxHocTu Logstash

¥

Ocob6eHHOCTHU aKcnyaTauun

¥

¥




Llenn Be6m-|apa | Mocne 3aHsATMA BbI cMOXeTe

1 OueHUTb 3agaun, peliaeMble MUHCTPYMEHTOM
2 [Tncatb KOHPUrypaymo

3 CMoTpeTb pesynbTaTthbl B Kibana



CMbichn | 3auem Bam 370 YMETb

npeo6pa3oBaHuIO JIOroB, HO ero HaJo yMeTb

1 Logstash — MOLLHbIN MHCTPYMEHT Mo
KOH(MUrypmupoBaTb

[MpaBuNbHbIN NOAX0A K BbIBOPY UHCTPYMEHTOB
No3BOMUT 3DPEKTUBHO pellaTb 3aja4un
0O6paboTKN NOroB
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KpaTko npo Logstash

Mnocobl

1. Kyu4aregex nattepHoB

2. lloggep)XnBaeT MHOMO pasHbIX
NCTOYHNKOB AaHHbIX

3. Tlloggep)XunBaeT nnaruHbl

4. LleHTpannsoBaHHbIN NoaxoAa

5. Tllopaep)xmBaeT MHOro pasHbix 6a3
AaHHbIX N MPOTOKOJI0B AN
BbIXOAHbIX AAHHbIX

6. PaboTaet no http




KpaTko npo Logstash

MuHycbl

1. Pab6oTtaet no http

2. CnoXHbl N TpebyeT rnyboKoro
NOHUMaHNA NPUHUNNOB paboThbl

3. [lnaruHbl, 6bIBaET, paboTatoT
AOBOJIbHO CTPAHHO




ApXUTeKkTypa

KOMMOHEeHTbI

. Shipper

- Broker

« |ndexer

- Output storage

Shipper

Shipper

Shipper

Shipper

Broker

Indexer

Output
Storage




BHTYypeHHee yCTPOUCTBO

MannnanH J—
- Data source S E
* I n p ut Data ‘ Input Filters Output " Destination
- Filters Source —“'j — — |
- Output | |
- Destination ~— Logstash Pipeline E




Kopeku otBeyvaroT 3a 06paboTKy popmMaTa Kak BXOAHbIX AaHHbIX, Tak U
BbIXOAHbIX

* json_lines
* CSV

« java_line
« multiline
« protopuf
* Apyrne



[MpocTenwwimn npumep

input {
file {
path => “/var/log/input. log”
}
}

output {
file {
path => “/var/log/output.log”
}
}



ba3oBbleé BO3MOXXHOCTHU

INPUT FILTER OUTPUT

file grok stdout

tcp mutate file

udp date elasticsearch
kv email

multiline



INPUT file

input {
file {

type => “nginx_access”
path => [ “/var/log/nginx/*.log”, “/var/log/apache/*.log” ]
exclude => [ “*.gz”, “*.zip”, “*.rar” ]
start_position => “end”
stat_interval => 1
discover_interval => 30



INPUT tcp

input {
tcp {
type => “our_tcp_service”
##icodec => json

mode => “server” # pexum cepsepa

#mode => “client” # HaobopoT, coeanmHAeMca no aapecy
host => “10.10.10.10° # appec

port => 3337

}
}



INPUT udp

input {
udp {
type => “our_udp_service”
buffer_size => 4096
host => “10.10.10.10”
port => 3337

}
}



FILTER grok — aHanu3supyem cTpoKy

filter {
grok {

type => “nginx_access"”

#patterns_dir => "/etc/logstash/patterns/"

pattern => “%{IPORHOST:clientip} (?:-|(%{WORD}.%{WORD}))
%{USER:1dent} \[%{HTTPDATE:timestamp}\] "(?:%{WORD:verb}
%{NOTSPACE:request}(?:
HTTP/%{NUMBER:httpversion})?|%{DATA:rawrequest})" %{NUMBER:response}

(?:%{NUMBER:bytes}|-) %{QS:referrer} %{QS:agent} %{QS:forwarder}”
}
}



FILTER mutate — TpaHchopmMmupyem CTpoKy

filter {
mutate {
type => "nginx_access”
remove => [ "client" ]
rename => [ "HOSTORIP", "client_ip" ]

Sy



FILTER date — nonyyaem npaBuibHyl0 aaTty

filter {
date {
match => [ "syslog timestamp", "MMM d HH:mm:ss", "MMM dd
HH:mm:ss" ]
}
}



FILTER multiline — MHOrocTpouHbie noru

filter {
multiline {
type => "java_log"
pattern => "A\s" # 3HAK nepeHoca CTPOKW
what => "previous" # ecinm ecTb, TO CYMTAEM CTPOKY MHOIOCTPOYHOM

}
}



OUTPUT file

output {
file {
type => “syslog”
flush_interval => 5 # MHTepBan 3anucu
gzip=> true # cxumaTb ¢ann
path => “/var/log/logstash/syslog.out”
}

}



OUTPUT elasticsearch

output {
elasticsearch {

hosts => ["https://10.51.21.131:9200"]
index => "local-syslog-%{+yyyy.MM.dd}"
user => “username"
password => “pass"
ssl => true
cacert => "/etc/logstash/root-ca.pem"
ilm_enabled => false
ssl_certificate verification => false



Cnucku nnarvuHoB

Input: https://www.elastic.co/quide/en/logstash/current/input-
plugins.html

Output: https://www.elastic.co/quide/en/logstash/current/output-
plugins.html

Codec: https://www.elastic.co/guide/en/logstash/current/codec-
plugins.html



https://www.elastic.co/guide/en/logstash/current/input-plugins.html
https://www.elastic.co/guide/en/logstash/current/output-plugins.html
https://www.elastic.co/guide/en/logstash/current/codec-plugins.html
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