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MeHA xopolio BUAHO && CAbIWHO?

CTaBbTe NJIKOCbIl, €C/11 BCe XOPOLLOo
HanuwunTe B 4aT, ecnm ecTb NpobsiemMbl



[lpaBuna Be6buHapa

e AKTUBHO y4yacCTBYeM

e 3aJaeM BOMPOCHI B 4aT UM FrO1IOCOM

o Off-topic obcyxgaem B Slack #kaHan rpynnbl unu #general
e Bonpocbl BUXY B YaTe, MOry OTBETUTb He cpasy



Beats: Data shippers



MapLipyT BebUHapa

Beats: Data shippers
Heartbeat

Auditbeat
Metricbeat

Filebeat

Fluentbit



Llenu 3aHATUA

Mocne 3aHATUA Bbl CMOXKeTe:

1. [TOHATb OCHOBHbIE MPUHLMMbI PAabOTbl MOCTABLUMKOB AaHHbIX

cTteka ELK
2. YCTAaHOBUTb U HAaCTPOUTb NOCTaBLUMKN AaHHbIX

3. OcBOUTb 6a30Bble HaBbIKM aHaIN3a AaHHbIX



CmMbiICh

3ayeM BaM 3TO YMeTb:

1. YTO6bI MOHMMATb OCHOBHbIE OCOBEHHOCTN UCMNOJIb30BaHUS
Pa3/INYHbIX NOCTABLLUMKOB JaHHbIX

2. YTobbl Hanbonee apHeKTUBHO NCMOIb30BaTb N3YYEHHbIE
3N1eMeHTbl ANns coopa nMHpopmaLmn B Ballen

MHOPACTPYKType



Beats: Data shippers



Beats: Data shippers

Beats - 3T0 nocTaBLMKM AaHHbIX ANl 06paboTKn B
cTteke ELK

OCHOBHble NOCTaBLUUKWU:

e Filebeat

e Metricbeat

e Packetbeat
e Winlogbeat
e Auditbeat

e Heartbeat

e Functionbeat

https://www.elastic.co/beats/



Beats: Data shippers
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Heartbeat



Heartbeat




Heartbeat

Heartbeat - ycTaHaBnMBaeTcs Ha yganeHHbIN cepBep
M NPpOBOAUT Nepunognyeckmne npoBepKn cepsmcos

OcobeHHOCTMU:

e YMeeT nuHrosatb no ICMP. TCP n HTTP

e [logaepxunBaet TLS, ayTeHTUPUKaLMIO U NPOKCU

e M0o)XeT MOHUTOPUTb HE TOJIbKO BHYTPEHHWNE, HO U BHELLHUE
pecypchbl

e [logaep>xmBaeT BO3MOXHOCTb BbiBoAa B Logstash unmn B
6a3y Elasticsearch



Heartbeat
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YctaHoBKa heartbeat

[lo6baBnsieM K104 pernosuTopus:

Jlo6aBnsieM peno3nTopun:

cat /etc/yum.repos.d/elastic.repo

[elastic-7.X]

name=Elastic repository for 7.x packages
baseurl=https://artifacts.elastic.co/packages/7.x/yum

gpgcheck=1
gpgkey=https://artifacts.elastic.co/GPG-KEY-elasticsearch
enabled=1

autorefresh=1

type=rpm-md




YctaHoBKa heartbeat

YcTtaHaBnuBaeMm heartbeat:

yum install -y heartbeat-elastic

[TpumMmep KoHPuUrypauum heartbeat:

cat /etc/heartbeat/heartbeat.yml
heartbeat.config.monitors:
path: ${path.config}/monitors.d/*.yml
reload.enabled: false

reload.period: 5s

- type: http
urls: ["http://localhost:9200"]
schedule: '@every 10s'




[MpumMmep KoHpurypauum heartbeat

KoHpurypauus wabnoHoB 1 nHtepgpenca Kibana:

setup.template.settings:
index.number_of_shards: 1

index.codec: best_compression
setup.kibana:
host:




[MpumMmep KoHpurypauum heartbeat

KoHdurypauusa BbiBoga 1 nepeaadun CoobLLEeHUN:

output.elasticsearch:
hosts: ["localhost:9200"]

protocol: "https"
username: "elastic"
password: '"changeme"

output.logstash:
hosts: ["logstash_host:5044"]
ssl.certificate_authorities: ["/etc/pki/root/ca.pem"]
ssl.certificate: "/etc/pki/client/cert.pem"
ssl.key: "/etc/pki/client/cert.key"

[lpoBepka KoHPUrypauumn heartbeat:

heartbeat test config




Balwin Bonpocbl?
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Auditbeat - cobupaeTt 1 nepegaeT coobbITUS
nyénukyemble Linux Audit Framework (auditd)

OcobeHHOCTMU:

e CH60p cobbITUI Be30nacHOCTU cepBepa

e CH0p Nt0bbIX KACTOMHbIX COObITUN cepBepa

e [logaep>xmBaeT BO3MOXHOCTb BbiBoAa B Logstash nnmn B
6a3y Elasticsearch



Auditbeat
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YctaHoBKa auditbeat

YcTtaHaBnuBaeM auditbeat:

yum install -y auditbeat

[TpumMmep KoHPUrypaumm auditbeat:

cat /etc/auditbeat/auditbeat.yml

auditbeat.modules:

- module: auditd
audit_rule_files: [ '${path.config}/audit.rules.d/*.conf' ]
audit_rules: |

- module: file_integrity

paths:

- /bin

- /usr/bin
- /sbin

- /usr/sbin
- /etc




YctaHoBKa auditbeat

[MTpumep KoHpurypaumm auditbeat:

- module: system
datasets:
- host
- login

- package
- process
- socket

- user



YctaHoBKa auditbeat

[MTpumep KoHpurypaumm auditbeat:

state.period: 12h

user.detect_password_changes: true

login.wtmp_file_pattern: /var/log/wtmp*
login.btmp_file_pattern: /var/log/btmp*
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Metricbeat



Metricbeat

Metricbeat - cobupaeTt 1 nepepgaeT METPUKHK C
cepBepa 1 CEPBUCOB, KOTOPbIE 3aryLleHbl Ha 3TOM
cepBepe

OcobeHHOoCTHU:

e C60p MeTpuK no noacuctemam cepeepa (CPU, namaTb,
LOVCKMW, CETDb)

e C60p METPUK pacnpocTpaHeHHbIx cepBucoB (apache, nginx,
mysql, docker, kubernetes)

e [logaep>xmBaeT BO3MOXHOCTb BblBoAa B Logstash unmn B
6a3y Elasticsearch



Metricbeat
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YctaHoBKa metricbeat

YcTtaHaBnuBaeM metricbeat:

yum install -y metricbeat

[Tpumep KoHPUrypaymm metricbeat:

cat /etc/metricbeat/metricbeat.yml
metricbeat.config.modules:
Glob pattern for configuration loading
path: ${path.config}/modules.d/*.yml

Set to true to enable config reloading
reload.enabled: false

Period on which files under path should be checked for ...
reload.period: 10s




YctaHoBKa metricbeat

[TpumMmep KoHPUrypauymm metricbeat:

setup.template.settings:
index.number_of_shards: 1
index.codec: best_compression

setup.kibana:
host: "elk-lab-main:5601"

output.elasticsearch:
hosts: ["elk-lab-main:9200"]




YctaHoBKa metricbeat

BkitoueHne moaynen metricbeat nginx n mysql:

cd /etc/metricbeat/modules.d/

mv nginx.yml.disabled nginx.yml
mv mysqgl.yml.disabled mysqgl.yml

[ns nginx: He 3abbITb HacTpouTb stub location

[na mysql: HacTpouTb AOCTYMN B 6a3y NOSIb30BaATESIO



Balwin Bonpocbl?
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Filebeat - ocHoBHOM nocTaBWKMK AaHHbIX B ELK

OcobeHHOoCTHU:

e HbonblloOe KoNMYyecTBO BapnaHToB BBOAA AaHHbIX (files,
syslog, stdin, docker, json, MQTT, netflow)

e BO3MOXHOCTb 6a30BOW (punabTpaumm n mogndukauum
COObLEeHUN

e BOo3MOXHOCTb BbiBOoAa B Logstash unu B 6a3y Elasticsearch
HarMpaMYyro



Filebeat
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YctaHoBKa filebeat

YctaHaBnmBaeM filebeat:

[Mpumep KoHpurypauum filebeat:

cat /etc/filebeat/filebeat.yml
- type: log
enabled: true
paths:
- /var/log/nginx/access. log

fields:

service: nginx_access
fields_under_root: true
scan_frequency: 5s




[Mpumep KoHPurypauum filebeat

KoHpurypauua moayneun n wabrioHoB:

filebeat.config.modules:

# Glob pattern for configuration loading
path: ${path.config}/modules.d/*.yml

# Set to true to enable config reloading
reload.enabled: false

setup.template.settings:
index.number_of_shards: 3




[Mpumep KoHPurypauum filebeat

KoHdurypauusa BbiBoga 1 nepeaadun CoobLLEeHUN:

output.elasticsearch:
hosts: ["localhost:9200"]

protocol: "https"
username: "elastic"
password: '"changeme"

output.logstash:
hosts: ["logstash_host:5044"]
ssl.certificate_authorities: ["/etc/pki/root/ca.pem"]
ssl.certificate: "/etc/pki/client/cert.pem"
ssl.key: "/etc/pki/client/cert.key"

[MpoBepka KoHpurypaumu filebeat:

filebeat test config



[Mpumep KoHPurypauum filebeat

HacTtpoika multiline:

multiline.pattern: A\[

multiline.negate: false
multiline.match: before

multiline.pattern: *[ - onucbiBaeT perynspHoe
BbIpa)XeHue, Ha KoTopoe byaeTt cpabaTbiBaTb
npaBunio (B lorax aTo Hayano CTPoku ¢ timestamp)

multiline.negate: false - "HBepTMpOBaHUe pesynbTaTta

multiline.match: before - ycnosune npncoegnHeHus
HaugeHHOWU CTPOKU K cneayroLlen



[Mpumep KoHPurypauum filebeat

[TpuMep ToOKeHn3auum BXoAALMX CTPOK C
MCMOJIb30BaAaHWUEM MNOJIb30BATE/IbCKOro natrepHa:

processors:
- dissect:
tokenizer:

field:
target_prefix:

https://www.elastic.co/guide/en/beats/fllebeat
/master/dissect.html



[Mpumep KoHPurypauum filebeat

KoHdurypauus ana o6paboTtku noroe docker (dpannbl
M json):

filebeat.inputs:
- type: container
paths:
- /var/lib/docker/containers/*/*.1log
- type: docker
containers.ids:

_ % n

processors:
- add_kubernetes_metadata:
- drop_event:
when:
equals:
kubernetes.container.name: "filebeat"




[Mpumep KoHPurypauum filebeat

KoHpurypauyms ana obpabotkum noros docker
(stream):

filebeat.inputs:
- type: docker
combine_partial: true
containers:
path: "/var/lib/docker/containers"
stream: "stdout"
ids:

%1

processors:
- add_kubernetes_metadata:
- drop_event:
when:
equals:
kubernetes.container.name: "filebeat"




[Mpumep KoHPurypauum filebeat

baszoBas GpunbTpauUns CoOOOLLLEHUNA:

NckntouyeHue CTpPoK:

filebeat.inputs:
- type: docker

exclude lines:

BknroyeHmne CTpoK:

filebeat.inputs:
- type: docker

include lines:




[Mpumep KoHPurypauum filebeat

BbiBoa noroB docker B elasticsearch:

output.elasticsearch:
host:

hosts:
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Fluentbit - MHOronnat®opmMeHHbIN opensource
MHCTPYMEHT 06paboTKKM TOroB, KOTOPbIN NMPU3BaH
CTaTb 'LUBENLAPCKUM HOXXOM" AN1sl 06paboTKn U
pacrnpocTpaHeHus1 XXypHanoB

https://docs.fluentbit.io
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Fluentbit vs Fluentd

OcHoBHble otanyma Fluentbit ot Fluentd:

Fluentd Fluent Bit
Scope Containers / Servers Embedded Linux / Containers / Servers
Language C & Ruby C
(3
Memory ~40MB ~650KB
Performance  High Performance High Performance

) Built as a Ruby Gem, it requires a certain  Zero dependencies, unless some special
Dependencies ) )
number of gems. plugin requires them.

Plugins More than 1000 plugins available Around 70 plugins available

License Apache License v2.0 Apache License v2.0




KoHBeep aaHHbIX fluentbit:

Output 1
Output 2

Output N }




OcobeHHOoCTHU:

e BbicoKasi Npon3BOANTENBHOCTb PaboThbl

BO3MOXXHOCTb CTPYKTYpPMPOBaTb COOOLLLEHNSI C MOMOLLIbHO

JSON,Regex, LTSV and Logfmt

bydbepunsaumnsa gaHHbIX B npoLecce o6padboTKu

[Mopnep>xka SSL/TLS

MopaynbHas apxuTekTypa ¢ nogkaoyaeMbiMU NarmHaMmu

Mo)XHO nnucaTb cBou GunbTpbl Ha Lua nnm nnarvHbl

BbIXOAHbIX AaHHbIX Ha Golang

ApanTtaums Nnog MOHUTOPUHT ¢ NoMoLlbio Prometheus

e HanaHcMpoBKa BbIXOAHbIX AlA@HHbIX MeXy HECKOSIbKUMU
upstream



BapunaHTbl n1arnHoB BBOAA AaHHbIX

e docker events - cobbiTua gemoHa docker, nony4aemble us
docker API

® eXxec - 3anyCK CTOPOHHUX COOPLLMKOB JIOroB
e health - npoBepku BHELIHNX CEPBUCOB

e network i/o metrics - c6op CTAaTUCTUKK C CETEBbIX
NHTEpP(hENCOB CUCTEMDI

e syslog - c6op syslog coobLyeHnn Yepes ceTeBble NN UNiX
COKETbI



BonbLion Bbi6Op naarMHoOB BBOAA AaHHbIX

e systemd - c6op coobLieHun oT journald
e tail - MOHUTOPUHI OAHOIO UM HECKOJIbKNX (DansioB NIOroB

e tcp - npuem no npotokony TCP ¢popmaTtupoBaHHbix B JSON
(Mnn He GopMaTMpPOBaAHHbIX BOBCE) COOBLLLEHN



YctaHoBKa fluentbit

YcTaHOBKa peno3nTopus:

vi /etc/repos.d/td-agent-bit.repo

[td-agent-bit]

name = TD Agent Bit

baseurl = https://packages.fluentbit.io/centos/7/$basearch/
gpgcheck=1
gpgkey=https://packages.fluentbit.io/fluentbit.key
enabled=1

YcTtaHoBKa fluentbit:

yum install td-agent-bit



KoHdurypauusa fluentbit

[SERVICE]
flush 5
daemon Off
log_level info
parsers_file parsers.conf

plugins_file plugins.conf
http_server Off
http_listen 0.0.0.0
http_port 2020

[INPUT]
Name forward
Listen 0.0.0.0
Port 24224




KoHdurypauusa fluentbit

[OUTPUT]

Name es

Match *

Host elk-lab-main
Port 9200

Index fluentbit
Type docker




3anoJIHUTe, NoOXanyucTa,

ONpOC O 3aHATUU NO
CCbIJIKe B yaTe




MpuxoauTte Ha cneayrowue Be6uMHapbl

Cnacmnb6bo 3a BHMMaHue!



