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[ipaBuAa BebrHapa

D

AKTUBHO y4yacTByeM

3apaeM BOMPOC B YaT UAM TOAOCOM

Off-topic obcyxxpaem B Slack #general nuam #pentest-2019-09

Bonpocbl BUXY B Yyate, MOry OTBETUTb HE cpasy



MapLupyT BebuHapa

OCHOBHbIE NOHATUSA

YCTPOUCTBO CETEBOIO CTEKA.
CoctaB ceteBoro API

Ataka c nomolLlbto Ettercap

Pednekcusa



Lilenn BebuHapa

PaccMmoTpeTb apxutekTypy ceteBomn noacuctembol OC Linux

HayunTbcs nonydyatb MHboOpMaLuio
O COCTOSIHUW CETEBOW NOACUCTEMDI

npOBeCTVI NPAKTUYECKYHKO aTaKy Ha KaHaNbHbIW YPOBEHDb
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OCHOBHbIE MOHATUA

Coker (socket) - 06beKT, KOTOPbIN
MCIMOAb3YETCA ONepPaLUUOHHON CUCTEMOU ANS
NPeAOCTaBAEHUSA AOCTYMA MeXAY NMPUAOXKEHUAMMU
AOKAAbHO UAUK MO CETM.

https://github.com/torvalds/linux/blob/master/

SULIA EVANS
ebork

sockefs

drouings. jvns.ca

networking profecols
afre complica’fed

Unix sustems have
an API called the
“socket APL" +hat
makes it easier 4o make
network connections

here's what getting
a cot picture with +he

socket APL looks like:
© Create o. socket
£d= sockeF(AF-INET, sock -stReA

net/socket.c

Wi +oo¥ U, ® Connect to an IP/port
J(what if T (Hindsias AosT 8} Connect (£d 12.3.14.15-80)
? 3 just want to 0 you don't need to ® Make a \:'eques‘i'
600 poges d°""“li°‘d o know how TCP warks, gge gd‘:ﬂ OET /cat.png HTTP/L
O cot pictule . e | ead t+he response
Unix (21l take cace of i1 cot- pictuce = read (£4 ...
AF_INET? 3 kinds of internet

Everu, HTTP librory vses

sockets under the hood
&

{ curl owesome.com A/Jocf6
Python: requests.qet("yay: us™)

oh, cool, I could
write oo HTTP

|.'bro.rt3 Yoo if T

wonted . * Neoat?

* SO MANY edge cases

though T &L

What's +hat?

AF- INET meons basically
“intemet socket™ it lets qou
comnect to other computers

on the internet using their
IP oddress.

The main alternative ig
AF-UNIX (“unix domain socket")
for connec\'ins to programs

on +he same Tomputer

(AE.INET) sockets:

SOCK-STREAM = T(CP
corl uses this
SOCk.DGRAM = LUDOP

dig (ONS) vses this
Sock. RAW = just letme

1 send IP packets
ping vses T gll implement
+his my own protocol



https://github.com/torvalds/linux/blob/master/net/socket.c

OCHOBHbIE MOHATUA

TUNbl COKETOB:
* MOTOKOBbIE (Stream),
e AenTarpammMHble (datagrams, messages),
* «Cblpble» (raw).

http://man7’.org/linux/man-pages/man2/socket.2.html

http://mant’.org/linux/man-pages/manr’/socket.7.html



http://man7.org/linux/man-pages/man2/socket.2.html
http://man7.org/linux/man-pages/man7/socket.7.html
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Teopetnyeckasa moaens OS|

+he “OSI model”
for networking

T don't O.\I.Jau[_g oFmd i+
vseful but -I'I'I.S Sagd

to know wha¥

" layer L{" means

LAYERS

1 1 electrical engi neecring stuff,
wires, frequencies, wify

L: Ethernet protoco 1 + othecs
3: TP (IP C\ddr‘esse‘g\

H: Tcp+ upp (ports)

St6: nobod?r evee Falks about these

?: HTTP and frrend s

Sulth EvAnS
@bork

whﬁ.’]’ does ““H\ES
is an LY proxy " mean?

T+ a load balancer
is labelled “LZ" i+
vsually me ans it looks
at the Host: header inside
Youve HTTP packets,

layec 3 I only knovs
netuorking about Zp addresses
Yool T don't even know

"

)
ignoces layer

Y and above

what g por+ IS
let alone wh at the
Pocket says




OSI 7 vs. TCP/IP

[TpuKrnagHOM ypoBEHb

[NpencraBUTENbCKKWA YPOBEHDb [lpuKrnagHoOM ypoBEHb

CeaHcoBbIKM YpOBEHb

TpaHcnopTHLIK YpOBEHDb

CeTeBoOM ypoOBEHDL CeTeBol ypoBEHb

KaHanbHbIK YPOBEHD

YpoBeHb A0cCTyNa K cetm



CeteBoM cTeKk Linux

[MpUKAAAHONM YPOBEHb [TpoCTpaHCTBO

NMOAb30BaTENA

o T
NHTEPPENC CUCTEMHOIO

Bbl30Ba

[TpOTOKOAO-HE3ABUCUMbIU

nHTEPDENC
[1poCTpPaHCTBO

CeTeBble MPOTOKOADI AApPa

YCTPOUCTBO-HE3ABUCUMDbIN
NHTEPPENC

ApanBepbl YCTPOUCTB




DYHKUUOHAABHOCTb

CeteBas noacuctema Linux obecneunBaet caeaytollyto ¢yHKLMOHAAbHOCTD:

* abCTpaKLUMA COKETOB,

» cTeku ceteBbix npotokonoB (TCP/IP, UDP/IP, IPX/SPX, AppleTalk u MmH. Ap.),
* MapLupyT1usauua (routing),

* NakeTHbIK GUABTP (MOoAYyAb Netfilter),

* abCTpaKLMA CETEBbLIX UHTEPPENCOB.




OcobeHHOCTH peanu3aLun

OCHOBHble 0CO6EHHOCTU peann3aLmu:

* CTEK CTPOUACH B COOTBETCTBMU C YETbIPEXYPOBHEBOU MoAeAbIO TCP/IP,

* eCTb YUETKOE pa3paeneHne kopa Ha obpaboTtumkm (handler’sl), KoTopble 06pabaTbiBatOT KOHKPETHbIN

MPOTOKOA,

* KOMIMOHEHTDbI, KOTOPbIE OTBEYAIOT 3a NepPBbIE TPU YPOBHA HAXOAATCA B AAPE. l-‘|€TBeprII‘/'I YPOBEHDbL — B

MOAb30BATEABCKOM PEXHUME.
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CeteBoM cTeKk Linux

[MpUKAAAHONM YPOBEHb [TpoCTpaHCTBO

NMOAb30BaTENA

o T
NHTEPPENC CUCTEMHOIO

Bbl30Ba

[TpOTOKOAO-HE3ABUCUMbIU

nHTEPDENC
[1poCTpPaHCTBO

CeTeBble MPOTOKOADI AApPa

YCTPOUCTBO-HE3ABUCUMDbIN
NHTEPPENC

ApanBepbl YCTPOUCTB




OnucaHue KOMMOHEeHTOB

UHTEpPENC cucTEMHOrO Bbi3oBa (system call interface):

* NAET CNOCOD6 NPUAOXKEHUAM U3 MOAB30OBATEALCKOIO NPOCTPAHCTBA MOAYYaTb AOCTYN K CETEBOM
MOACUCTEME AAPA,

* BbI30B SyS_socketcall B socket.c

e https://habr.com/ru/post/268145/ (CeteBble CUCTEMHbIE BbI30BbI. YacTb 3),

e http://linasm.sourceforge.net/docs/syscalls/network.php (Network system calls).



https://habr.com/ru/post/268145/
http://linasm.sourceforge.net/docs/syscalls/network.php

OnucaHue KOMMOHEeHTOB

[MpoToKono-He3aBUCUMBbIKM UHTEpPdenc (Protocol agnostic interface):

* YPOBEHb COKETOB,

* Habop CTaHAAPTHbIX GPYHKUUMN AAS MOAAEPKKU PA3AUYHbIX
npoTtokonoB (TCP, UDP, Ethernet, SCTP),

 https://github.com/torvalds/linux/blob/master/include/net/sock.h



https://github.com/torvalds/linux/blob/master/include/net/sock.h

OnucaHue KOMMOHEeHTOB

CeteBble npoTtokoAbl (Network protocols):
* OMpPeAENeT OTAEAbHbIE AOCTYMHbIE ceTeBble NPOTOKOAbI (TCP, UDP 1 1.4.),

* onpepenaer Kakme MMeHHO NMPOTOKOADI 6yAyT MCNOAb30BaTbCH B CETEBOM B3aMMOAEUCTBUM.

CB0Oe0bpa3HbIv CMIUCOK Pa3peLLEHHbIX M aKTUBHbIX.
* UHULUMaAAM3aUUA B QYHKLMK inet_init,

* https://github.com/torvalds/linux/blob/master/net/ipv4/af inet.c (cemenctso npotokonoB PF_INET,

Hanpumep, TCP n UDP)



https://github.com/torvalds/linux/blob/master/net/ipv4/af_inet.c

OnucaHue KOMMOHEeHTOB

struct inet protosw
inetsw_array(]

SOCK _STRERM
IFPROTO_TCE I gtruct proto top_prot
&top prot i wpCp"
kinet stream_ops | THIS MODULE
.
ﬁ\‘ tocp close
S0CK_DGRAM l'l\ top vé connect
IFPROTO_UDP “‘\ top disconnect
&upd_prot L‘-.,i
Linet dgram ops k‘h
x
\\
¥ Struct proto_ops
SOCK RAW inet stream ops
IFFROTO_IP PF_INET
&raw_prot THIS MODULE
kinet_sockraw_ops inet_release
inet bind
inet_stream_connect

CTpykTypa mMaccuBa Internet-npotokona



OnucaHue KOMMOHEeHTOB

int fd = socket(AF_INET, SOCK_STREAM, 0);

http://man7.org/linux/man-pages/man2/socket.2.html

Name Furpose Man page
AF_UNIX Local communication unix(7)
AF_LOCAL Synonym for AF_UNIX

AF_INET IPv4 Internet protocols ip(7)
AF_AX25 Amateur radio AX.25 protocol ax25(4)
AF_IPX IPX - MNovell protocols

AF_APPLETALK AppleTalk ddp(7)
AF_X25 ITU-T X.25 / IS0-82088 protocol x25(7)
AF_INETE IPv6 Internet protocols ipve(7)

AF_DECnet DECet protocol sockets


http://man7.org/linux/man-pages/man2/socket.2.html

OnucaHue KOMMOHEeHTOB

YctpouncTBo-He3aBUCHUMbIN UHTEPPenC (Device agnostic interface):
* MPOCAOMKA, KOTOPAsA COEANMHAET AOTUKY PabOTbl MPOTOKOAOB C YCTPOUCTBAMMU U UX APaUBEPAMMU,

* New API (https://wiki.linuxfoundation.org/networking/napi),

* http://unix-way.ru/index.php/poleznyashki-linux/118-linux-printsipy-raboty-s-setevoj-podsistemoj

e https://github.com/torvalds/linux/blob/master/include/linux/netdevice.h



https://wiki.linuxfoundation.org/networking/napi
http://unix-way.ru/index.php/poleznyashki-linux/118-linux-printsipy-raboty-s-setevoj-podsistemoj
https://github.com/torvalds/linux/blob/master/include/linux/netdevice.h

OnucaHue KOMMOHEeHTOB

Apansepsbl yctpoucts (Device drivers):
° ApaﬁBepbl, KOTOPbIE YNMPaABAAKOT CETEBbIMHU yCTpOﬁCTBaMM,

* https://github.com/torvalds/linux/tree/master/drivers/net



https://github.com/torvalds/linux/tree/master/drivers/net
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YTUAUTA SS

SS - another utility to investigate sockets. ss is used to dump socket statistics. It
allows showing information similar to netstat. It can display more TCP and state

information than other tools.

ss -6 state listening




YTUAUTa netstat

netstat - Print network connections, routing tables, interface statistics,

masqguerade connections, and multicast memberships.

This program is mostly obsolete. Replacement for netstat is ss. Replacement for

netstat -r is ip route. Replacement for netstat -i is ip -s link. Replacement for netstat -

g is ip maddr.

Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State
; [ ACC ] STREAM LISTENING
STREAM LISTENING




Matepuanbl ANA AONMOAHUTEABHOIO YTEHUA

Creating sockets https://idea.popcount.org/2019-11-06-
creating-sockets/
MporpammupoBaHmMe COKeToB B Linux https://rsdn.org/article/unix/sockets.xml
Beej's Guide to Network Programming http://beej.us/guide/bgnet/

NHTepBblo c Anekceem KysHeuoBbiM, oaHMM  https://www.opennet.ru/opennews/art.sht
N3 co3aaTeneu ceteBoro creka Linux ml?num=38016



https://idea.popcount.org/2019-11-06-creating-sockets/
https://rsdn.org/article/unix/sockets.xml
http://beej.us/guide/bgnet/
https://www.opennet.ru/opennews/art.shtml?num=38016
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AoOMallHee 3apaHue

YctaHoBuTtb Android Studio.

CamMoCTOATEABHO O3HAKOMMUTbLCSA C MaTepnanamMu no
NPeAOCTaBAEHHbIM CCbIAKAM.

@ CpoK: 2 AHS



ChaeayoLlun BebuHap

Tema: «Ceresas noacucrema OC Android»

c@a| etsepr 14 HoA6pA 2019 r. B 20:00

(7 CcbiAka Ha BebuHap byaeT B AMMHOM KabuHeTe 3a
6) 15 MHUHYT AO Hauana

=—= Martepu1anbl K 3aHSTHIO B Ob6sa3aTeAbHbIM MaTepuran
@ AK — MOXHO 13yyaTb 00603HauyeH KpacHoM
AEHTOM
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