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[lpenopaBaTenb

AneKkcaHAP KoAeCHUKOB

*  Cneumanuct nNo KOMMNAEKCHOW 3aLuuTe 06beKTOB MHGOPMaTU3aLUK C BOAbLLINM
ONbITOM B PeBEPC-UMHXUHUPUHTE, UCCAEAOBAHUN BPEAOHOCHOIO KOAA U aHaAMU3e

yA3BMMOCTEN
*  Ceptudukartbl: BEC Il Advanced (2013 r.), CEH (2016 T.)




[lpenopaBaTenb

AHaToAMK Ka3aHueB
*  OKoAO 3x AeT onbiTa paboTbl BUPYCHbIM @aHAAUTUKOM

*  MexXAyHapOAHbIM CEPTUDUKAT NO TECTUPOBAHUIO HA MPOHUKHOBEHMKE (pentest)
Offensive Security Certified Professional




[ipaBuAa BebrHapa

D

AKTUBHO y4yacTByeM

3apaeM BOMPOC B YaT UAM TOAOCOM

Off-topic obcyxxpaem B Slack #general nuam #pentest-2019-09

Bonpocbl BUXY B Yyate, MOry OTBETUTb HE cpasy



MapLupyT BebuHapa

ObLwue onpepeneHnsa. Buabl neHTecTta

MeToAMKKU NEHTECTA

Kypchbl U cepTudUKaLmnn

Pednekcusa




Lilenn BebuHapa

[TosHakoMUMCS C TGpMVIHOJ'IOFI/IGVI nonpeageneHnamu

Y3HaeMm, Kakue cywecTByOT BUAbl METOOUK
TeCcTnpoBaHmd Ha NPOHNKHOBEHNE

MNpoBeneM 0630p KYpcoB 1 cepTuUdmKaLmii No TECTUPOBAHUIO
Ha NPOHUKHOBEHME
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YTo Takoe pentest?

TecTMpoBaHWe Ha NPOHUKHOBEHUE - METOA OLEHKM 6€30MaCHOCTU KOMIMbIOTEPHbIX
CUCTEM U CETEN NMOCPEACTBOM CaHKLIMOHUPOBAHHOMO
MOAEAMPOBAHMWA aTtak 3A0YMbILLAEHHUKOB.




YTo Takoe pentest?

YacTo ynotpebasieTca XaproHHbli TEPMUH NEHTECT/pentest, OT aHIAMKUCKOro
PENetration TESTing

MMHMH MMMHM
MMMMHMMN NHMMMHMMM
MMMMHMMMMNmmmNMMMMMHMAM
MMMMHMMMMMMHMMMMMMMMEMEM
MMMMHMMMMMMHMMMMMMMMEMEM
MHMHMH  HMMHMMMM MHMAM
MMMMH ~ MMMMMMM  MMMMM
MMMNH  HMHMHMH  MMMHH
WMHMH  HMHMHMH MMM
7MHNN MMMHM
“2nmm LU0
7HMH M7

http:ssmetasploit.pro

Taking notes in notepad? Have Metasploit Pro track
your progress and findings — learn more on http:~

metasploit v4.19.0-2014082003 [core:4.10
1331 exploits - 722 awxiliary - 214 post

[ 349 payloads - 35 encoders - 8 nops
Free Hetasploit Pro trial: httpissr-7.co




Uem He aBaseTcq pentest.

icnoAb30BaHWE TOAbKO AULLb OAHUX CKaHEPOB YA3BMMOCTEN MPU NPOBEAEHUU
TECTUPOBAHMA Ha NPOHUKHOBEHWE HE MOXET AaTb HAAEXHOro pe3yAbraTa.

9Nessus @ acunetix

vulnerability scanner

€.0penVAS

22 BURPSUITE

ENTERPRISE EDITION

https://www.owasp.org/index.php/Category:Vulnerability Scanning Tools



https://www.owasp.org/index.php/Category:Vulnerability_Scanning_Tools

AHaAU3 3aLUULLEHHOCTHU

AHaAu3 3alumileHHocTH (vulnerability assessment) - npoBeAeHUE NOAHOIO KOMMAEKCA
MEPONPUATUN NO TEXHUYECKOMY ayAUTY BHYTPEHHEN UT-MHOPACTPYKTYPbI KOMMNAHWM.



AHaAU3 3alUMULLEHHOCTU VS. Pentest

AHanus 3aWnLLEeHHOCTU lNeHTecT

[MOWUCK MaKCMMANbHOrO [locTneHne NnocTaBNeHHOW 3a4a4m
KOJINYeCcTBa YA3BUMOCTEN

Mcnonb3oBaHWE CKaHEPOB YA3BMMOCTEM CKaHepbl yA3BMMOCTEN + pyyHOe
TecTUpoBaHue

OueHKa puckos 6e3onacHoOCTU JKcnayaTauma yasBMMOCTeM




Red Team vs. Blue Team

Red Team Blue Team

ATaKytoLlan CTOPOHaA Ob60opOoHALWAACA CTOPOHA
JKcnayaTayma ya3sBumocTen PearnposaHume Ha UHUMUAEHTDI
ITUYHbIN B3/IOM 3alWmnTa NnepmmeTpa U BHyTPEHHEN
MHOPACTPYKTYPbI
CoumanbHaa UHXeHepus, OxoTa 3a yrposamum
dun3nyeckoe NPOHNKHOBEHME Ha (threat hunting)
TEPPUTOPUIO 3aKA34UKa,..




DOU3NYECKUN NEHTECT

’ ':~ ‘_",.a*,-‘“? cage

If you carry a box of pizza into an office building,
people will open the door for you without checking
your badge. Thanks for coming to my TED talk on
physical penetration tests d=




<uBet> leam

INFOSEC WHEEL

Software coders
and Architects
“The Builders”

Enhance
security Facilitate
automation Interaction and

with design  cecevveiennens Education

and code WHITE TEAM
Analysts
Compliance
Defensive MLOgISthS Offensive
A anagement )
Security Security

“The Defenders” /

“The Breakers”

Integrating
/ defensive tactics
with offensive

results

@aprilwright
@proxyblue



Red Team vs. Pentest

&

VS B

Red Team MeHTecT
KomaHay obopoHsaoLwmxca He KomaHaa 3awmtbl 06biMHO NpeaynpexkaeHa
npegynpexaatoT O NpoBeAeHNN NeHTecTa
MposeneHue pabot 24/7 Bpemsa npoBeaeHmna paboT, Kak npasBuio,
cornacyetcs
TecTupyeTca Bce, UTO MOXKeT NpeacTaBNATb Cnu1COK uenen cornacyetca c 3akasymkom

MOTEHLMA/bHYIO YrPo3y A7 3aLLNTbI

YacTb MHCTPYMEHTapUA NULLETCA NOA Ncnonb3oBaHWeE rOTOBbIX YTUIUT,
KOHKPETHYIO Ue/b bpenmMBOPKOB U CKPUNTOB







BUAbI MeHTecTa

Gray box Black box
testing testing




White box testing

[leHTecTepP NOAYYaAET B CBOE pacrnopsiXXeHmne BCHO HEOBXOAMMYHO MHPOPMaALMUIO:
- IP-appeca,
- ICXOAHbIE KOAbI,
- KOMIMOHEHTbI MPUAOXKEHMUS,
- CXEMY CETH,..

WHITE -BOX
TESTING

FULL KNOWLEDGE



Gray box testing

[leHTecTep pacnoAaraer 4aCTMYHOU AU AUMUTUPOBAHHON MHOOPMALIMEN O
TECTUPYEMOU CUCTEME:

- POAY KOMMOHEHTOB,
- BHYTPEHHME MEXaHU3Mbl (MOBEPXHOCTHO),
- UICMOAb3YEMbIE AATOPUTMbI, ..

GRAY -BOX
TESTING

SOME KNOWLEDGE



Black box testing

N3Ha4YaAbHO NEHTECTEP HE pacrnoAaraer HUKakon MHGoOPMaLMUEN O CUCTEME:
- UMUTaLUA AEUCTBUN 3AOYMbILLUAEHHUKA;
- pa3BeAKa;
- MOUCK CKPbITOro PYyHKLIMOHAAA,
- MOMCK OLLMOOK KOHPUIypauuu, ..

A
BLAGK ~BOX

TESTING

LERO KNOWLEDGE
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BUAbI MeHTecTa




TectMpoBaHWe BHELLUHEro NnepumMeTpa

- UMunTtaumnsa AeMCTBMU 3A0YMbILLUAEHHUKA;

- PasBeaka (IP-appeca, nopaOMeHbI, emails);
- AaHHble N3 OTKPbITbIX UCTOYHMKOB (OSINT);
- [onCK CKPbITOro GYHKLIMOHAAA;

- TecTupoBaHWE CUCTEM, MOAKAKOUYEHHbIX K
UHTEpPHETY;

- CoumnanbHas UHXeEHepPUS.

LieAn: NPOHWUKHYTb BO BHYTPEHHIOKO CETb, MOAYUYUTb
AOCTYN K BaXXHbIM AAHHbIM, Bbl3BaTb OTKa3 B
06CAYXUBAHUMN, ..




TecTMpoBaHUE BHYTPEHHEN CETU

- UMHUTaumMa MHCAUAEPCKUX aTak;

- Co3paHMe AONMOAHUTEABHOIO CAOS 3aLLUUTDI B
cAyyae «npobrBa» BHELLHEro NEPUMETPA;

- C60p A@HHbIX O TOMOAOTUK CETH;
- CO0op pAaHHBIX O MOAb30OBaTEASX;
- Atakn Man in the Middle (MitM);
- ATaku Ha AOMEH.

LleAn: MPOHMKHYTb U 3aKPENUTLCA BO BHYTPEHHEMN
CETU, MOAYUYUTb AOCTYN K BaXXHbIM AQHHbIM,.. .
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Cyber Kill Ch

CouymanbHble MaccuBHbIA Onpenenenve IP Cka:gggg:we

Paseenka C6op e-mail B NoMCK

Co3paHue
. Cuctema
BoopyxeHne Bpegl?:;:mm R MpumaHka
. 3apakeHune Onepatops!
HocTtaBka DunHr D avia e
WcnonHenwe Onpepenexve [NpoHuKHOBEHNE
[NpOHWKHOBEHME AKTUBaLINA e e Ha 3rd pecypcl
TposiH unu MNoBLIWeHne D ObecneveHne
backdoor NPUBUMErUIA ¥y HE3aMEeTHOCTH
YnpasneHwe Kanan PaclumpeHve BHyTpeHHee Mopnepxka
p ynpasneHus nnaugapma CKaHWUpoBaHWe He3aMeTHOCTH
Pacwuperue Mepexsar
Peanunaauus 3apaxenus YTeuka AaHHbIX ynpasneHia Buirog ua cTpos
YHUMTOXEHWE Mopaepika
e 3auncTka noroB

cnenos

https://lukatsky.blogspot.com/2016/10/kill-chain.html



https://lukatsky.blogspot.com/2016/10/kill-chain.html

MeToOAOAOIrUSA NeHTecTa

Scoping &
Pre-Engagement

« Define success criteria

« Information gathering & discovery
« Device and OS enumeration

« Port scanning

« Network sniffing

Reconnaissance

« Vulnerability detection

« Authentication testing

- Data validation

« Configuration management

Discover &

Vulnerability
Assessment

« Vulnerability verification

Exploitation . False positives and false negatives
elimination

Analysis & « Analyze and consolidate

Reporting findings to report vulnerabilities

https://www.pratum.com/images/content/penetration-testing-methodology.png



https://www.pratum.com/images/content/penetration-testing-methodology.png

Penetration Testing Execution Standard (PTES)

Technical Guidelines

BmecTo npocToro onncaHmnsa MeToAoOAOrMn AU npouecca PTES npeapoctaBadgeT
NpakKTUYeCKMEe PYKOBOACTBA O TOM UYTO U KaK TECTUPOBATb, PEKOMEHAALIUU MO
MHCTPYMEHTaM (YTUAUTbI, CEPBUCHI) N X MCMTOAB30BAHUIO.

www.pentest-standard.org/index.php/PTES Technical Guidelines



http://www.pentest-standard.org/index.php/PTES_Technical_Guidelines

Open Source Security Testing Methodology
Manual (OSSTMM)

CTPYKTYPUPOBAHHbIN, CUCTEMATU3UPOBAHHbIN NMOAXOA, HO MAAO MHPOPMALIMK MO
KOHKPETHbIM AEMCTBUAM U MHCTPYMEHTaM

https://www.isecom.org/OSSTMM.3.pdf



https://www.isecom.org/OSSTMM.3.pdf

MITRE ATT&CK

ATT&CK"

basa 3HaHMK METOAUK U TAKTUK, OCHOBaHHAs Ha peaAbHbIX aTakax. [Ipnu3BaHa
MOCAYXWUTb 6a301 AAS Pa3paboTkm cOOCTBEHHOW MOAEAU YIPO3 B YACTHbIX KOMMAHUSX,
FOCYAQPCTBEHHbIX YUPEXAEHUAX, 3ALLUUTHbIX PELLEHUSIX.

https://attack.mitre.org



https://attack.mitre.org/

Open Web Application Security Project (OWASP)

UWHSHP

Open Web Application
Security Project

MeToanKa NoucKa ya3BUMOCTEN B BED-MPUNOXKEHUSAX

https://www.owasp.org/index.php/OWASP Testing Project



https://www.owasp.org/index.php/OWASP_Testing_Project

PCI DSS

Security ®
Standards Council

Payment Card Industry Data Security Standard.

CtaHpapT NpeacTaBASeT cOOOM COBOKYMHOCTb 12 AETAaAM3UPOBAHHbIX TpeboBaHUM MO
obecneyeHnto 6e30NacHOCTU AQHHbIX O AepXXaTeAdX NAATEXHbIX KapT, KOTopble
nepepatoTcs, XxpaHaTca u obpabaTbiBatoTcd B UHGOPMALMOHHbBIX MHOPACTPYKTYpPaXx
opraHusauun. NpuUHATUE COOTBETCTBYIOLLIMX Mep No obecnevyeHnto COOTBETCTBUS
TpeboBaHMAM CTaHAAPTA MOAPA3YMEBAET KOMMAEKCHbBIN MOAXOA K 0becneyeHmto
MHGOPMALMOHHOM 6E30MAaCHOCTU AQHHbIX MAATEXHbIX KapT.

https://www.pcisecuritystandards.org



https://www.pcisecuritystandards.org/
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PWK/OSCP

OEFERISIME®

security

UG

Has3BaHue kypca - Penetration Testing with Kali Linux
Ceptnounkauus - Offensive Security Certified Professional

OAMH M3 HEMHOTUX KYPCOB NMPAaKTMUECKOW HanpaBAEHHOCTU. [TprM3BaH cHopMUPOBATb
H6a30Bble HaBbIKKU, MOAXOAbLI U METOAMKM B 0OAACTU NEeHTECTa.

MuHycbl: aHaAn3 6e3onacHocTn Active Directory npaktMyeckn He paccmMmaTpmMBaETCA.

https://www.offensive-security.com/



https://www.offensive-security.com/information-security-certifications/oscp-offensive-security-certified-professional/

\ ™

Certiﬁedl Ethical Hacker

OAHa 13 caMblX NONYASPHbIX CEPTUDUKALIUN.
MeXXAyHapOAHbIW YPOBEHD.

https://www.eccouncil.org/programs/certified-ethical-hacker-ceh/



https://www.eccouncil.org/programs/certified-ethical-hacker-ceh/

Pentester Academy

T =
=l -
R .
== —T]
R = e Se=

STUDENT MACHINES FIREWALL
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- FORESTROOT CHILD DOMAINS
TRUSTED FOREST

https://www.pentesteracademy.com/activedirectorylab

IRy


https://www.pentesteracademy.com/activedirectorylab

CRUCOK KYpCcOB U cepTudUKaLmnm

Cracking The Perimeter (CTP)
Offensive Security Certified Expert (OSCE)

SANS SEC542 - GWAPT
SANS SEC560 - GPEN
SANS SEC575 - GMOB
SANS SEC660 - GXPN

CompTIA Security+

Pentestit. Kypcbl 93TUYHOro XakMHra
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https://www.offensive-security.com/information-security-certifications/osce-offensive-security-certified-expert/
https://www.sans.org/course/web-app-penetration-testing-ethical-hacking
https://www.sans.org/course/network-penetration-testing-ethical-hacking
https://www.sans.org/course/mobile-device-security-ethical-hacking
https://www.sans.org/course/advanced-penetration-testing-exploits-ethical-hacking
https://certification.comptia.org/certifications/security
https://www.pentestit.ru/courses/
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AoOMallHee 3apaHue

CamMOoCTOATEABHO O3HAKOMMWUTBLCA C MaTepuaramu no
NPeAOCTaBAEHHBIM CCbIAKAM.



Pednrekcusa

BebuHapa

* OtmeTbTe 3 NyHKTa, KOTOpble BaM 3anOMHUAUCH C



ChaeayoLlun BebuHap

Tema: doaesHbie online cepeuchbl AAF NACCUBHOIO c60pa MHGOPMALIANY

c@o| BTOPHKK 8 okTa6psa 2019 r. B 20:00

(7 CcbiAka Ha BebuHap byaeT B AMMHOM KabuHeTe 3a
6) 15 MHUHYT AO Hauana

=—= Martepu1anbl K 3aHSTHIO B Ob6sa3aTeAbHbIM MaTepuran
@ AK — MOXHO 13yyaTb 00603HauyeH KpacHoM
AEHTOM
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