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CopepXxaHue

» Knaccudumkaumm yasBuMocCTemn
» CWE
» OWASP
* WASC

¢ 3Kcr|nyaTau,m-| N NMOUCK:

Command Injection
Server Misconfiguration
LFI



WASC



Knaccudmkaums yrpos unm Huuero He MeHsietcs y)xe 10 nert

+ Open Source NpPoOeKT, KOTOPbIN AaBHO
He o6HOBNAETCSA

« CoaepXuT B cebe Ha3BaHMUS
pacnpocTpaHeHHbIX ysa3BumocTen Web

« [locTaTo4yHOEe NogpobHOE 06 BACHEHME
Ka)[,0M UX aTakK - rMaBHOE OTNIn4Yme oT
APYrMX CMIUCKOB U KNnaccu@ukaumi,

« ECTb Kak YyA3IBUMOCTU TaK U
peann3aumnmn atak

Attacks

Abuse of Functionality
Brute Force

Buffer Overflow

Content Spoofing

Credential/Session Prediction

Cross-Site Scripting

Cross-Site Request Forgery

Denial of Service
Fingerprinting

Format String

HTTP Response Smuggling
HTTP Response Splitting
HTTP Request Smuggling

HTTP Request Splitting

Integer Overflows

Weaknesses

Application Misconfiguration
Directory Indexing

Improper Filesystem Permissions

Improper Input Handling

Improper Output Handling

Information Leakage
Insecure Indexing
Insufficient Anti-automation

Insufficient Authentication

Insufficient Authorization

Insufficient Password Recovery

Insufficient Process Validation

Insufficient Session Expiration

Insufficient Transport Layer Protection

Server Misconfiguration



http://projects.webappsec.org/w/page/13246978/Threat%20Classification

CWE



Be3onacHOCTb NPUIOXKEHUN

« CONMCOK yA3BMMOCTEWN paHXXMPOBaHHbIX
no BcTpeyaemocTu in the wild

« ECTb nepeyeHb NpumMmepoB

« O6bHOBNAETCH, MO OTHOLIEHMUIO K
ApYyrum crnmckam 6osiee onepaTuBHO
(nocnenHee o6HoBneHue 2019 roa)



https://cwe.mitre.org/top25/archive/2019/2019_cwe_top25.html

OWASP



TOP 10 OTUS

* Crncok ya3BMMOCTeW, KOTOPbIN
hopMupyeTca pas B HECKOJIbKO JleT

* iIMeeT caMblI¥ NMNOJIHbIN CMUCOK
noaxoA0B K TECTUPOBAHUIO D l I l H S p
NPUNOXEHNN ™

* EQUHCTBEHHbIN NPOEKT, KOTOPbIN
OMUCbIBAET HEe TOIbKO BED, HO U
MO6WU/IbHbIE NaTPopMbl


https://owasp.org/www-project-top-ten/

TecTupoBaHue
CepBUCOB



KonecHukoB AnekcaHap
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