OTUS

OHNAWH-OBPA30OBAHMWUE
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HU3koypoBHeBbIe NPOTOKOJIbl
TCP, UDP, DNS “
ApTteM XenTtak ‘
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KaK MeHS CnblWHO U BUAHO?

/\

— €CJIN eCTb I'IpO6J'IeMbI CO 3BYKOM WJin C BUAEO

=
2

> HanunwuTte B YaT

+ eCcqin BCe XxopoLwo
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Llenb 3aHATUA

e M3yunTb YTO TaKOe KOHTEKCT

e MN3yuynTtb ocobeHHocTU npoTokonos TCP n UDP
e N3yuntb cTaHgapTHble Tunbl Conn u Dialer

e Y3HaTb O TUMWUYHbIX CETEBbIX NpO6EMaXx (C.D>
e Hayuntbcs obecneumBaTb TanM-ayThbl

e HayumuTbcs oTnaxkuBaTb ceTeBble NPO6AeMbI
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KOHTeKCT

Tenepb 3TO YacTb CTaHAAPTHOM BUBNMOTEKN
import "context"

NmeeT npupoay MaTpeLLKKN: KOHTEKCTbI BKNaabiBatoTCcsA Apyr B Apyra
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Buabl KOHTEKCTOB

func Background() Context

func TODO() Context

func WithCancel (parent Context) (ctx Context, cancel CancelFunc)

func WithDeadline(parent Context, deadline time.Time) (Context, CancelFunc)
func WithTimeout (parent Context, timeout time.Duration) (Context, CancelFunc)
func WithvValue(parent Context, key interface{}, val interface{}) Context
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[lpakTunka

Muwem aMynaTop AONTMX onepauui
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CeteBasi mogesnb OS|

Monens OSI
Tun nanaBIX Yposens (layer) POynxknun
g N OCTYII K CETEBBIM
7. llpuknamuoii (application) A P"r_
ciy:kOaMm
T 6. YpoBeHB NpeACTABIECHAA IlpencraBsnenne n
(presentation) IMA(POBaHAE JTAHHBIX
= 5 ‘ NTpaBneHne ceaHcoM
5. CeaHcoBblil (session) 1P
CBA3MN
llpamas cBA3L MEKITY
CerMeHTsl 4. TpancnopTHEI (transport) KOHEYHBLIMI ITYHKTAMH H
HAJIEKHOCTE
[Takersl = OnpeneneHne Mapii H
3. Cerepoil (network) ped pHipytd
(maTarpaMMel) JIOTHYECcKas ajapecars
Kanper 2. Kananeneni (data link) du3znyeckasn aapecannd
PaGota co cpenoii
butst 1. ®uznueckuii (physical) nepenayd, CHrHanaMu H
JBOHYHEIMH JTAHHBIMH
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CeTteBasa mogenb OS|

Monens OS] Monens TCP /IP MNpoTokonm TCP /1P

NPHKNALHOR
¥POBEHbD

YPOBEHDb
MPELCTABNEHHSA

CEAHCOBBIA
YPOSEHBb

TPAHCNIOPTHLIA
YPOBEHbL

CETEBCH
YPOBEHb

KAHANBHGLIA
YPO2EHDb

DHIHMHECKKHA
¥POBEHb
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UDP

JlocTaBka nakeTa He rapaHTupyeTcs

[MopsiAoK COOBLLEHNI HE rapaHTUpyeTCs

CoeaunHeHMe He yCcTaHaB/InBaeTcA

BbicTpbIn

NoaxoAnT Ans noTOKOBOro ayaAno U BULEO, CTaTUCTUKMU, UTP
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TCP

[locTaBka nakeTa rapaHTupyetcs (MM Noay4YMM OLLMOKY)
MNopsiloK NakeToB rapaHTUpyeTCs

CoeanHeHne ycTaHaBIMBaeTCA

EcTb overhead

MNoaxoanTt ans http, aneKTpoHHOM NoYTbl

11/27



TCP - pnarpamma coCTOAHUM

AKTHEHOE OTEREITHE

cosgaHMe TCH, noceinka SYM

CLOSED
MaccyeHoe OTEPEITHE CLOSE
cozlaHue TCH NHKERDELKMA TCH
LISTEM CLOSE
NWEEMOALKMA TCH
nonmydeHwe 5N SEMD
noceinka 5N, ACK noceinks SYM
t=h il nony4eHde 54 M
RCYD | noceinka ACK SEMT
nonyJdeHue S M, ACK
nomydeHue ACK onA EYE NOCLINKE A CK
ESTAB
CLOSE
nocnate FIM
CLOSE nomyUETE FIM
nocnate FIM OTNRAERTE ACK
FIM CLOSE
WAIT-1 WeAIT
nonydMTe FIM
OTARaEUTE ACK
NOMyYUYUTEACK 0nA FIk CLOSE
K nocnate FIM
CLOSING LAQST-ACK
FIr
WAIT-2
nanyduTe ACK ona FIM nomyuuTe ACKE ana FIN
X X
nonyUKuTE FIM - Ti LML +
NOCNaTeACHK e ot \
Eﬂﬁ- MUEEMAALMA TCE CLOSED
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TCP - ycTaHOBKa coegunHeHUd

OTnpaBuTenb Pasmep okHa = 1

<4

7

OTtnpasnseT 1

[MonyyaeT ACK 2 | _
OTnpaBngaeTt 2

b

Nonyyaet ACK 3

-

OTnpasnaetr 3 | <

>

[lonyyaeT ACK 4

—t

[lonyJyartenb

4

J/

[NMonyyvaeTt 1

| OtnpaensaeTt ACK 2

[NMonyvaeTt 2
OTtnpasnaeT ACK 3

[NonyvaeT 3
OTtnpasnaet ACK 4

Y

g SLES
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TCP - 3aBeplieHue coegnHeHUA

Initiator Recelver
ESTABLISHED :
connection :
. : ESTABLISHED
active close FIN : " connection

FIN WAIT 1 \ g
" CLOSE_WAIT

passive close

‘%K
FIN_WAIT_2 ‘/XN LAST_ACK
TIME_WAIT : |

; ACK
\ CLOSED

CLOSED
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DNS

Cny>xuT ansa nonydyeHue IP agpeca no JOMeHHOMY UMeHU (1 He TONbKO)
Pa6oTtaeT kak noepx UDP, Tak u nosepx TCP

NmeeT pekypCcuBHYIO Npupoay

NMeeT MexaHMU3Mbl ANA KelMpoBaHUA

[Mpn BbICOKNX Harpy3kax MOXHO ucrnonb3oBaTb /etc/hosts
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PekypcuBHaga npupoga DNS

@e-s www.wikipedia@ root 108.41.0.4

Nnameserver
/ < "Try 204.74.112.1"_>
/ Org.

(2)

N nameserver

DNS Iterator MIMZ.BL%

/ i I I
@at xxx.xx.xx@% W|k|ped|a.org. 207.142.131.234
nameserver

204.74.112.1
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[TakeT net

B Go 3a ceTeBble BOBMOXHOCTWN OTBEYAET NakeT net n ero noanakeTbl
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Dialer

Tun, 3afjavya KOTOPOro yctaHoBKa CoegUHEeHUN
O6napaet crneayrowmnm nHTepdencom:

func (d *Dialer) Dial(network, address string) (Conn, error)

func (d *Dialer) DialContext(ctx context.Context,
network, address string) (Conn, error)

MO>HO MCNoNb30BaTb CTaHAAPTHbIE 3HAaeHUA NapaMeTpPoB GYHKLNEN

func Dial(network, address string) (Conn, error)

func DialTimeout (network, address string, timeout time.Duration)

(Conn,

error)
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[lpMepbl YCTAHOBKM COEAUHEHNN

Dial("tcp", "golang.org:http")
Dial("tcp", "192.0.2.1:http")
Dial("tcp", "198.51.100.1:80")
Dial("udp", "[2001:db8::1]:domain")
Dial("udp", "[fe80::1%100]1:53")
Dial("tcp", ":80")
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Tun Conn

ABnseTcsa abcTpakunen Hag NOTOYHbIM CETEBbIM COEAUHEHMEM.
Asnserca nmnnemMmeHtauunen Reader, Writer, Closer.
9TO NOTOKOH6E30MaCHbIN TUT.
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[lpakTunka

e Muwem yaT cepBep
e YumMmcs cosiaBaTb MHOMOMOTOYHbIE cepBepa
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TununyHble ceTeBble NPO6NEMDI

[ToTeps nakeToB
HepocTynHoCTb
Tanm-ayTbl

MepneHHble coeuHEHUSA

Kak ¢ HuMm 6opoTbcsa?
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[lpakTunka

N3yyaeM MHCTPYMEHTbI OT/IaAKM:
e tcpdump

e wireshark

e |sof

e netstat
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Ha 3aHAaATUumn

e M3yunnum 4to Takoe KOHTEKCT

e UN3yumnm ocobeHHocTun npotokonoB TCP n UDP
e M3yuymnu ctaHgaptHbie Tvnbl Conn u Dialer

e Y3Hanu o TUNUYHbIX CETEBbIX NpobaemMax

e Hayuunucb obecneumaTtb TanM-ayThl

e Hayuunucb oTnakmpatb ceTeBble NPobaeEMBI
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Bonpocbl?
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Onpoc

He 3a6y,ubTe 3anoJjiIHuTe 3anoJIHUTb ONnpocC. Ccblnka Ha oripocC B 4aTte
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Cnacunbo 3a BHMMaHue!

(- -

27 /27



