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MOHUTOPUHT

Omntpun Cmanb
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[1naH 3aHaATUA OTUS

MOHWUTOPUHT Linux-cepBepoB

CuctemMHble meTpuku: LA, CPU, MEM, 10

MoHunTopuHr Web-cepsepos

MoHuTOpUHr bas-gaHHbIX

Prometheus
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3a4yeM Hy>XeH MOHUTOPWUHT ? OTUS

OTnapgka, peweHne TeKywmnx r|p06neM

Paccblfika yBeaoMeHnmn

TexHu4yeckune A/B aKCnepuMeHTbI

AHanus TpeHa0B, NPOrHO3NpoBaHUe

SRE book:
https://landing.google.com/sre/sre-book/chapters/monitoring-distributed-systems/
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https://landing.google.com/sre/sre-book/chapters/monitoring-distributed-systems/

Kakon 6b1Ba€T MOHUTOPUHT ? OTUS

e KonnyectBeHHbIN / COBbITUNHDBIN
 Whitebox / Blackbox
e Push / Pull

Ya?
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Push vs. Pull OTUS

Push - areHT, paboTatowmii Ha MalvHe (B BUpTyanke/KOHTenHepe/nporpaMmme) NoAKIKYaeTcsl K cepBep MOHUTOPUHIa U
OTNpaBnseT faHHble. [Mntochb:

e MOHWUTOPWHI OAHOPA30BbIX 3a4au

e MOXXeT paboTaTb 3a NAT

e MOXeT 6bITb 60/1€e NponsBoauTesbHbIM (3a cyeT UDP)

[MpuMep: Graphite

Pull- cepBep MOHUTOPUHIa cam onpallnBaEeT areHToB, cobupas CTaTUCTUKY.
[nocobl:

e MpoLLe NosiyvaTb faHHble No-3anpocy

e 60N1€e 0TKa30yCTONYMBDIN

e He TpebyeT aBTOpU3aLMK / BepupurKaLmm UCTOYHMKA

[MpumMep: Prometheus
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MOHWTOPUHT Linux MaLLKnH OTUS

LA (Load Average) - AnIMHHaA oYepeaun NpoLEeCCOB B NJIaHUPOBLIMKE

CPU (User/System/Wait) - BpeMsi NpoBOANMOE NPOLIECCOPOM B Pa3/IMYHbIX peXumax

Memory (RSS/Shared/Cached/Free) - pacnpegeneHve namMsiTn B cucteme

|0 stats

Network stats
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Load Average OT US

LA - CNnoXXHaa MeTpUKa, ee MOXXHO UHTEPNPETUPOBATb Kak KONn4ecTBo npoLeccoB(noTokos) B OC, HaxoAALWMXCA B OXUAAHUM
Kakoro-nnéo pecypca (4awa scero CPU nnu guck).

HopmarsibHovi cunTaeTca 3arpyska korga LA ~ yncny sagep npoueccopa.
Kak nocmMmoTpeTb:

e top
e jostat, dstat
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CPU OTUS

e User (usr, us)-npoLeccop BbIMOSHAET KOA NporpamMMm. BbiCokoe 3HauyeHne MOXET 6bITb MPU3HAKOM HEONTUMaAJIbHbIX
anropuTMoB.

e System ( sys, sy )- npoueccop BbINOMHSAET KoA, sapa. Boicokoe 3HaueHe MOXET 03Ha4yaTb 60MbLUOE KOJ1-BO onepauuit
BBOAA/BbiBOAA WX CETEBbIX NAKETOB.

e Wait (wai, wa ) - NpOLECCOP HAaXOAMTCA B OXXMAAHMN BBOAA/BbIBOAA. BbiCOKOE 3HaYeHne 03HavYaeT HeJOCTaTOYHYHO
MOLLIHOCTb AUCKOBOW CUCTEMDbI.

e Idle ( id )- npoueccop 6e3aeicTBYeET.

Kak nocMoTpeTb:
 top, htop

10/ 29



Memory OTUS

e Resident ( Res ) - naMATb, 3aHATasA fJaHHbIMK NporpaMm (Kak npaBuio Ky4ym). Bbicokoe 3HaYeHne MOXeT roBOpUTb 06
yTeykax naMaTu B NporpaMmax.

e Shared ( shr ) - naMaTb, pa3gensemMas MexXxay pa3HbiMu npoueccamm (Kak NpaBuSIo CErMeHTbl Koaa).

» Cached - anckoBbI Kell onepauMoHHbIV CUCTEMDI, B Harpy>XXeHHbix cuctemax (CYB/[1) cocTosiHMM 3aHMMaeT BCe CBOOOAHOE
MecTO.

e Free - He 3aHATaaA NamMATb.

Kak nocMmoTpeTb:

e top
o free
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10 OTUS

¢ 3util -MNPOUEHT BPEMEHU B TEHEHUE KOTOPOro ANCK 3aHAT BBOAOM/BbIBOOM.

* r/s, w/s -4YUCNO 3aMNpocoB Ha YyTeHue/3anunchb B CeKyHAay.

e rKb/s, wKb/s - OObeM AaHHbIX I'IpOLlMTaHHbIX/3aI'IMCGHHbIX B CEKyHAY.

* await, r await, w await -cCpeaHee BpeMA B MC. OXXMaaHNA+BbINOJIHEHNA 3anpoca BBOAa/BblBOAA. Iatency AVNCKa.
* avgqu-sz -CpeaHAA OJIMHHa o4epenn 3arnpocoB K ANCKY.

Kak nocMoTpeTh:
e jostat-x 1
» dstat

Mpob6nembl:
e sutil ~ 100% - BaM He XxBaTaeT MOLWHOCTU ANCKA
e %util CWJIbHO OT/IMYaeTCA Y pasHbix Auckos B RAID - HeucnpaBeH AUCK?
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HeTanbHbl MOHUTOPUHT OTUS

ANroput™M aMuHa =)

e naeHTUdUKauma NpobemMbl
e HaWTW NpUUmHy (?)
e pewunTb Npobnemy

NHCTpYyMeHTbI:

e top, htop - YMeKT copTupoBaTb npoueccobl no CPU, RES

* iotop - YMeeT COPTMPOBATb NMpOoLEeCChl MO UCMOSIb30BaHUIO AUCKaA

e iftop - TPadduK, no xoctam (Npoueccos HeT =()

e atop -3anucbiBaeT Jior, NO3BOMISET UccnefoBaTb cuTyaunto post hoc
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MoHutopuHr Web/API cepBepoB OTUS

RPS (request per second)

Response time

Kog otBeTta (HTTP status 200/500/5xx/4xx)

PaspneneHue no metogam API
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PacnpeneneHne s3Ha4eHUN OT US

95%

Number of Requesls
=
(=]

o 3000 G000 8000 12000
X - Latency (ms)

CpenHee 3HayeHue (avg ) UK gaxke MeamnaHa ( mean ) He 0TO6GpPaXKatoT peasibHoOW KapTuHbI! Heo6XxoaAnMo namMepsTb
nepLeHTUIN, HanpuMep BPeMs B KOTOPOE YKaAblBalOTCA 98% 3arnpocos.
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MOHUTOPUHI 6a3 JaHHbIX OT US

TPS (transactions per second)

QPS (queries per second)

|0 usage

CPU usage

Replication Lag

Wait Events

Active connections
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4 OCHOBHbIX METPUKMU OT US

Latency - BpemMs oTBeTa

Traffic - konnyecTBO 3aNpPoCcoB / 06beM

Errors - KOIM4eCTBO OLLUNOOK

Saturation - ytnnnsauusa pecypcos
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Prometheus
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Prometheus - ycTaHOBKa cepBepa

YcTaHoBKa

S apt get install prometheus

HacTponka /etc/prometheus/prometheus.yml

global:
scrape interval: 15s # Kak 4YacTO OHNpalMBaTh exporter-—
sStorage:
tsdb:
path: /var/lib/prometheus # rme XpaHUTbL IaHHBE
retention:
time: 15d # xak IOJNITO XPaHUTHL IaHHBIE

scrape configs:
- Job name: 'prometheus'
static configs:
- targets: ['localhost:9090"]
- Job name: 'app'
static configs:

- targets: ['localhost:9100', 'localhost:9102', 'localhost:9103"

4

'"localhost:9187"]
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Prometheus - 3anyck OTUS

3anyck

$ service prometheus start

Prometheus 6yaet aoctyneHn Ha nopty 9090: http://84.201.152.233:9090/
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http://84.201.152.233:9090/

Prometheus - MOHUTOPUHT Linux

Machine 1

[F’r{}metheus]

Prometheus server
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Prometheus - MOHUTOPUHT Linux OTUS

$ apt-get install collectd

# B /etc/collectd/collectd.conf
LoadPlugin network
<Plugin network>

Server "127.0.0.1"™ "25826"
</Plugin>

# sanyckaem collected
service start collectd

Ux

ckaumpaeM collected-exporter
wget https://github.com/prometheus/collectd exporter/releases/download/v0.4.0/collectd exporter-0.4.0
tar -zxf collectd exporter-0.4.0.linux-amd64.tar.gz

Uy Uy S

3anyckaeM exporter
./collectd exporter --collectd.listen-address="localhost:25826" \
--web.listen-address="1localhost:9103"

Uy
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Prometheus - MoHUTOpPUHI Postgres OTUS

YcTaHOBUTDL postgres-exporter

$ go get github.com/wrouesnel/postgres exporter
$ cd S$S{GOPATH-SHOME/go}/src/github.com/wrouesnel/postgres exporter
$ go run mage.go binary

3anycTuTb C yKasaHueM connection string

$ export DATA SOURCE NAME="postgresqgl://login:password@hostname:port/dbname"
$ ./postgres exporter
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Prometheus - npoTokon

MpocToi cnocob uccnefoBaTb: wget -0 - http://localhost:9103/metrics

# TYPE go memstats heap alloc bytes gauge
go memstats heap alloc bytes 1.036096e+06

collectd processes ps state{instance="mialinx-test-ub.
collectd processes ps state{instance="mialinx-test-ub.
collectd processes ps state{instance="mialinx-test-ub.
collectd processes ps state{instance="mialinx-test-ub.
collectd processes ps state{instance="mialinx-test-ub.
collectd processes ps state{instance="mialinx-test-ub.

go _gc duration seconds{quantile="0"} 4.0147e-05

ru-centrall
ru-centrall
ru-centrall
ru-centrall
ru-centrall
ru-centrall

go _gc duration seconds{quantile="0.25"} 6.950600000000001e-05

go _gc duration seconds{quantile="0.5"} 0.000108126
go _gc duration seconds{quantile="0.75"} 0.001107202
go_gc _duration seconds{quantile="1"} 0.039212351
go_gc _duration seconds sum 0.49406203400000004

go gc duration seconds count 282

.internal",processes="blocked"} 0
.internal",processes="paging"} O
.internal",processes="running"} 1
.internal",processes="sleeping"} 57
.internal"™, processes="stopped"} O
.internal", processes="zombies"} O
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Prometheus - Tnnbl meTpumk OTUS

e Counter - MOHOTOHHO BO3pacTalLLEee YAC0, HaNpUMeEp YUCIO 3anpocoB
e Gauge - TEKyLLee 3HaAYeHUe, Hanpumep noTpebneHmne NnamMmsaTu
e Histogram - pacnpegeneHune s3HavyeHus, no bucket

e Summary -TOXOXe€ Ha histogram , HO MO KBAHTUJ1AM
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Prometheus - MoHUTOpUHI Go HTTP cepBucos OTUS

import (
"log"
"net/http"
"github.com/prometheus/client golang/prometheus/promhttp"
metrics "github.com/slok/go-http-metrics/metrics/prometheus"
"github.com/slok/go-http-metrics/middleware"

)

func myHandler (w http.ResponseWriter, r *http.Request) {
w.WriteHeader (http.StatusOK)
w.Write([]byte("hello world!"))

}

func main () {
// middleware mnjgsg MOHUTOPUHT
mdlw := middleware.New (middleware.Config({
Recorder: metrics.NewRecorder (metrics.Config{}),
H)
h := mdlw.Handler ("", http.HandlerFunc (myHandler))
// HTTP exporter njus prometheus
go http.ListenAndServe (":9102", promhttp.Handler ())
// Bam ocHoBHOM HTTP cepBuUC
if err := http.ListenAndServe (":8080", h); err != nil {
log.Panicf ("error while serving: %s", err)

}
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Prometheus - cobCTBEHHbIE METPUKHU OTUS

import "github.com/prometheus/client golang/prometheus”

var regCounter = prometheus.NewCounter (prometheus.CounterOpts{
Name: "business registration",
Help: "Client registration event",

})

func init () {
prometheus.MustRegister (regCounter)

}

func myHandler (w http.ResponseWriter, r *http.Request) {
w.WriteHeader (http.StatusOK)
w.Write([]byte("hello world!"))
regCounter.Inc ()

}
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Onpoc OTUS

3anosiHMTe NoXanymcra onpoc

https://otus.ru/polls/5662/
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Cnacunbo 3a BHMMaHue!

(- -

PANAPA



