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Cpepa otnagku

OcHoBHag OS - Windows 7 x86

| File Edit View Debug Window Help

Command - Kernel 'com:port="\\pipe'wmcom, baud=115200, pipe reconnect’ - WinDbg:10.0.17...

Hicro=zoft (R) Windows Debugger Version 10.0.17763.1 AMDe4
Copyright (o) Hicrosoft Corporation. All rights reserved.

Waiting for pipe . “pipe“vwncon

Waiting to reconnect. . .

Connected to Windows 10 10240 =64 target at (Wed Feb 20 20:48:20.804 2019 (UTC + 3:00
Eernel Debugger connection established.

Synbol =search path i=s: =rw=

Executable szearch path i=:

Window= 10 Eernel Version 10240 MP {1 procs) Free x=bd

Built by: 10240 17443 amdbdfre thl 170602-2340

Hachine Hame:

Kernel ba=ze = 0xffff{f800°'dfclell0 PzloadedModulelist = Oxfffff800°dff3a070
Sy=tem Uptime: 0 daws 0:00:00.031

EDTARGET: Refreshing KD connection

|Debuggee not connected

OTUS




YcraHasausaem DDK

B kaTanore Debuggers HaxoanTca oTnagyunk

n

bin
Catalog
Debug
Debuggers
help

inc

lib
MyDrivers
MyNativefpps
OACR
redist
src

tools
WDTF
blockdir
build
dirs

Green-krnl




OTnapaka B pexume
nonb3oBaTtens



focTeBasa mawMHa

1. OrtkpbiBaem Windbg
2. B HEM OTKpbIBaemM oTnaxkmBaemoe npuroxeHune

3. B koHconu nuwem: .server tcp:port=5005

2l Server “tcpiport=5005" - Pid 5968 -
File Edit View Debug Window Help
| =] (Bl = ¢ | OB EEDEE S| [EE] A e

error On3: CA\Program Files\Debugging Tools for Windows (x64)\thermes\placeholdl .c

[ (=)

770e40f0 cc




XocTtoBaA malunHa

1. OrtkpbiBaem Windbg
2. File->Connect to Remout Session (Ctrl+R)
3. Beogum tcp:port=5005,Server=192.168.17.130

T Remote tcp:port=5005, Server=10.63.100.79 - WinDbg:10.0.17134.12 X8
File Edit View Debug \ v Help

| = | [ =L = =8 = | ™ B (P [ B & BB R E OB EE 8] A

Offset: |@3scopeip

770e40f0 cc




Cnyx6a otnaguuka

Ha rocteBon mawuHe: X:\xxx\dbgsrv.exe -t tcp:port=5005
Ha xoctoBon: File->Connect to Remout Stub n Beectu
tcp:Port=5005,Server=192.168.17.130

ormat: Pointer and Symbol
Mext

Disassembly

Offset: |@§scopeip Previous Mext




OTnapKa B pexXume aapa



[Aob6asnaem BuptyanbHbivi COM nopTt OTUS

[Mpn gpobasneHnn npocneanTb: B combo box Hy>kHO BbIGpaTh «This end is the
server» n «The other end is an application»

Hardware ©Options

Memory

Specify the amount of memory allocated to this virtual
I Mermory 4GB machine. The memory size must be a multple of 4 MB.
[ Processors 4
et Hard Disk {SICSI) -

- CD/DVD (SATA) Ldd Hardware Wizard =

Metwork Adapter Hardware Type

USE Controller what type of hardware do you want to install?
I.E,III Sound Card
ElDisplay

Dewice Summary

Hardware types: Explanation tommended memory

|t Hard Diisk Cannot add until the virtual machine BODIng may
) CD/DVD Drive is powered off. d this size.)

Floppy Drive
Metwork Aadapter

USE Controller

l.f:lil Sound Card

E Parallel Port

[ Jseraiport |

E:] Primter

Generic SCS5I Dewice

ed memory

commended minimum

d off to reduce the

< Bacdk Mext = Cancel

q_l.‘,} The virtual machine will use up to 256 ME of this memory for
graphics memory. You can change this amount in the Display
settings page.




[Aob6asnaem BuptyanbHbivi COM nopTt OTUS

[Mpn gpobasneHnn npocneanTb: B combo box Hy>kHO BbiGpaTh «This end is the
server» n «The other end is an application»

Hardware Options

Device Summary Disk file

8 Vemory 4cE | Windows 7-disk 1-000005.vmdk
[ Processors 4

SHard Disk (5C8T) [~ E——
“JCD/DVD (saTa) | O ErHErE A

ElNetwork Adapter Serial Port Type

USE Controller What media should this serial port access?
@] Sound Card

!Display

Serial port
() Use physical serial port on the host fd disk.

file.
O Output to file |
(®) Output to named pipe

Map...
Defragment

Expand...

Compact

Advanced...

Remove




[Aob6asnaem BuptyanbHbivi COM nopTt OTUS

[Mpn gpobasneHnn npocneanTb: B combo box Hy>kHO BbiGpaTh «This end is the
server» n «The other end is an application»

Hardware  QOptions

Disk file
Windows 7-disk 1-000005. vmdk

Device Summary

T, Mernory 4GB
[ Processors 4
S\ Hard Disk (SCST)
“,CD/OVD (SATA)
ElNetwork Adapter Specify Socket

USE Controller Which socket should this serial port connect to?
l@] Sound Card

Ml pisplay Named pipe

Add Hardware Wizard

| \\. Ypipe\com_1

This end is the server,

The other end is an application.
Map...

Device status
Connect at power on

Defragment

Expand...

Compact

Advanced...

conk ==

) add... Remave




[Aob6asnaem BuptyanbHbivi COM nopTt OTUS

[Mpn gpobasneHnn npocneanTb: B combo box Hy>kHO BbiGpaTh «This end is the
server» n «The other end is an application»

Virtual Machine Settings

Hardware  QOptions

. Device status
Device Summary

I Memory 4GB
Ij Processors 4
i Hard Disk (SCSI) 30 GB )
“JCD/DVD (SATA)  Auto detect Cennection

FENetwork Adapter  Bridged (Automatic) (O Use physical serial port:
USE Controller Present Auto detect
l.£lﬁl Sound Card Auto detect

Serial Port Using named pipe \\.\pipe\com_1
@ Display Auto detect

Connected
Connect at power on

(O Use output file:

(®) Use named pipe:
[ \\ ipe\com_1

This end is the server.

The other end is an application.

1/0 mode
Yield CPU on poll

Allow the guest operating system to use this serial port
in polled mode {(as opposed to interrupt mode).

") add. .. Remave




HacTtpoiika roctresoi 0S

Bkritouyaem pexxum oTnagku:

OTKpbIBAaEM KOMaHOHY CTPOKY OT MMEHU agMUHUCTpaTopa
bcdedit /debug on
bcdedit /dbgsettings serial debugport:1 baudrate:115200

E3 Admineirator G [mrE——

Microzoft Windows [Uerszion 6.1.76611
Copyright <c> 2009 Microsoft Corporation. All rights reserved.

C:xWindowsssysten32>hbcdedit ~debug on
The operation completed successfully.

C:sUWindowsssystem32 *hbededit sdbgsettings serial debugport:l bawndrate:-115286
The operation completed successfully.

C:sWindowsssystem32 >




Hacrpoiika rocresoii 0S OTUS

[1poBepka:

Win+R: msconfig
Bknagka “boot” -> Advanced options
Bugnm aktneHbi checkbox “Debug”

Boot [ Mumber of processors: [] Masximum memory:

e 1 0

[[]Pet Lack
Debug

Global debug settings
Advanced opti Debug port: Bl et
Boot options [CDM L [115?_00

[T safe boot Channel
Minimal 0

Alternaty
Active Df USE target name:

MNetworkd




OTUS

Ha xoctoBou malumHe

Co3naém Bat dbann ¢ Takum coaep>KUMbIM:

"D:\WInDDK\7600.16385.1\Debuggers\windbg.exe" -b -k
com:pipe,port=\\.\pipe\com_1,resets=0

@ Kemel 'com:pipe,p - WinDbg:6.1.
File Edit View Debug
Bl E M | =

kemel-inject.c | placet

229310b)

62293162 7467 je nt!KdCheckForDebugBreak+ox22 (

82203104 6a01 push

82293106 e501000000 call  nt!DbgBreakPointWithstatus (52a931ec)

82a9316b 3 ret

nt!DbgBreakPointwithstatus:

8209310 8ba42404 mov eax,dword ptr [espta]

nt!Rt1pBreakuithstatusInstruction:

82293110 cc int -]

82093111 c20460

nt!DbgUserBreakPoint 50802570

82293114 cc i B il

o

82040378

' - WinDbg:6.12.0002.633 AMD64
82bgebad
CTRL+C (if you run kd.exe) or,
CTRL+BREAK (if you run WinDBG), CLEE
on your debugger machine's keyboard. 27

1

Command - Kerne! ‘com:pipe \pipe\com_1,resets=

82293110
THIS IS NOT A BUG OR A SYSTEM CRASH
Locals and Threads

"g" key, then
If it
Display format: | E; | | Previous

If you did not intend to break into the debugger, press the
Virtual:

press the "Enter” key now. This message might immediately reappear
does, press

nt!RtlpBreakilithStatusInstruction:
82293118 cc int 3

Sys D:KdSrv:S | Proc 000:0  Thrd 000:0




VirtualKD

1. YcTaHaBnmBaem Ha XOCTOBOW MalLUuMHe

2. Ha FOCTEBYIO KONupyem nanky target

T
T e
vmxpatché
kdclienté
kdclients
Tl
T}
vmxpatch
kdclient
kdclient

VirtualBoxIntegration
readme

Size
Up
Folder
472

46

1367 K

215896
3483 K

1883 K
1181888




VirtualKD OTUS

1. Ha rocresoi 3anyckaem vminstall.exe

2. Ha xocToBoi - vmmon64.exe = Run Debugger

@ Virtual Machine monitor

Bytes received
Bytes send
Packets received
Packets sent

IM packet rate
OUT packet rate
Reset count

FID W type Uptime CPU  PFipe name Packets Fesetz: 0S5 Debugger Pollrate
@ 11628 WMware 164 00:11:51 0% kd_w? 0/0 1] 1]

Send rate

Receive rate

Max. send rate 04
Maw. recy. rate 04
CPU uzage

Avg CPU uzage 7%

Debug message level | Patcher debug messages Clear log Cleanup % List

B e e e R T T T T T R L ~
WirtualED patcher DLL successfully loaded. Patching the GuestRPC mechanism...*

B e e e R T T T T T R L

Searching patch database for information about current executable...

No information found.

Analyzing VMWARE-VMX executable...

Building list of EXE sections... 23060K of data found.

Scanning for RPC command name strings...

Tracedssist params...

Start debugger automatically (@) \WINDBG.EXE Fun debugger

[]5top debugger automaticaly () KD.EXE Debugger path...
DbaBreakPaoint(] an start () Custare: | "'CProgram Files [x86]Nwindows Kit\ 105D ebuggershsbdtwindbg" - Restore WM snapshot Instant break

[JLog all sert and received packets to kd_<WMMAME> html files [ussful for analyzing debugger protocol] Unpatch process




Bonpocbi???
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