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/d}'u fwCreateProcess

nt! ZwCreateProcess:

B82c3d484 bs4feppaos eax,4Fh

B2c3d489 3d542484 edx, [esptd]

B2c3d4ed 9c

B2c3d4Be Ga@B 8

82c3d41@ =569226000 nt!KiSystemService (82c3fe67e)
82c3d415 c22e00 28h
nt!ZwlreateProcessEx:

82c3d418 bE50000000 eax,58h

B2c3d41d Bd542484 edx, [esp+ad]

kd> u NtCreateProcess

nt!MtCreateProcess:

B2edde67b Bbff 10V edi,edi

B2edde7d 55 ebp

B2edde7e Bbec Y ebp,esp

82eddeB8 33ce ( EaX,Eax

B2edds32 TH451c@l E byte ptr [ebp+lCh],1
B2eddsB6 7481 ' nt!NtCreateProcess+ixe (B2edd6d9)
B2edd688 48 eax

82edd689 6452001 byte ptr [ebp+20h],1
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~# u NtCreateProcess
ft!MNtCreateProcess:

3i2edd67b 8bff mow
32edd67d 55 push
i2edd&?e 8bec Mo
i2eddeB@ 33ce Xor
32edded2 Tr451cel test
j2eddeie 7481 je
i2edd6B8 48 inc
32eddBB89 Tr452861 test
cd> eb nt!NtCreateProcess @wxed
cd* u NtCreateProcess

1t INtCreateProcess:

edi,edi

ebp

ebp,esp

eax, eax

byte ptr [ebp+l1Ch],1
nt!NtCreateProcess+@xe (82eddbB9)
eax

byte ptr [ebp+2@h],1

i2edd67b e9ff558bec jm 6f792c7f
32edd68e IoC0 cor AN, Eax

32edd682 fE451c@l
32edd686 7401
32edd688 4@
32edd689 T6452081
32edd68d 7403
2eddsdT 83cE82

byte ptr [ebp+lCh],1
nt!NtCreateProcess+axe (B2edd6BI9)
eax

byte ptr [ebp+28h],1
nt!NtCreateProcess+8x17 (82edde92)
eax,2
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MOXHO B3ATH IIPUMEDP:

HookFunction( s SIZE T

PSIZE T pOldFunction = FindFunctionAddress(
DWORD accessProtectionValue, accessProtec;

vProtect = VirtualProtect(pOldFunction, (PSIZE_T), , &accessProtectionValue);
*p0ldFunction = R
vProtect = VirtualProtect(p0ldFunction, SI7E T), accessProtectionValue, &accessProtec);

HookedGetCurrentProcessId(

10000 ;



https://github.com/KooroshRZ/Windows-IAT-Hook
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Vicriolb3yeM

main()

DWORD pid = GetCurrentProcessId();
printf("Currend PID: %d\n", pid);

HookFunction("GetCurrentProc ", (DWORD)&HookedGetCurrentProcessId);
pid = GetCurrentProcessId();
printf{"Currend PID: X®d\n",

system( " pause”);
a;



https://github.com/KooroshRZ/Windows-IAT-Hook

lNepexBaTt IAT

PesynesTarT:

B Beigpate D'\MyPrograms\Windows-|AT-Hook\Debug\Windows-1AT-Hook.exe

Currend PID: 19176

Base virtual address(DOS5 HEADER) of Process :B8E18088
NT _HEADER Address : BBE180F8

OPTIONAL HEADER Address : BOBE18188

IMPORT DIRECTORY TABLE address ©BE2B1CS

IMPORT DIRECROTY EMNTRY : KERMELZ2.d1l1
---» GetCurrentProcessId was found with address : 8x764D3C08

Currend PID: 186080
llnA Npogon¥eHWA HaxMuTe nobyw Knaevwy



https://github.com/KooroshRZ/Windows-IAT-Hook
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