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Tabaunua aKcnopTa



Tabnuuya sakcnopra

OnmceBaeTca crpykrypor IMAGE EXPORT DIRECTORY

_IMAGE_EXPORT_DIRECTORY {
DWORD  Characteristics;
DWORD  TimeDateStamp;

WORD MajorVersion;

WORD MinorVersion;

DIWORD Mame ;

DIWORD Base;

DWORD  NumberOfFunctions;
DWORD  MumberOfNames ;

DWORD  AddressOfFunctions;
DWORD  AddressOfNames;

DWORD  AddressOfNameOrdinals;

} IMAGE_EXPORT_DIRECTORY, *PIMAGE_EXPORT_DIRECTORY;




Anroputm nonyuyeHus agpeca ¢pyHKuMM no tTabauue skcnopra |
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[TonyuuTtb ykasateno Ha IMAGE _DOS HEADER
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[MTo nonto IMAGE_DOS HEADER.e_ Ifanew (0x3C)
nonyymntb cmeweHne oo IMAGE_NT HEADERS
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U

Mo cMeLeHnio 0x78 or IMAGE_NT HEADERS
YATAeTCA cMelleHne 40 Ta6J'II/ILI,bI IKCMNopTa




Anroputm nonyuyeHusa agpeca ¢pyHKuMmu no tabauue skcnopra li

AddressOfFunctions

AddressOfNames
AddressOfNameOrdinals




Anroputm nonyuyeHus agpeca ¢pyHKummu no tabauue skcnopra lll

-
N3 maccuBa UMEH HaxXOAUTCS HYXXHas PYHKLMS MO MMEHM

(nnn ) U 3anoMunHaeTcs e€ nHaekc N
\(

N3 maccuBa opanHanoB Yyntaetcs N-bin 9fieMeHT - M
L

>
3 maccuea agpecoB pyHKUUN YnTaeTca M-bin 3aNeMEHT -

address
\




Tabnuuya sakcnopra

IMAGE_EXPORT_DIRECTORY

Characteristics
(other fields)

HumberOfFunctions = 3
HumberofHames = 3

AddressOfFunctions

AddressOfHames

AddressOfHameOrdinals

Figure 4. Export table layout

3 Parallel Arrays
Function Address Table
0x00400042 | 0x00400184 I 0x00401256
Function Hame Table

L} "“MyFunc1™ L} "“WMyFunc2" L’ "WyFunc3"
Functional Ordinal Table

I
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[IlporpammmnpoBaHme
Native npunnoxeHuu



WDK/NDK OTUS

Windows Driver Kit Version 7.1.0
Native Development Kit

Windaows Driver Kit Version 7.1.0

Important! Selecting a language below will dynamically change the complete page content to that language.

rengusgs Englsh

The Windows Driver Kit (WDK) Version 7.1.0 is an update to the WDK 7.0.0 release and
contains the tools, code samples, documentation, compilers, headers and libraries with
which software developers create drivers for Windows 7, Windows Vista, Windows XP,
Windows Server 2008 R2, Windows Server 2008, and Windows Server 2003.

@ Details

Version: Date Published:
7.1.0 2/26/2010

File Name: File Size:
GRMWDK_EN_7600_1.150 519.8 MB

The Windows Driver Kit (WDK) Version 7.1.0 is an update to the WDK 7.0.0 release and contains the tools, code samples,
documentation, compilers, headers and libraries with which software developers create drivers for Windows 7, Windows Vista,
Windows XP, Windows Server 2008 R2, Windows Server 2008, and Windows Server 2003, This development kit does not
contain device drivers for your personal computer. If you are locking for drivers for your personal computer, go to Microsoft
Update for downloads, or visit Windows Hardware Help for more information to find device drivers and hardware. & working
knowledge of C programming is necessary to use this kit to develop Windows drivers.



https://www.microsoft.com/en-us/download/details.aspx?id=11800
https://github.com/arizvisa/ndk

Yro Takoe Native npunoxeHuna? OTUS

OTO NporpamMmmsbl, COCODHbIE 3anycKkaTbCs HA paHHEM JTarne
3arpyskn Windows (0o okHa Bxoga B CUCTEMY)
[Mpumep nporpammbi:

Count of sections 2 | Machine Intel386
symbol table ©BB88806[08888008] Sat Apr 27 85:28:16 2819
Size of optional header B8E® | Magic optional header 816E
Linker version 9.88 | 05 version 6.81
Image version 6.81 Subsystem version 5.81
Entry point 88881568 | Size of code Bese6360
Size of init data 88688208 Size of uninit data slafelalslelels)
Size of image geee3eee | Size of header eeees46e
Base of code geeeleed | Base of data 88882000
Image base 8168880860 Subsystem Mative
Section alignment e8aa168688 File alignment 88688268
Stack 88846608/ 880620880 Heap 881686608/ 88061088
Checksum B8BBSELF Mumber of dirs 16




Yro takoe Native npunoxkeHna?

Native npunoXXeHus UCrosb3yrT TONbKO YHKLUUN,
akcnoptupyemble n3 ubnmotekn ntdll.dll, koTopble 4YacTn4HoO
OOKYMEHTMPOBAHbI

147 NtDisplayString [ntd1l.d11




Undocumented Functions OTUS

HenokymeHTMpoBaHHbIE OYHKLMN MOXHO NOACMOTPETh

NtDisplayString

NTSYSAPT
NTSTATUS
NTAPL

NtDisplayString(

IN PUNICODE STRING

Function NtDisplay String display specified string in texf-mode (typically: blue screen)
Warning: Trying to display string without previously switch to text-mode results as system hang

= String Pointer to UNICODE_STRING contains string to display. Some basic control characters are implemented (like CR. LF).

Documented by
Tomasz Nowak

Requirements:

Library: ntdllLlila
Privilege: SE_TCB_PRIVILEGE



http://undocumented.ntinternals.net/

Peannsosatb Native nporpammy,
KoTopaAa caamnut MBR



BcnomorartenbHble GyHKUUU

OnmceBaeM QYHKLUMM 3aOepXKM M BHBOIA Ha

void Sleep(DWORD mSec)

i
LARGE INTEGER interwal;

interval.QuadPart =
NtDelayExecution(FAL

-1 * (int){mSec * 100080);
5E, &interval);

¥
void Writeln(LPWSTR Message)

1
UNICODE STRING string;
RtlInitUnicodeString(&string, Message);

NtDisplayString(&string);



3apepkkKa Ha 1 cekyHay (1000 mc)

LARGE INTEGER interval;

interval.QuadPart = -1 * (int) (

NtDelayExecution (FALSE, &interval);

« Alertable  If set, execution can break in a result of NtAlertThread call.

« Delaylnterval  Delay in 100-ns units. Negative value means delay relative to current.
—_ L

10~ * 100*107-9 * 1074 = 10~ * 107-7 * 107

= 1070 = 1 sec




NtReadFile OTUS

Reads data from an open file

NTSTATUS NtReadFile(

In_ HANDLE FileHandle,
_In_opt_ HANDLE Event,
_In_opt_ PIO APC ROUTIME ApcRoutine,
_In_opt_ PVOID ApcContext,
_Out_ PIO_STATUS BLOCK IoStatusBlock,
_Out_ PVOID Buffer,

_In_ ULONG Length,
_In_opt_ PLARGE_INTEGER ByteOffset,

PULONG Key

):

Event [in, optional]

Optionally, a handle to an event object to set to the signaled state after the read operation completes. Device and intermediate
drivers should set this parameter to NULL.




YreHue c Knasumartypbl

NtReadFile

RtlInitUnicodeString(&keyboard, ["\\Device'\‘\KeyboardClassB8");
InitializeObjectAttributes(&0bjectAttributes, &keyboard, OBJ_CASE_INSENSITIVE, HNULL,

NtCreateFile(&hKeyBoard,
SYNCHRONIZE | GENERIC READ | FILE READ ATTRIBUTES,
&0bjectAttributes,
&Iosb,

NULL,

FILE_ATTRIBUTE_NORMAL,

=
FILE_OPEN,FILE DIRECTORY FILE,

NULL, @);

InitializeObjectAttributes{&0bjectAttributes, NULL, &, NULL, NULL);
NtCreateEvent (&hEvent, EVENT_ALL_ACCESS, &0ObjectAttributes, 1, 8);

{DumpMbr{ ) )
Writeln{L"Dump Created!\n");

Writeln{L"Dump Error!\n");

(TRUE)

NtReadFile(hKeyBoard, hEvent, NULL, NULL, &Tosb, &kbData, (KEYBOARD_INPUT_DATA), &ByteOffset, NULL);
MtWaitForSingleObject(hEvent, TRUE, NULL);

(kbData.MakeCode == 8x81)




Touka Bxoaa - NtProcessStartup

NtProcessStartup

void NtProcessStartup(veid* StartupArgument)
1
~ HANDLE hKeyBoard, hEvent;
UNICODE STRING skull, keyboard;
OBJECT_ATTRIBUTES ObjectAttributes;
I0_STATUS_BLOCK Iosb;
LARGE_INTEGER ByteOffset;
KEYBOARD INPUT_DATA kbData;

RtlInitUnicodeString(&keyboard, L™\\Device\\KeyboardClass@");
InitializeObjectAttributes(&0bjectAttributes, &keyboard, OB]_CASE_INSENSITIVE, NULL, WNULL);

NtCreateFile(&hKeyBoard,
SYNCHRONIZE | GEMERIC_READ | FILE_READ ATTRIBUTES,
&0bjectAttributes,
&Tosb,

WLL ,

FILE_ATTRIBUTE_NORMAL,

b
FILE_OPEN,FILE_DIRECTORY FILE,

ULL, 8);




1 .vcranosurs WDK (HanpuMmep, Ha Ouck D)

2 .Co3maTh KaTajor MyNativeApps B
D:\WinDDK\7600.16385.1\

3 . CKOnmMpoBaTh B HEI'O KATAJOI' C MCXonmHMKamym dumpMbr

4 . 3anycTturb x86 Checked Build Environment
5 .cd MyNativeApps\dumpMbr

©.Build




CrpykTypa kKaTajiora

I

install
objchk wxp x86
buildchk wxp x86
S0UrCces

dumpmbr

B ciayuae ycnemHoM COOPKM:




B crniyyae ycrnemHoyM COOPKM:

findows XP %86 Checked Build Environment

D:\WinDDK\7688.16385.1\MyNativeAppsidumpMbr>build

path contains nonexistant c:\program files (x86)\ati technologies‘\ati.ace\core-static, removing

path contains nonexistant c:\windows\system32\config\systemprofile\.dnx\bin, removing

path contains nonexistant c:\windows\system32\openssh\, removing

BUILD: Compile and Link for x86

BUILD: Loading d:\winddk\76@8.16385.1\build.dat...

BUILD: Computing Include file dependencies:

BUILD: Start time: Sat Apr 27 86:18:16 2819

BUILD: Examining d:\winddk\76@8.16385.1\mynativeappsidumpmbr directory for files to compile.
d:\winddk\7606.16385.1\mynativeappsidumpmbr Invalidating OACR warning log for 'WDKSamples:x86chk’

BUILD: Saving d:\winddk\768@8.16385.1\build.dat...

BUILD: Compiling and Linking d:\winddk\76@8.16385.1\mynativeapps\dumpmbr directory

Configuring OACR for 'WDKSamples:x86chk® - <OACR on»

_NT_TARGET_VERSION SET TO WINXP

Compiling - dumpmbr.c

Linking Executable - objchk wxp x86%i386\dumpmbr.exe

BUILD: Finish time: Sat Apr 27 ©86:18:17 2819

BUILD: Done
3 files compiled - 3 Warnings

1 executable built

D:\WinDDK\ 7660 .16385 .4

D: \WinDDK\7608.16385.1\MyNativeApps\dumpMbriobjchk wxp x86\1386

dumpmbr
dumpmbr
dumpmbr
vcog
_objects




YcTaHOBKa

Ina sanycka NatlvenpuiioXeHMS HYXHO €TI'O CKONMPOBATH B
system32 m npomnmcaTb B peecTpe

HKLM\ System\CurrentControlSet\Control\Session
Manager\BootExecute

[locane cTpokm «Autocheck Autochk *»

[HKEY LOCAL HACHINEHSYSTEHHCUPPEHtCﬂntPDlSEtHCGﬂtPDlHSESSlun Hanager]
"BootExecute’ -hex{ yo 33,68,65,63,6 ] - b

Recipe

58,65,63,6b,208,61,75,74,6F,63,63,6b,28,2a

From Charcode

e—
Delimiter

Comma & Output

autocheck autochk *




Nocne nepesarpysKku

EE!ﬁHHHﬁHHH“..

open Physicalbrived STATUS_SUCCESS

Read MBR OF!
Open Cohwymbr.bin STATUS_SUCCESS!

Cump MER CK!
ump Created!




Cobpatb DumpMBR un3
MCXOAHWNKOB



Bonpocbi???







Cnacumbo
332 BHUMaHuel



