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YTto Takoe cnyx0Obl?

OTUS

Cnyx0bl (Services) - 3TO NpoLeCcChl MNONb30BaTENBCKOro pexnma, 4 3anycka u
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Q Services

File Action

L )
Services (Local)

View

Help

Auto Time Zone Updater

Ja18 the service

Descnption:
Automatically sets the systern tme
zone

Extended / Sundud,/'

L4 Background Iintelbgent Tramler®
L8 Background Tasks Infrastructun
< Baze Fitenng Engne
&3 BaLocker Drive Encryption Serv
& Block Level Backup Engine Serv
L Bluetooth Handsfree Servce
L Bluetooth Support Servce
L& BranchCache
s Centificate Propagation
& Chent License Servace (ChpSVC)
4 CNG Key bsolation
4y COM+ Event System
&8 COM+ Systemn Application
L& Computer Beowser
i Connected Device Platform Service
£ Connected User Expenences and Tele..
A CoreMessaging
% Credential Manager
4 Cryptographic Services
£ Data Sharng Service
4 DataCollectionPublishnaService
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All Tasks
Refresh
Properties
Help
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Status

Startup Type
Manuad (Tng

Manual

Atomatic
Automatic

Manual (Tngges Start)
Manual

Manual (Tngger Start)
Manual (Trigger SRart)
Mangal

Manued

Manual (Trgger Stant)
Manual (Trigger Start)
Automatic

Manual

Manusl (Togger Start)
Dvsabled

Automatic

Automatic

Manual

Automatic

Manual (Tngger Start)
Manual (Triager Start)

Local Syste
Local Syste..
Local Service
Local Syste..
Local Syste
Local Service
Local Senvwce
Network S
Local Syste..
Local Syste..
Local Syste..
Local Service
Local Synte
Local Syste.
Local Service
Local Syste..
Local Service
Local Syste.
Network S
Local Syste
Local Svite




Ba3a AaHHbIX Cnyx6 OTUS

Bca nHdopmauma o cnyxbax XpaHUTCA B peecTpe Mo agpecy

., PSSDKA2 Name Type Data

b ql2300 a5] Default) REG_SZ (value not set
- qHDx |DependOnService  REGMULTLSZ ~ Rashan TapiSrv RasAcd
: ' gﬁiﬁidw 3}_'] Description REG_SZ @%5ystemroot I\ systemn32\rasauto.dll -201
: Rashcd QﬂDispIayName REG_57 @%Systernroot 3\ system32\rasauto.dll,-200
-} RasAgileVpn .?5'9'] ErrarControl REG_DWORD 0:00000001 (1)
[l Rashuto .‘g'g'g']FailureActiuns REG_BINARY 840300000000000000000000030000001400000001000000c0d4010001000000e0930400..,
-1 Rasl2tp El']lmagePath REG_EXPAND_SZ SebystemRoot e\ System32\svchost.exe -k netsves
| RasMan 2] ObjectName REG_SZ localSystem
.|, RasPppoe Q‘_']Requiredprivileges REG_MULTIL SZ SelmpersonatePrivilege SeTcbPrivilege SelncreaseQuotaPrivilege SeChangeMotifyPrivilege SeCreateGlo...
. RasSstp i’g'g']SenriceSidType REG_DWORD 0x00000001 (1)
| rdbss o) Start REG_DWORD 0x00000003 (3)
L rdpbus .'g'g'g']Type REG_DWORD 0:00000020 (32)
.|, RDPCDD
.|, RDPDD
, RDPDR
, RDPENCDD




Ba3a AaHHbIX Cnyx6 OTUS

3HadeHne imagePath:

FOBOPMUT, YTO CIy>XObl N3 rpynnbl NEtSVCS HY>XHO 3arpy3nTb B KOHTEKCTE
npouecca svchost.exe

| PSSDKA2 Name Type Data

-4 ql300 b (Default) REG_SZ (value not set
> QM ab|DependOnService  REG_MULTLSZ RasMan TapiSrv Rashcd
; I gﬁﬁidw 5 Description REG_SZ @%Systemroot3\system32\rasauto.dll, -201
- Rashcd 5] DisplayName REG_SZ @%Systemroot¥\system32\rasauto.dll - 200
10 Ra cAgilVpn Ig'g'] ErrorControl REG_DWORD 000000001 (1)
5 [} Rashuto Ig'é] FailureActions REG_BINARY 840300000000000000000000030000001400000001000000c0d4010001000000e0930400..,
- | Rasl2tp éﬂlmagepath REG_EXPAND_SZ YeSystemRoot s\ System32svchost.exe -k netsves
o | RasMan aB) ObjectName REG_SZ localSystem
- | RasPppoe Q‘_ﬂ RequiredPrivileges REG_MULTL 5Z SelmpersonatePrivilege SeTcbPrivilege SelncreaseQuotaPrivilege SeChangeMotifyPrivilege SeCreateGlo...
sl Ra sSstp J‘:-';ﬂ ServiceSidType REG_DWORD 000000001 (1)
- 1 relbss o Start REG_DWORD 000000003 (3)
51 rdpbus | Type REG_DWORD 000000020 (32)
>~y RDPCDD
>-.J, RDPDD
i |, RDPDR
>~ |, RDPENCDD




ba3a gaHHbIX Crnyxo6

NHdoopmaumsa o rpynnax TyT:

. related.desc
- Schedule
5 || SeCEdit
| setup

-1 sPP
) Superfetch
) Svchost

A VGroup
; b defragsve

- | SoftwareProtectionPlatform

Edit Multi-String

Value name:
netsves

Value data:

AeLookupSve
CertPropSve
SCPolicySve
lanmanserver
gpsve
IKEEXT
AudioSrv
FastUserSwitchingCompatibility
las
Iman
Mia
Mtmssve

4

. llcernctallable drpce

MName

5] (Default)

fﬂmdnstS\u‘Group

ab] pthsves

ab|DecomLaunch

fﬂdefragsvc

ablimgsvc

ab|| ocalService
3,‘_']LocaISer\.riceAndNoImpersonation
ab|| ocalServiceNetworkRestricted
ab]| ocalServiceNoMNetwork

ab]| ocalServicePeerMet
fﬂLocaISystemNehc\rorkRestncted
3B netsves

2b| NetworkService

3,‘_']NetworkSemceAndNolmpersonat...

ab| NetworkServiceNetworkRestricted
ab| PeerDist

ab|regsve

ab|RPCSS

ab|sdrsve

ab)secsves

abswpry

ab|termsves

fﬂWbioS\rcGroup

ablwessve

Type

REG_SZ
REG_MULTISZ
REG_MULTISZ
REG_MULTISZ
REG_MULTISZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ

Data

(value not set)

AudnstSY

bthserv

Power PlugPlay DcomLaunch

defragsve

StiSve

nsi WdiServiceHost w32time EventSystem RemoteRegistry WinHttpAutoProxySve sppuinotify THREADORDER
SSDPSRY upnphost 5CardSvr TBS FontCache fdrespub ApplDSve QWAVE wenesve Mox2Sve Sensrbve

DHCP eventleg AudioSrv BthHFSrv LmHosts wscsve homegroupprovider WPCSve

DP5 PLA BFE mpssvc Wwan5ve

PNRPSve p2pimsvc p2psve PnrpAutoReg

UxSms WdiSysternHost Metman triwks AudioEndpointBuilder WUDFSve IPBusEnum dot3sve hidserv irmon sy
Ael ookupSve CertPropSve SCPolicySve lanmanserver gpsve IKEEXT AudioSrv FastUserSwitchingCompatibility
CryptSve DHCP TermService DNSCache lanmanwerkstation NapAgent nlasve WinRM WECSVC Tapisrv
KtrRm

PolicyAgent

PeerDistSve

RemoteRegistry

RpcEptMapper RpcSs

sdrsvc

WinDefend

swprv

TermService

WhioSrvc

WesPluglnService

WErSVC




Mpouecc svchost OTUS

Kaxxpgas rpyrnna 3arpy>xaetcd B KOHTEKCTEe OTAEJIbHOro rnpouecca Ssv

| related.desc Mame Type Data

/ 2‘2:‘;?"5 ab) (Default) REG_SZ fvalue not set)
; :'t it 35] AxdnstSY Group REG_MULTLSZ AednstSV
| sEp ab| bth REG_MULTLSZ bth
, SoftwareProtectionPlatform “"J sves - = e
spp aﬂDcomLa_unch REG MULTI 57 Power PlugPlay DcomLaunch
1 Superfetch Qﬂdefragsvc REG_MULTL 5Z defragsve
' Sechost abjimgsve REG_MULTISZ =~ —StiCus
mup 3}_'] LocalService REG_MULTLSZ 1% Process Hacker [WIN-56G04BLOGSL\Reverse]+ (Administrator)
| defragsvc g‘_ﬂLocaISen.riceAndNolmpersonation REG_MULTI_SZ Hacker View Tools
| LocalService ab| LocalServiceNetwaorkRestricted REG_MULTL 5Z
, LocalServiceAndMolmpersonation ﬁLocalSemiceNoNetwork REG_MULTI_SZ
. LocalServiceMetworkRestricted gﬂLocalSemicePeerNe‘c REG_MULTI_SZ
; LocalServiceNeMNetwork Q?JLocaISystemNetworkRestricted REG_MULTI_SZ Name
, LocalSysternMetworkRestricted ab| netoycs REG_MULTI_SZ 4 [0 sychost.exe
, netsves ﬂ'JNetworkService REG_MULTISZ =] WChU“'C’:’]:f. dome ~Z\ovch D L h
J Metworkbervice ab]| NetworkServiceAndMolmpersonat... REG_MULTISZ (=] svcho Fill:':'.m s s icomiaunchy
. NetwerkServiceRemoteDeskiopHyperVAgent ab| NetworkServiceMetworkRestricted  REG_MULTI_SZ almsucho| g Nindows\System32\svchost.exe
o MetworkServiceRemoteDesktopPublishing eﬂpeerDigt REG_MULTLSZ [ svecho Hq:t Process fork"."i‘ndows Services 6.1.7600.16385
J SDRSVC ab] regsve REG_MULTLSZ 7 sveho M_lcrozof't Corporation
T ] svcho Service group name:
termsves ZIRPCSS REG_MULTL5Z DcomlLaunch
" Qﬂsdrwc REG_MULTL SZ [57] svcho Services:
i WEssVE ab|cecoyes REG_MULTI_SZ %] sveho| Dcomlaunch (DCOM Server Process Launcher)
. wercplsupport ] svcho|  PMugPlay (Plug and Play)

b
, SystemRestore 2 swprv REG_MULTL5Z Power (Power)
ab] termsvcs REG_MULTLSZ ] sppsv| otes:

QﬂWbioS\rcGroup REG_MULTI_SZ (5 svcho Signer: Microsoft Windows
. Tracing ab| ywessve REG_MULTISZ
o Userinstallable.drivers QﬂWerS\.rcGroup REG_MULTL5Z
. WhemPerf CPU Usage: 7.65% Physical memory: 954,85 ME (31.09%) Processes: 56
, Windows
. Winlogon

Users  Help
% Refresh <7} Options | #8 Find handles or DLLs =& System information | O &
Processes | Services | Network | Disk |

. Terminal Server

. Time Zones




Mpouecc svchost OTUS

BHumaHume!
JlerntumHbIn svchost.exe Bcerga siBNAeTca 40YEPHUM MPOLIECCOM SEervices.exe

| related.desc Mame Type Data

/ 2‘2:‘;?"5 ab) (Default) REG_SZ fvalue not set)
; :'t it 35] AxdnstSY Group REG_MULTLSZ AednstSV
| sEp ab| bth REG_MULTLSZ bth
, SoftwareProtectionPlatform “"J sves - = e
spp aﬂDcomLa_unch REG MULTI 57 Power PlugPlay DcomLaunch
1 Superfetch Qﬂdefragsvc REG_MULTL 5Z defragsve
' Sechost abjimgsve REG_MULTISZ =~ —StiCus
mup 3}_'] LocalService REG_MULTLSZ 1% Process Hacker [WIN-56G04BLOGSL\Reverse]+ (Administrator)
| defragsvc g‘_ﬂLocaISen.riceAndNolmpersonation REG_MULTI_SZ Hacker View Tools
| LocalService ab| LocalServiceNetwaorkRestricted REG_MULTL 5Z
, LocalServiceAndMolmpersonation ﬁLocalSemiceNoNetwork REG_MULTI_SZ
. LocalServiceMetworkRestricted gﬂLocalSemicePeerNe‘c REG_MULTI_SZ
; LocalServiceNeMNetwork Q?JLocaISystemNetworkRestricted REG_MULTI_SZ Name
, LocalSysternMetworkRestricted ab| netoycs REG_MULTI_SZ 4 [0 sychost.exe
, netsves ﬂ'JNetworkService REG_MULTISZ =] WChU“'C’:’]:f. dome ~Z\ovch D L h
J Metworkbervice ab]| NetworkServiceAndMolmpersonat... REG_MULTISZ (=] svcho Fill:':'.m s s icomiaunchy
. NetwerkServiceRemoteDeskiopHyperVAgent ab| NetworkServiceMetworkRestricted  REG_MULTI_SZ almsucho| g Nindows\System32\svchost.exe
o MetworkServiceRemoteDesktopPublishing eﬂpeerDigt REG_MULTLSZ [ svecho Hq:t Process fork"."i‘ndows Services 6.1.7600.16385
J SDRSVC ab] regsve REG_MULTLSZ 7 sveho M_lcrozof't Corporation
T ] svcho Service group name:
termsves ZIRPCSS REG_MULTL5Z DcomlLaunch
" Qﬂsdrwc REG_MULTL SZ [57] svcho Services:
i WEssVE ab|cecoyes REG_MULTI_SZ %] sveho| Dcomlaunch (DCOM Server Process Launcher)
. wercplsupport ] svcho|  PMugPlay (Plug and Play)

b
, SystemRestore 2 swprv REG_MULTL5Z Power (Power)
ab] termsvcs REG_MULTLSZ ] sppsv| otes:

QﬂWbioS\rcGroup REG_MULTI_SZ (5 svcho Signer: Microsoft Windows
. Tracing ab| ywessve REG_MULTISZ
o Userinstallable.drivers QﬂWerS\.rcGroup REG_MULTL5Z
. WhemPerf CPU Usage: 7.65% Physical memory: 954,85 ME (31.09%) Processes: 56
, Windows
. Winlogon

Users  Help
% Refresh <7} Options | #8 Find handles or DLLs =& System information | O &
Processes | Services | Network | Disk |

. Terminal Server

. Time Zones
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Peructpupyem cnyxoby B peectpe

Co34aéM KITHY C UMEHEM CIyXbbl TYT:

HKLM\SYSTEM\CurrentControlSet\Services\SvcHostDemo

wsprintf(szRegPath, ["SYSTEM\\CurrentControlSet\\Services\\%s", szServiceName);
wsprintf(szServiceDll, ["%%SystemRoot®%\\system32\\%s™, dllName);

(RegCreateKey(HKEY_LOCAL MACHINE, szRegPath, &hKey) == ERROR_SUCCESS)
{

RegSetValueEx(hKey, ["Description™, @, REG_SZ, (BYTE*)szDescription, lstrlen(szDescription)});
(RegCreateKey(hKey, L"Parameters”, &hParKey) == ERROR_SUCCESS)
{

(RegSetValueEx(hParKey, L"ServiceD11", 8, REG_EXPAND S7Z, (BYTE*)szServiceDll, lstrlen(szServiceD11)*2) == ERROR_SUCCESS)

result = TRUE;
RegCloseKey(hParKey) ;

¥
RegCloseKey(hKey);

result;




Peructpupyem cnyxoby B peectpe

3aTtem co3gaem napameTp «Description» 1 noaknod «Parameters» ¢
3HavyeHnem «ServiceDlI»

wsprintf(szRegPath, ["SYSTEM\\CurrentControlSet\\Services\\%s", szServiceName);
wsprintf(szServiceDll, ["%%SystemRoot®%\\system32\\%s™, dllName);

(RegCreateKey(HKEY_LOCAL MACHINE, szRegPath, &hKey) == ERROR_SUCCESS)
1
RegSetValueEx(hKey, ["Description™, @, REG_SZ, (BYTE*)szDescription, lstrlen(szDescription)});
(RegCreateKey(hKey, L"Parameters”, &hParKey) == ERROR_SUCCESS)

{
(RegSetValueEx(hParKey, L"ServiceD11", 8, REG_EXPAND S7Z, (BYTE*)szServiceDll, lstrlen(szServiceD11)*2) == ERROR_SUCCESS)
result = TRUE;
RegCloseKey(hParKey) ;
¥

RegCloseKey(hKey);

result;




Perectpupyem cnyxoy B peecTtpe

3aTeM co3gaem napametTp «Description» n noakntoy « Parameters» ¢
3HayeHnem «ServiceDll»

3 Regisry o
File Edit VYiew Favorites Help
E E . SstpSve Marme Type Data
. | ctexstor aI_IJ (Default) REG 57 (value not set)

Ct'f-- b . _ . o . N N
shave ab| ServiceDll REG_EXPAMND S5Z SeSystemRoot ¥\ systern 32\ SveHostDerno.dll

- . storflt
- by StorSvc
: , storvsc
4. SvcHostDemo
: , Parameters




Peructpupyem cnyxoby B peectpe

[dobaensem Hawy crnyxby B rpynny netsvcs

wsprintf(szRegPath, ["SYSTEM\\CurrentControlSet\\Services\\%s", szServiceName);
wsprintf(szServiceDll, ["%%SystemRoot®%\\system32\\%s™, dllName);

\\Microsoft\\Windows NT\\CurrentVersion\\5vcHost", &hKey) ==

DWORD cData;
WCHAR data[700] = {0};
(hKey, L"netsvcs", . BYTE )data, &cData);
((LPWSTR)&data[cData / 2 - 1], L"%s\@\8\0 e
(hKey, L"netsvcs", 8, YTE*)data, cData +
}
 RegCloseKey(hKey);




Peructpupyem cnyxoby B peectpe

HobaBiigdeM Hamy CJyx0Oy B IPYIIy nhetsvcs

File Edit View Favorites Help

v L Perflib
> - PerHwld5torage
, Ports
| Prefetcher
, Print
, ProfileList
| ProfileLoader
, ProfileMotification
| related.desc
, Schedule
;) SeCEdit
| setup
| SoftwareProtectia
, SPP

| Superfetch
| Svchost
oSt

GuetemBestnre

Walue name:
netsvcs

Yalue data:

Edit Multi-String (S i |

OTUS

PCAudit
helpsve
uploadmar
dmwappushservice
WisvC
WpnService
¥booxMNetApiSve
UsoSve

App Mgt
browser
SvcHostDemo

REG_MULTLSZ

nre KALL T ©F

Data

(value not set)

AadnstSV

bthsery

Power PlugPlay DecomlLaunch

defragsve

SvcHostDemo

StiSve

nsi WdiServiceHost w32time EventSystem Remot
SSDPSRY upnphest SCardSvr TBS FontCache fdre
DHCP eventlog AudicSrv BthHFSrv LmHosts wsc
DPS PLA BFE mpssvc WwanSve

PMRPSve p2pimsve p2psve PnrpAutoReg

Ux5ms WdiSystermHost Metman trikwks AudicEnd

CertPropSve SCPolicySve lanmanserver gpsve IKB

Computer\HEEY_LOCAL_MACHINE\SOFTWARE \Microseft\Windows NT\CurrentVersionSvchost




PerecTpupyeM ciayxby B peecTpe

[locne, BHBHBaeM CreateService,xoTopas CO3IDAacCT €lE NapaMeTpPh B
peecTpe

/hSCM = (0, @,
(hscMm)
printf("[+] OpenSCManagerin");
hService = (
hscM,
szServiceName,
szServiceName,
>

¥
L*\%SystemRoot\%\\system32\\svchost . exe -k netsvcs™, @, @,

i Registry Edito
File Edit View Favorites Help

Name

1| ErrorControl
ab|ImagePath

hjectMarme




dnarn

TUIOEL CIIYXO :

SERVICE_FILE_SYSTEM_DRIVER
SERVICE_KERNEL_DRIVER
SERVICE_WIN32_OWN_PROCESS

SERVICE_WIN32_SHARE_PROCESS
SERVICE_USER_OWN_PROCESS

SERVICE_USER_SHARE_PROCESS

0x00000002

0x00000001

0x00000010

0x00000020

0x00000050

0x00000060

OTUS

The service is a file system driver
The service is a device driver
The service runs in its own process
The service shares a process with other

services

The service runs in its own process under the
logged-on user account

The service shares a process with one or more
other services that run under the logged-on user
account

SERVICE WIN32 SHARE PROCESS - 3anyckaeMas ciayx0a OymeT B KOHTEKCTEe
SVCHOST.exe (BMecTe CO cayxOaMM TakKOM Xe ITPYIIIH)

SERVICE WIN32 OWN PROCESS - samnyckaemas ciayxOa OymeT B OTIOEJLEHOM
npoiecce




PesynbTart OTUS

B $system32% HYXHO CKONMPOBATBH CBOI CJOyXx0Oy (SvcHostDemo.dll) wm
3alyCTUTbE MHCTAJIATOP (KOTOPHM NPOIEeJilaeT BHIIE ONMCAHHBE IEVCTBUA)

Hacker View Tools Users Help
2 Refresh 7} Options | #8 Find handles or DLLs  =&* System information | O ¥

Processes | Services | Network | Disk

Mame Display name Type Status Start type

[} SveHostDemo SwcHostDemo Share process Running Auto start

Hacker View Tools Users Help
@Reﬁesh ‘¢ Optiens | #A Find handles or DLLs =% System information | [ |_3 b4
Processes |Senrice5 | Metwork | Disk |

MName CPU  File name I/O total rate  Privat.. User name Integrity
4[5 sychost,exe CAWindows\System32\svchost.exe 16.91 .. NT AUTHORITY\SYSTEM

MName Base address Verified signer Description
wssapi.dl 0x71c30000 Microsoft Windows Microsoft@® Volume Shadow Copy Requestor Miriter Services APT DLL
vsstrace. dll 071910000 Microsoft Windows Microsoft® Volume Shadow Copy Service Tradng Library

SvcHostDemo. di 0x718f0000
api-ms-win-core-synch-1-2-0.dll Microsoft Windows Apiset Stub DLL
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OObIYHaA oguHamMmuyeckasa onbnuoTeka

IIoJrkHa SKCIOPTUPOBATH GYHKLUMIO ServiceMain

extern "C"  declspec(dllexport) VOID WINAPI
ServiceMain (DWORD dwArgc, LPCWSTR* lpszArgv)

e - ServiceMain(DWORD , LPCWSTR*

pragma EXPORT
Log("service main\n");
g serviceStatusHandle = RegisterServiceCtrlHandlerExW(L"SvcHostDemo", HandlerEx,
(!g_serviceStatusHandle)

{
1
J
g serviceStatus.dwCurrentState = R

SetServiceStatus(g serviceStatusHandle, &g serviceStatus);
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