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PacnakoBka, procmon, fiddler/wireshark,api
monitor

2 Makynos ApTyp




PacnakKoBKa



MpusHaku ynakosaHHoro PE ¢paitna

OueHb Marno CTpok
OuyeHb mano doyHkumin B Tabnuue nmnopta (*)
Bicokasi aHTponus (> 6)

® LoadLibraryA |KERNEL32.d1l

Offset: 0 Size: 4913 > Reload

Entropy(bits/byte): 6.64373 83% Save diagram

PE Header("3.771627)
Section0(™)(07)
Section1(™)("6.853067)

T T T T
1000 2 000 3 000 4000

100%

GetProcAddressa




Crackme_01

OGbIYHLIM 1 yiakoBaHHbIN PE hannebl




Detect it Easy (DIE)

AHanusaTtop ynakoBLUNKOB

|D&| Detect It Easy 2.03

File name: C: Utils/die_win32_portable base/diel.exe

Size: 710656 Entropy H

Import Resource PE
EntryPoint: 00111fe0 > ImageBase: 00400000
NumberOfSections: 0003 > SizeOfImage: 001a5000

packer UPX(3.95)[NRV,brute] ?
library Qt(5.6.3.0)[-] ?
linker Microsoft Linker(12.0)[EXE32] ?

Detect It Easy ¥ Signatures

>

Options

About

Exit



http://ntinfo.biz/index.html

PyuyHas pacnakoBKa

Otnapgka 3anakoBaHHoro PE danna

Truncated section "' at file offsets (x200,.0x 1400
Will read 01131 bytes

[] Don't display this message again (for this session only)

oK

ﬂ Warning

The imports segment seems to be destroyed. This MAY mean that
the file was packed or otherwise modified in order to make it
more difficult to analyze, If you want to see the imports

segment in the original form, please reload it with the

‘make imports section’' checkbox cleared.

[] Don't display this message again




Crackme_01 OTUS

YctaHaBnnBaem breakpoint B «koHeL»

| r e

loc_400186: jnp short loc_480160
inc ecx ; S [edi]

loc_keB1C2

Ll

loc_%06181:
inc

miEE miEE
dword ptr [ebxek) f
ort loc_400183 loc_4801B2: loc_40801D4:
xchg eax, ebp

| short loc_4081CA
start endp ; sp-analysis failed

PiFE

loc_u00183:




Crackme_01

YctaHaenmBaem breakpoint B «koHeu»

sub esi,eax

repe movsb

pop esi

jmp crackme. 400160

pop esi

Todsd

¥xchg edi,eax

Todsd

push eax

E2lll dword ptr ds:[ebx+10]
xchg ebp,eax

mov eax,dword ptr ds:[edi]
inc eax

js crackme. 4001C2

jne crackme. 4001D4

jmp dword ptr ds:[ebx+C]
push eax

push ebp

call dword ptr ds:[ebx+14]
stosd

jmp crackme. 4001CA

KO BCX,ecx

inc ecx

€2l dword ptr ds:[ebx]
adc ecx,ecx

call dword ptr ds:[ebx]
jb crackme. 40010DF

ret

add d1,d1

jne crackme. 4001F1

mov dl,byte ptr ds:[esi]

OTUS




Haxoaum original entry point (OEP)

n o o o

W R R

o000

push eax

c2ll dword ptr ds:[ebx+10]
xchg ebp,eax

mov eax,dword ptr ds:[edi]
inc eax

j= crackme. 4001C2

jne crackme. 400104

jmp dword ptr ds:[ebx+C]
push eax

push ebp

E2ll dword ptr ds:[ebx+14]
stosd

jmp crackme. 4001CA

HOF BCX,ecx

OTUS

push 0O

call <crackme.GetModuleHand]eA>
mov dword ptr ds:[4020CA],eax

push 0O

push crackme. 4020F 4
€all <crackme.Findwindowas

or 24dx,£24x

je crackme. 40101D

ret
mow
mow
mow
mow
mow

MoV

dword ptr
dword ptr
dword ptr
dword ptr
2ax, dword
dword ptr

ds: [402064] ,4003

ds: [402068] ,<crackme.wndProc=
ds: [40206C] ,0

ds: [402070] ,0

ptr ds: [4020CA]

ds: [402074] ,2ax

4020F4:"No need to disasm the code!




Aamnum daiin [PE Tools] OTUS

1. Haxogum Haw npouecc B cnucke
2. [1KM =» Dump Fill...

] PE Tools v15 Xmas|

File Tools Pluglns Options

@ EX= @ E| @

Path FID Image Base Image Size

G c:\program files\google\chrome\application\chrome, exe 00000B2C 00900000 00184000
B c: \windows \system32Ycmd.exe 000011FC  4A2FD000 0004C000
B c: \windows \system32Yconhost. exe 00000CDC 00350000 00045000
@c:\program files\commeon files\microsoft shared\officesoftwareprotectionplatformosppswc.exe  00000C34  OOF20000 004A0000

c:\program files'\far manager\conemulconemuc. exe 0000067C 00400000 00026000
B c: \windows \system32'conhost. exe 00001730 00350000 00045000
ﬁlc: ‘\program files\far manager\far.exe 00000FAC  O12F0000 00403000
3% c\xa@6\n32dba. exe D0ODOEFS  003D0000 00010000

) sersireverseidesktop\malware \pad 00001510 00400000 00008000

Crwindows STem. VCNost.exe ———
[27] c:\windows \system32\svchost. REmpILAIES 00001380  00C40000 0000000

[0 c: windows \system32\dilhost.exe Dump Partial... 000010A0  OOCFOO00 00005000
[2] c:\windows \system32\dihost.exe Dump Region... 00000BE4  OOCFOO00 00005000

c\petools'petools.exe 00000C60 00400000 0004E000
Get OEP...

Path Image Base Image Size
Load Into PE Editor
@c:\users\(everse\desktop\nalware\pad 00400000 0000B000

%] c:\windows \system32ntdll. i PE Sniffer 7790000  D013C000
) cr\windows \system32%kernel32.dIl L. 76330000 00004000
%) ¢ \windows \system32\kernelbase.dl Eronty 75050000  0004A000
%] et \windows \system32Yuser32.dl Kill Task [Del] 77310000 000CS000
) e \windows\system32\adiz2.dI 76900000  D004E000
\windows\system32Ypk.dll Explorer... 75300000 00004000
s\windows\system32Yusp 10.dll F6A20000 00030000
\windows\system32ymavert.di Refresh [F5] 76920000  OO0ACOOO0

%) o\windows\system32Ymm32.dll F6260000 0001F000
- \windows\system32msctf.dll FEE00000 000CCo00
‘windows \winsxs\x86_microsoft.windows. common-controls_6595b64144ccf1df 5.82.7601.17514 _none...  71FDOOOO 00084000
J\windows\system32advapi32.dil F7B70000 000AQ000
\windows\system32\sechost.dll FETEOOOD 00015000

%) ot \windows\system32Yypart4.dil FeE00000 00041000

Processes loaded: 85 SoftICE is not loaded




BoccraHOoBNAEeHUE TaGHVILI,bI nMmMmnopTa

CoamnneHHbin PE dann He oTpaboTaet

close the application,




Scylla

File

Beibnpaem Haw npouecc (OH BCE eLlé nod oTriagKomn)
B OEP BbicTaBnsiem Haw agpec (0x401000)

YKmém IAT AutoSearch
Kmém Get Imports

Imports  Trace Misc Help

Attach to an active process

5392 - CRACKME.EXE - C:\Users'\Reverse\DesktopMalware \packed \CRACKME EXE

-] [PekoiL |

Imports

IAT found

& IAT found:

Start: 00403184
Size: (w0108 (264)

Show Invalid I [ShowSuspeq

OEP
VA

Size

IAT Info

—————r—

00401000 IAT Autosearch Autotrace

00403184

Get Imports
o

Log

IAT Search Adv: IAT not found at OEP 004001541

IAT Search MNor: IAT not found at OEF 00400154!

IAT Search Adv: Found 62 (0x3E) possible IAT entries.

IAT Search Adv: Possible IAT first 00403184 last 00403288 entry.

IAT VA 00403184 RVA 00003184 Size 0x0108 (264
T VA 00403180 RVA 00003180 Size 0x010C (268

File Imports Trace Misc

Attach to an active process

OTUS

5392 - CRACKME.EXE - C:\Users\Reverse\Desktop\Malware \packed\CRACKME.EXE

Impaorts

user32.dll (37) FThunk: 000031584
kernel32.dll {10) FThunk: 0000321C
comct32.dll {3) FThunk: 00003248
adiz2.dll (9) FThunk: 00003258
comdlg32.dll {3) FThunk: 000032580

Show Invalid ] [ Show Suspect ]

IAT Info Actions

IAT Autosearch Autotrace
Get Imports

OEP 00401000
VA 00403184

Size 00000108

Log

Dump

[(oump | [ PERebuld

IAT Search Adv: Found 62 (0x3E) possible IAT entries,
IAT Search Adw: Possible IAT first 00403184 last 00403288 entry.
IAT Search Adv: IAT VA 00403184 RVA 00003184 Size 0x0108 (254)
IAT Search Mor: IAT VA 00403130 RVA 00003180 Size 0x010C (268)
finished, found 62 valid APIs, mis:
0 e direct i

Imports: 62 + Inwalic: 0 Imagebase: 00400000

CRACKME.EXE



3anucbiBaem Tabanuy nmnopTta B Aamn OTUS

1. Xméwm Fix Dump
2. BbiOnpaem Haw gamn

File Imports Trace Misc Help

Attach to an active process

5392 - CRACKME.EXE - C:\Users\Reverse\Desktop\Malware\packed \CRACKME.EXE

Imports

user32.dll (37) FThunk: 00003134
kernel32.dll (10) FThunk: 0000321C
comct32.dll {3) FThunk: 00003248
gdiz2.dll (3) FThunk: 00003258
comdlg32.dll {3) FThunk: 00003280

[ Show Invalid ] [ Show Suspect ]

IAT Info Actions Dump

OEE | 00401000 IAT Autosearch Autotrace PE Rebuild
VA 00403184

Get Imports i
Size 00000108 _le Durnp

Log

IAT Search Adv: Possible IAT first 00403184 last 00403288 entry.

IAT Search Adwv: IAT WA 00403134 RVA 00003184 Size 0x0108 (264)

IAT Search Mor: IAT VA 00403180 RVA 00003180 Size 0x010C (268)

IAT parsing finished, found 62 valid APIs, missed 0 APIs

DIRECT IMPORTS - Found O possible direct imports with 0 unique APIs!
po s ser opMa ed

Imports: 62 + Invalid: 0 Imagebase: 00400000 CRACKME.EXE




PesynbTar

[Nony4yeHHbIl Dumped_SCY.exe — pacrnakogaHHbIU u paboyul + ripuaodeH 011
cmamu4ecKo20 aHasusa

483 KillTimer user32.dll




PesynbTar

[Mony4yeHHbIM Dumped_ SCY.exe — pacnakoBaHHbIN U paboynin + npurogeH ans
CTaTU4YEeCKOro aHanmsa

C:\Documents and Settings\Reverse\Desktop\Malware‘\packed\Dumped_ SCY.exe
5

eax
‘Mo need to disasm the code!’

eax,eax




BHumaHuel

He Bcerga BO3MOXHO «OXUBUTL» gamn!

C:\Documents and Settings\Reverse\Desktop\Malware‘\packed\Dumped_ SCY.exe
5

eax
‘Mo need to disasm the code!’

eax,eax




PD — nyuwasn B cBoém pgenel

ABTOMaTUYECKUIN OamMn N BoccTaHoBneHue |IAT

Pd32.exe —pid xxxx

Tools Users Help
Options | ## Find handles or DLLs =« System information

Mame > ed signer U File name
& chr e C le LLC : gram Files
B CRACKME.EXE CUsers\Rewvers

SCY .2

"MalwareZpacked>"C 1 SettingsZReversel\Desktop \Malwa

"MalwareZpacked>"C i a Files\hiew\hiew322.exe”™ “Dumped_SCY.e

WMalwarelZpacked>"C Program FilesZhiew\hiew22.exe™ "Dumped_SCY.e

ZWHMalwarehZpacked>"C Program FileshZhiewl\hiew22.exe™ "Dumped_SCY¥Y.e




PD — nyuwan B cBOEM pgene

ABTOMaTUYECKUIN OamMn N BoccTaHoBneHue |IAT

eax
ecx
edx
ebx

Dxbffff548
*E. test ALl LA (Fundamenta-U:%*- *registers of ropasaurusrex-patched2* [1] Top L&
rt address[-|+]: rr!ain Repeat Count: 32 D
Mo symbol table is loaded. Use the "fi3 e Ty B T CEETes
by geoff m i



http://split-code.com/processdump.html




3apaya — onpenenuTb akTUBHOCTb NPOrpaMmmbl OTUS

1. 3anyckaem ProcMon
2. BbicTaBnsiem HyxHble punbtpbl (Ctrl + L)

# ' Process Monitor Filter

Filters were in effect the last time you exited Process Monitor:
Display entries matching these conditions:

| Architecture - |[is -

Column Relation Value Action

\aj Process Name i 1.exe Include
Qj Process Name i CO00000000400...  Include
&rD i 5764 Include
@ Process Name is System Exclude
& Operation begins with FASTIO_ Exclude

7] ¥ D bimicn susithe CACT I Tl

OK ] [ Cancel




3ap,aqa = onpeaenantb akTMBHOCTb NPorpammbil

OTUS

MOoXXHO OTGUNBTPOBATL BbIBOA MO KAaTeropnsiM cobbITUN: peecTp,
OOCTynN K doannam, ceteBasd akTUBHOCTb U T4

r tor e
File Edit Event Filter Tools Options Help
BEH| ABRE | SAG B &5 230N

FID Operation Path Resuft Detail

Time of Day  Process Name

8:16:42.623256..
8:16:42.623369..
8:16:42 624254
8:16:42 624465,
8:16:42.625069..
8:16:42.625101..
8:16:42.625160..
8:16:42.625501..
8:16:42.626504..
8:16:42 628374
8:16:42.676221..
8:16:42.680252..
8:16:42.630407..
8:16:42.630598..
8:16:42 681674,

8:16:42 632433

8:16:42.682750..
8:16:42 683711..
8:16:42 683791,
8:16:42.683884..
8:16:42 683923
8:16:42.684103..
8:16:42 685324 .
8:16:42.685447..
8:16:42 685482,
8:16:42 635504,
8:16:42.635538..
8:16:42 635592,
8:16:42.636398..
8:16:42 636437,

8:16:42 636445

8:16:42 626455..
8:16:42 636818..
8:16:42.659407..
8:16:42.738978..

£ exe
£ lexe
£ lexe
£ lexe
£ exe
£ lexe
& e
£ lexe
& lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ exe
£ lexe
£ exe
£ lexe
& e
£ lexe
& lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ lexe
£ exe
£ lexe
£ exe

4156 B WitteFile

4156 BhCloseFile

4156 gOueryD\rec‘tory
4156 Sk CreateFile

4156 B\OueryD\rectory
4156 BhCloseFile

4156 BhIRF_MJ_CLOSE
4156 hCreateFils

47156 Bk Createfile

4156 BhWiiteFle

4156 BhCreateFile

4156 ShCloseFile

4156 hCreateFile

4156 hIRP_MJ_CLOSE
4156 hCreateFils

4156 BhCreateFile

4156 BhWiiteFle

4156 BhCloseFile

4156 BhIRP_MJ_CLOSE
4156 BhCreateFile

4156 ShCreateFile

4156 Bk CreateFile

4156 BhWiiteFle

4756 Bk CloseFile

4156 BhIRP_MJ_CLOSE
4156 BhCreateFile

4156 gOuewD\redory
4156 2hQueryDirectory
4156 gOuewD\redorv
4156 gOuewD\redory
4156 BhCloseFile

4156 BhIRP_MJ_CLOSE
4156 gOueryD\rec‘tory
4156 Sk CreateFile

4156 [BhCreateFile

“\Users\Reverse'\AppData'Local'Vitual Store"\ README_TO_DECRYP T bt wiu
Msers\Reverse'\App Data'\Local\Vitual Store\README_TO_DECRYPTI bt wiu

“hwmware-host'\Shared Folders'Share ForRWXandroid-studio-ide-181.5056338inwe zip

\README_TO_DECRYFTLbmp
“\Users\Reverse'\AppData‘Local\Vitual Store"\README_TO_DECRYPTLbmp
Msers\Reverse'App Data'\Local \Vitual Store \README_TO_DECRYPT bmp
“hwmware-host'\Shared Folders'Share'\DefCon-Tools.zip
Users'\Reverse'App Data’\Local Vitual Store"\ README_TO_DECRYPTlbmp
mware-host'Shared Folders'ShareForRWiX\api log
“\Users\Reverse'\AppData'\Local'Vitual Store" README _TO_DECRYPT bmp
A\README_TO_DECRYPT html
“\Users\Reverse'\AppData Local Vitual Store" README _TO_DECRYPT html
Msers\Reverse' App Data'\Local \Vitual Store \README_TO_DECRYPT himl
“\Users\Reverse\AppData‘\Local\Vitual Store"\ README_TO_DECRYPT html
Msers\Reverse' App Data'\Local \Vitual Store \README_TO_DECRYPT himl
\README_TO_DECRYPTlt<t
“hwmware-host'\Shared Folders\Share\archive-2018-01-22_17-21-12.zip
“\Users\Reverse'\AppDataLocal \Vitual Store"\README_TO_DECRYPT bt
Msers\Reverse'App Data'\Local \Vitual Store\README_TO_DECRYPTl bt
“\Users\Reverse'\AppData‘Local'\Vitual Store"\README _TO_DECRYP T bt
Msers\Reverse'App Data'\Local \Vitual Store\README_TO_DECRYPTl bt

‘wmware-host'\Shared Foldsrs\ShareForRWX

mware-host"Shared Folders'Share'demo. zip

‘wmware-host\Shared Folders'ShareForRWHX
“wmware-host\Shared Folders\ShareForRWX\mimikatz. 72

SUCCESS
SUCCESS
SUCCESS
ACCESS DENIED
NO MORE FILES
SUCCESS
SUCCESS
REPARSE
SUCCESS
SUCCESS
ACCESS DENIED
SUCCESS
ACCESS DENIED
SUCCESS
REPARSE
SUCCESS
SUCCESS
SUCCESS
SUCCESS
REPARSE
ACCESS DENIED
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
NO MORE FILES
SUCCESS
SUCCESS
SUCCESS
ACCESS DENIED
SUCCESS
ACCESS DENIED

Offset: 266, Length: 640, Priority: Nomal

0: Recovery, 1: RkUnhooker 3.8.389.533 SR2, 2: scylla, 3: snpa, 4: symbals, !
Desired Access: Read Aftributes, Delete, Synchronize, Disposition: Open, Optir

Desired Access: Generic Wiite, Read Attributes, Disposition: Overwritelf, Optio
Desired Access: Generic Write, Read Attributes, Disposttion: Overwritelf, Optio
Offset: 0, Length: 8,235,478, Priority: Normal

Desired Access: Read Aftributes, Delete, Synchronize, Disposition: Open, Optir

Desired Access: Read Aftributes, Delete, Synchronize, Disposition: Open, Optir

Desired Access: Generic Wiite, Read Attributes, Disposition: Overwritelf, Optio
Desired Access: Generic Write, Read Attributes, Disposition: Overwritelf, Optio
Offset: 0, Length: 3,901, Priority: Nommal

Desired Access: Generic Write, Read Attributes, Disposition: Overwritelf, Optio
Desired Access: Read Aftributes, Delete, Synchronize, Disposition: Open, Optir
Desired Access: Generic Write, Read Attributes, Disposition: Cverwritelf, Optio
Offset: 0, Length: 636, Priority: Normal

Desired Access: Read Data/List Directory, Synchronize, Disposition: Open, Op
Fiter: =, 1: $Recycle.Bin

0: md, 1: autoexec bat, 2: Boot, 3: bootmgr, 4: BOOTSECT BAK, 5: bss, 6: co
0: README_TO_DECRYFTIbmp.wiu, 1: README_TO_DECRYPTItd, 2: RE

0:ieframe dl, 1:ieframe id0, 2: isframe id1, 3: ieframe id2, 4: isframe nam, 5: ief
Desired Access: Read Aftributes, Delete, Synchronize, Disposition: Open, Optir
Desired Access: Read Data/List Directory, Synchronize, Disposition: Open, Op
Desired Access: Read Attributes, Delete, Synchronize, Disposition: Open, Opti




OnpepeneHne mecrta Bbi3oBa GYHKUUM B Koge

Kak HamTu MecTo B PE Qanyne, rme BHBBAJACTL HYyXHasa QYyHKLMSA,
HanpmuMmep, CreateFile?

CAREADME_TO_DECRYPTI bmp
C:\Users\Reverse\AppData' Local\Vitual Store\README_TO_DECRYP T bmp
C:\U=ers'Reverse\AppData'Local\Vitual Store\README_TO_DECRYPFTI bmp SUCCESS

Kmém Enter no nHtepecyoLiemMmy codbiTuio
[lepexoomnm Ha BKknaaky Stack




OnpepeneHne mecrta Bbi3oBa GYHKUUM B Koge

Kakx HamTtu MecTto B PE damnne,
CreateFile?

HanpuMmep,

=¥ Event Properties

OTUS

T'Ie BHI3BAJIACTb HYXHAasS OYHKLMUS,

| Event I Process |5tack|

Frame

KD
K1
K2
K3
K 4
K5
K&
K7
K &
K3
K 10
U1
Uiz
u13
U4
U5
Uis
U7

Module:

FLTMGR.5YS
FLTMGR.5YS
FLTMGR.5YS
FLTMGR.SYS
nthmipa.exe
ntkmipa exe
ntkmipa exe
nthmipa.exe
ntkmipa.exe
ntkmipa exe
nthmipa.exe
nitdll.dll
KemelBasge dll
kemel32 di
1exe

Location

Fit RequestOperation StatusCallback + ebb
FitGetipName + (xche
FitProcessFileLock + (1802
FitProcessFileLock + (e 1f6b
lofCallDriver + (eG4

MtClose + O 2

ObCreateObject + (xBcd
ObOpenObjectByName + k165
MtAlocateVitualMemory =+ (152
MtCreateFile + B34
ZwYieldExecution + k56
MtCreateFile +

CreateFileW + k1d1

CreateFileW + lxda

1.exe + (5504

kemel 22 dl
rtdll dll
nitdll.dll

Dase Thresdirm Thunk + (12
Rilinttialize ExceptionChain + (ef
RilInitialize ExceptionChain + (o2

Address

(cBbd27ach
(cBbd 2250
(Bbd3e 1fe
(cBbd3elb7
(x82a8d593
(xB2c5d2a9
(keB2ccach
(cB2cBcedb
(xB82c835b4
(xBZ2ca7218
xB2a%41ea
(kc77a255d4
[k 75d5aaZ
(ke 763cccal
(ke205504

(x763d3c45
(7 7ad3 A5
7 7a437c8

Path

AWindows'system 32\DRIVERS\FLTMGR.5YS
SWindows system32\DRIVERS\FLTMGR.5YS
SWindows system3I2\DRIVERS\WFLTMGR. 5YS
MWindows'system32\DRIVERS\FLTMGR. 5YS
AWindows system 32\nthmipa exe
SWindows'system 32°ntkmipa exe
SWindows'system 32°ntkmipa exe

AWindows system 32\nthmipa exe

SWindows system 32°ntkmipa.exe
SWindows'system 32°ntkmipa exe

AWindows system 32\nthmipa exe
AWindowsSystem 32°ntdll.dil
SWindows\System 32" KemelBase dll
AWindows'\System 32°kemel 32 dll
MUsersh\Reverse'\DesktopMalwarejaff' 1 exe
SWindows'System 32°kemel 32.4dIl
SWindows'\System 32 ntdll dll
AWindowsSystem 32°ntdll.dil

OO DO OoO0000000no0nn




OnpepeneHne mecrta Bbi3oBa GYHKUUM B Koge

Kakx HamTtu MecTto B PE damnne,
HanpmuMmep, CreateFile?

KemelBase dl
bkeemel 32 dl

CreateFileW + (1d1
CreateFileWW + (xda

kemel 32 dl
ntdil.dll
ntdil.dll

Base Threadinit Thurk + (12
RitlInitialize ExceptionChain + (bef

Rilinitialize ExceptionChain + (2

OTUS

T'Ie BHI3BAJIACTb HYXHAasS OYHKLMUS,

(e 7hdBaal
(e 763coccal

(e 763d3c45
(7724375
7724378

Tea eax,dword ptr
push eax

call dword ptr ds:
push 0O

push
push
push
push
push 40000000

lea ecx,dword ptr
push ecx

call dword ptr d=:
mov edi,eax

cmp edi,FFFFFFFF
je 1.405530

0

C:Windows' System 324 KemelBase dil
C:Windows System 32 bemel 32 dl
C:hUsers'\Reverse'Desktop Malwarejaff* 1 exe
C:Windows' System 32 kemeal 32 dIl
C:\Windows \System 32\ntdll dll
C:\Windows \System 32ntdll dll

ss:lesp+27C)

[=&T1strcatu:=]

ss:|flesp+230)

[<&CreateFilew:=]




Fidder/WireShark



Mpocmotp hitp 3anpocos OTUS

3anyckaeM BPEIOHOCHBM OGQalauk

L bl ¢ Malware » MSWord
Organize « Include in library = Share with = Burn Mew folder

-

MName Date modified

{ Favorites
Bl Desktop ms1

4. Downloads —

5/15/2019 7:13 PM

v
= Recent Places

4 Libraries
3 Documents

il

File Edit Rules Tools View Help GET /bock GeoEdge

() #3 Replay X - I Go ‘ Stream 1 Decode Keep: All sessions = &F Any Process 3 Find [ Save T} @ (& Browse v@clear Cache T TextWizard | [& Tearoff | MSDN Search.. @ @Online x

Body Caching Content-Type] | @ Statistics .QE Inspectors | j AutoResponder | _ﬁ Compaser | El Log | [ Filters | = ﬁmeline|

Result  Protocol Host  URL

to 3 . b ; | Ak HTTPS decryptionis disabled. Clickto configure...
Tunnel to_ertyyuuid. 000webhostapp. com:443 £ IrEEs “8 Headers | TextView | WebForms | HexView | Auth Cookies | | Raw 150N XML

CONNECT ertyyuuid.O0Owebhostapp.com: 443 HTTP/1.0

User-agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT &.1; Trident/4.0;
Proxy-Connection: Keep-Alive

Content-Length: O

Host: ertyyuuid.o0Owebhostapp.com

Pragma: no-cache

5LCCZ; .NE

I




WireShark

Remcos RAT traffic

File  Edit
4 = @

View Go Capture

4 2017-10-27-Remcos-RAT -traffic.pcap

Analyze

Telephony  Wireless

RE Re=s=F 85|

Tools

Q_Q_QH

Help

|H |F\pp|‘f a display filter ... <Ctrl-f>

'] Expression...

+

Mo. Time

a.aeee08

B8.188358
. 18ed464
.182342
LA418778
428711
933212
.669297
-.671591
. 869298
.658417
.661538

[ BT O T R SR RTR S

Source
16.10.27.181
185.145.45.131
18.10.27.181
16.10.27.181
185.145.45.131
16.10.27.181
185.145.45.131
185.145.45.131
16.10.27.181
185.145.45.131
185.145.45.131
16.18.27.181

Destination
185.145.45.131
18.1e.27.181
185.145.45.131
185.145.45.131
18.16.27.181
185.145.45.131
18.16.27.181
18.10.27.181
185.145.45.131
18.16.27.181
18.1@.27.181
185.145.45.131

Protocol
TCP

TCP
TCP
184asdu
l@dapci
18dapci
TCP
l@4apci
184asdu
TCP
ledapci
l1adasdu

Length
66
66
54

86

68
86

68
86
216

Info

50430 » 2484 [SYN] Seq=@ Win=8192 Len=8 MSS=14..
2484 » 58439 [SYN, ACK] Seq=e Ack=1 Win=8192 L.
56439 » 2484 [ACK] Seq=1 Ack=1 Win=6656@ Len=@

prefix 254 bytes> <- I (12881,28257) ASDL..
+ 58439 [PSH, ACK] Seq=1 Ack=543 Win=1715..
prefix 84 bytes> <- I (14914,12718) ASDU-=..
+ 58439 [ACK] Seq=33 Ack=7@5 Win=16896 Le..
+ 50439 [PSH, ACK] Seq=33 Ack=785 Win=168..
prefix 84 bytes> <- I (14914,12718) ASDU-=..
+ 58439 [ACK] Seq=65 Ack=867 Win=16896 Le..
+ 58439 [PSH, ACK] Seq=65 Ack=867 Win=168

prefix 84 bytes> <- I (14914,12718) ASDU-..

<ERR
244
<ERR
244
2484
<ERR
244
2484
<ERR

OTUS

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, Src: HewlettP lc:47:ae (@9:88:02:1c:47:ae), Dst: Netgear_b6:93:f1 (28:e5:2a:b6:93:F1)
Internet Protocol Version 4, Src: 10.160.27.181, Dst: 185.145.45.131

Transmission Control Protocol, Src Port: 58439, Dst Port: 2484, Seq: @, Len: @

e5 2a bs 93 f1 88 a3
34 @2 ab 49 @@ 30 @6
83 c5 @87 @9 64 e5 ed
2@ @8a b3 ee ee 82 a4
82

B2 1c 47 ae 83 88 45 @8
ed 95 @a @a 1b 65 b9 91
83 85 88 82
85 b4 @1 83 83 @5 el el

0 2> 2017-10-27-Remcos-RAT-traffic.pcap Packets: 47 - Displayed: 47 (100.0%:) Profile: Default




WireShark OTUS

Follow to TCP Stream

4 2017-10-27-Remcos-RAT -traffic.pcap

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Toels Help
am @ RE QRez=F & Qe Q H

| ] |Ap|:u|'-,' a display filter ... <Ctrl-/= '] Expression... +

Mo, Source Destination Protocol  Length Info

2 9.180358 185.145.45.131 10.10.27.16 Mark/Unmark Packet Ctrl+M ACK] Seq=8 Ack=1 Win=8192 Len=8 M55=1234 WS=2..
3 @.188464 10.108.27.161 185.145.45. Ignare/Unugnore Backet Ctrl+D ] Seq=1 Ack=1 Win=6656@ Len=@
182342 10.18.27.161 185.145.45. _ lytes> <- I (12801,28257) ASDU=43591 <TypeId=218..
Set/Unset T Ref Ctrl+T -
8.418778 185.145.45.131 10.10.27.18! SR Tl n , ACK] Seq=l Ack=543 Win=17152 Len=32
426711 10.18.27.101 185.145.45.7 Time Shift... Crl+5hift+ T res» <- I (14914,12718) ASDU=1136 M_BO TB 1 Spo..

a.
9.938212 185.145.45.131 10.10.27.18; Packet Comment... Crl+ Alt+C ] Seq=33 Ack=785 Win=16896 Len=@
9.
9.

669297 185.145.45,131 10.10.27.18" , ACK] Seq=33 Ack=7@5 Win=16896 Len=32

671591 18.10.27.181 185.145.45. Edit Resolved Name ttes> <- T (14914,12718) ASDU=1136 M _BO_TB_1 Spao..
10 18.86929@ 185.145.45,131 10.10.27.18" ] 5eq=65 Ack=867 Win=16896 Len=@
11 29.658417 185.145.45.131 18.10.27. 18 Apply as Filter , ACK] Seq=65 Ack=867 Win=16896 Len=32
12 29.66153@ 18.10.27.181 185.145.45. Prepare a Filter ftes> <- I (14914,12718) ASDU=1136 M_BO_TB_1 Spo..
13 30.868346 185.145.45.,131 18.10.27.18 Conversation Filter ] 5eq=37 Ack=1829 Win=16648 Len=@

14 49,758826 185.145.45.131 18.19.27.18° i . , ACK] Seq=97 Ack=1829 Win=1664@ Len=32
Colorize Conversation

Frame 1: 66 bytes on wire (528 bits), 66 bytes captur SCTP
Ethernet II, Src: HewlettP_ 1c:47:ae (P8:88:82:1c:47::
Internet Protocol Version 4, Src: 18.18.27.181, Dst:
Transmission Control Protocol, Src Port: 58439, Dst F

Follow TCP Stream Crl+ Alt+ Shift+ T
UDP Stream Ctrl+Alt+Shift+U
S5L Streamn Ctrl+Alt+ Shift+5
HTTP Stream Ctrl+Alt+5Shift+H

Copy

Protocol Preferences
Decode As...

Show Packet in Mew Window
e5 2a b6 93 1 @@ B8 82 1c 47 ae B3 B0 45 66 o T

34 @8 ab 49 @@ 38 86 ed 95 Ba @a 1lb &5 b9 91 4--@ e

83 c5 87 89 564 5 3 83 B5 B0 62 0B ae 88 B2 - d

@0 Ba b3 @9 @0 02 84 85 b4 Bl B3 03 @2 01 el

B2




WireShark OTUS

ObumeHnme c CC

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - 2017-10-27-Remcos-RAT-traffic.pcap

35 cb 82
4e
Fc ce
bf c7
17 et
2b ba
81 de 4d
a3 af 71 7 95
ad 31 d4 7a Be 2e af
be 7@ 4a 55 82 cb 51
e0000000 1b 34 dS b@ 5d f4 c4 93 ¢S5 3@ c2 be 8d da bl ec
808008818 c5 cl 89 33 e7 le 11 3b 7T bl bb 83 37 bl 98 36
Ba88821E 1b 84 d5 b@ 5d 4 c4 93 c5 38 c2 3c 8d da bl ec o=
2ee8822E 3 cl @9 33 e7 1le 11 3b 7f bl bb @3 37 bl e7 @6
Beaae23E b2 8c f@ @a 7f @1 c@ 81 45 1c c2 7a 14 4f 74 cf
Beeaa24E 57 be 58 25 56 1d @a 26 77 7f 19 cl fd cc a3 2a
BeeE825E 94 14 be 5d ca 39 dl ee eb 18 8d 18 33 34 da 46
POOEO26E a2 84 82 @3 68 3d 84 74 5d 63 21 7a 33 81 7@ 84
PeOO027E 06 2d be 32 3e 81 1c 34 45 e8 dl1 aa 31 @2 @c 1la
Bee8028E b da 3e 8d bl 65 82 9a 1d 9a 7c 58 a® S5c da 62
20080829E 69 44 9c 61 dl bl a2 2a 71 7c 1@ 1d 24 5T 48 1b
Bee882AE 45 49 68 85 1d 6c @c 61 9b eb 28 23 97 b5 8f 68
Bee8a2BE 64 96 d.
202000820 1b 34 dS5 b@ 5d f4 c4 93 ¢S5 30 c2 be 8d da bl ec
eeeeee38 cS cl B89 33 eV le 11 7f bl bb 83 37 bl 98 36
P00002Ce 1b 84 d5 be 5d f4 c4 93 c2 3c da b1
Bee88208 c3 cl 89 33 e7 le 11 3b bb @3 b1 e7
BeEBE2E8 b2 8c T8 8a 7T @1 @ 81 c2 7a 4f 74
57 be 58 25 56 1d @a 26 19 cl cc al
14 be 5d ca dl ee ad 1@ 34 d4
84 @82 68 84 74 21 7a 81 7e
2d be 3e lc 34 e8 dl aa a2 ec
da 3e bl 22 9a 9a 7c 58 5c da B2
44 ac di a2z 2a 7c 1@ 1d 5f 48 1b
49 Ba 1t B8c 61 eb 28 23 ba 88 6a
=15 -
peeeeads 1b B4 d5 b@ 5d 4 c4 93 <5 3@ c2 be 8d da bl ec
eeE08858 cS5 cl 89 33 e7 le 11 3b 7f bl bb 83 37 bl 98 36
2eea8362 1b 84 d5 b8 5d 4 c4 93 ¢S5 38 c2 3c 8d da bl ec
Bee88372 c3 cl 89 33 e7 le 11 3b 7f bl bb 83 37 bl e7 @6
Peee0382 b2 8c fo @a 7f @1 c@ ®1 45 1c c2 7a 14 4f 74 cf
Peee0392 57 be 58 25 56 1d ®a 26 77 7f 19 c1 fd cc a3 2a
BeeE83A2 94 14 be 5d ca 39 dl1 ee eb 18 8d 18 33 34 d4 46
15 ciiant pliz]. 14 server pltz) 28 rum(z).

Entire conversation (2826 bytes) Show and save data as |HexDump ~ Stream

Find: | [ Findnext |

Filter Qut Thig Stream Save as... Cnpaeka




WireShark - dunbrpbl OTUS

HaxooyM MHTEpecHE HaM napamMeTrp = IIKM Apply as Filter

9 9.671591 . Expand Subtrees Shift+Bnpaso <ERR prefix 84 bytes» <-
12 29.661538 Collapse Subtrees Shifi+Eneso <ERR prefix 84 bytes» <-
15 49.7608638 | <ERR prefix 84 bytes> «<-
18 69.738428 D sl <ERR prefix B4 bytes> <-
21 89.788764 ) Collapse All Ctrl+Bneso <ERR prefix 84 bytes» <-
24 199.978912 | <ERR prefix 84 bytes»> «-
27 130.841301 ) Apply as Column Crl+Shift-+| 58439 » 2484 [PSH, ACK]

3@ 158.818861 . . soo ocoese seme fogH o ACK] Se
33 170.200288 ) L Selected bytes> <- I
36 190.170178 ) Prepare a Filter Mot Selected bytess <- I
39 218.319899 " Conversation Filter ...and Selected

42 239.349741

45 258 .469860
861 18 Follow ..and not Selected

Colorize with Filter ...0F Selected

...or not Selected

Ethernet II, Src: Hewle Copy

Internet Protocol Versi Show Packet Bytes... Ctrl+5hift+0
@1ed .... = Version: Export Packet Bytes.. Ctrl+Shift+ X

@181 = Header L

Differentiated Servi Wiki Protocol Page
Total Length: 52 Filter Field Reference
Identification: @xee
Flags: @x4@88@, Don't
Time to live: 128 Decode As...
Protocol: TCP (8)
Header checksum: @xe
[Header checksum sta Show Linked Packet in Mew Window
Sgurce: 18.168.27.181
Destination: 185.145.45.131

Transmission Control Protocol, Src Port: 58439, Dst Port: 2484, Seq: @, Len: @

Protocol Preferences

Go to Linked Packet




WireShark - dunbrpbl OTUS

PuneTpbI MO NPOTOKOSIaM

PuneTpbl MO NOpTam

,‘ 2017-10-27-Remcos-RAT -traffic.pcap

H File Edit View Go Capture  Analyze Statistics  Telephony  Wireless  Tools  Help
A = ® RE QRe=sZ® 8 5 =S QAQAQH

(W [ip.src == 10.10.27.101]

Mo, Time Source Destination Protocol  Length Info

— 1 8.868668 168.16.27.181 185.145.45.131 TCP 66 58430 + 2484 [SYN] Seq=8 Win=8192
3 8.l138464 168.16.27.181 185.145.45.131 TCP 54 584309 » 2484 [ACK] Seqg=1 Ack=1 Wi
4 8.182342 16.16.27.181 185.145.45.131 18dasdu <ERR prefix 254 bytes> <- I (128@
6 8.428711 16.16.27.161 185.145.45.131 ledapci <ERR prefix 84 bytes> «- I (14914
9 9.671591 18.16.27.181 185.145.45.131 ledasdu <ERR prefix 284 bytes> <- I (14914
12 29.661538 168.16.27.181 185.145.45.131 1edasdu <ERR prefix 84 bytes:> <- I (14914




WireShark - dunbrpbl

PunbTpbl NO NPOTOKOMNaMm

duneTpbl NO NopTam

ip.src

ip.dst

ip.addr
http | dns

http contains user-agent

OnucaHue
ip oTnNpasuTens
ip nonyyarens
ip OTNpaBUTENs UK NonyyaTens
Mokasatb TonbkKo http n dns

Mownck «user-agent»



https://www.wireshark.org/docs/man-pages/wireshark-filter.html

WireShark — onepatopbl cpaBHeHus OTUS

e

eq, == PaBHo

ne, != He paBHO
Bonblie, yem
MeHbLe, yem

BonbLwe, Nnnbo paBHO

MeHbLue, nMbo paBHO




APl monitor



API Monitor

[To3BONSET NpocreanTb, Kakme yHKLMN Bbi3biBAKOTCH NporpaMmmMon ¢
BO3MOXXHOCTbLIO NPOCMOTpPa NapameTpoB

Loading API Definitions...

Loading Definiion:  WindowsKernel32. xml

File Count: 751 /863
e ==

http:/ fwww rohitab .com./



http://www.rohitab.com/apimonitor

API Monitor

OTUS

[To3BONSET NpocreanTb, Kakme yHKLMN Bbi3biBAKOTCH NporpaMmmMon ¢
BO3MOXXHOCTbLIO NPOCMOTpPa NapameTpoB

& 2% Monitor v2 (21p

File Edit View Tools Help

LB 38
£

UF bl X A3 | AN Modules
=[] ] NT Native
4 [¥] [ client-Server (CSR)
3 I Debugging (0BG)
- [ 1 Loader (OR)
-1 I Runtime Library Routines RTL)
0-[¥] 3 Ntdidn
[ Wl Office Development
] W security
[®] [ system Services
4[] I Device Services
-] I DULs, Processes, and Threads
[®] [} Fite Senvices
=1 | sackup
B Local File Systems
1 W Oirectory Management
[l Disk Management
=& ] File Management
i [V] 3 Advap2.an
_d Kernei32.dil

GetExpandedNameA
GetExpandedNameWw

Process
MSOSYNC.EXE
ONENOTEM.EXE
OUTLOOK.EXE
SearchProtocoltost.exe 12716
SecureCRT.exe 7792
8432
99638

Skype.exe
skypePM.exe
&
in
5] Processes
Ready

Snagis2.exe
SnagitEditor.

serv

- €8 C\Program Files (@6)\Untemet Exploreni =
BB c\Network Utilities\SecureCRT\SecureCR
-0 C\Programming\Microsoft Visual Studic

BE c\windows\SysWOWS4\cmd. exe (Termir

e

8816
8316
8316
8816
8816
8816
3816

26831
26832
26833
26834
26835
26836
26837

hread 1 £+ (B29A

My
2 eUtties\procexp.exe (Terminal
3 Thread E816 (procemp. exe - OW4EB:

Module

KERNELBASE.dIl  RtllnttializeCriticatSectionA
XERNELBASE.dll t tica A t
procexp.exe C (

kerneiz2.dil
KERNELBASE.dil s,
keme32.dIl Ut
KERNELBASE.dli InitUnicodestringE <

GENERIC_WRI

ties' procexpba exe

procexy

Utilities\procex

26838 | 8816 | KERNELBASE.di mm&fﬂ(mﬂ'&ﬁi WRITE | LONI

26839 8816
8316
8316
8316
8816
8316
8816
816
8816
Type Name
PHANDLE El
ACCESS_MASK

@ FileHanale

@ DesiredAccess
POBJECT_ATTRIBUTES = ¢ Objectattributes
OBJECT_ATTRIBUTES 39
ULONG

HANDLE

@ Length

¢ RootDirectory
PUNICODE_STRING
UNICODE_STRING 29
USHORT

@ ObjectName

@ Length

Module
KERNELBASE.dIl
kerne32.dil
kernei32.dil

Address

0x74130634
0x763b3fa6
0¥763b531c

Offset
0x10634
0x13fa6
0x153fc

KERNELBASE.dIl
KERNELBASE.dIf
KERNELBASE.dI
kerne32.dil

procexp.exe

KERNELBASE.dI
KERNELBASE.dIf
KERNELBASE.dI
KERNELBASE.dil

ies\procexpbd.exe” )

Pre-Call Value
000301118 = NULL
GENERIC_WRITE | SYNCHRONIZE {123

Post-Call Value
0x0030118 = NULL
0x0030119¢ 0x0030119¢
Length = 24, RootDirectory = NULL, ObjectName .
2 2
NULL
0x003011d8
Length = 60, MaximumLengtn = 538, Buffer = Ox...
60

NULL
0x00301148

&0

Location
CreateFileW - 0x35e
CreateFilew - Oxda
CreateFileA « 066

€\ Utilities:procexped, 481

CreateFileA (

“e\Utilities\procexpbe.exe”,
GENERIC_WRITE,

FILE_SHARE_READ | FILE_SHARE_WRITE, JC

000301360,
CREATE_ALWAYS,
FILE_ATTRIBUTE_NORMAL,
NuLL

R

Length = 60, MaximumLength =

e\Utilities\procexpbe. exe” )

GENERIC_WRITE | SYNCHRONIZE | 128

Length = 24, RootDirectory = NULL, ObjectNam...

538, Buffer = 0

2%75DC0000

0x760C000

©

Dwn e m e
manapa

- ows\ Byawow64\USP10. 411

-> yawowEd\

Adows\ BYSWORE4\MSCTT . d11

24228 Mode: Standard




API Monitor

BO3MOXHOCTM MHCTPYMEHTA

Onwucanbl APl doyHKLmH,
meTogbl COM o6bekToB T MpocmoTp namsTtu

cornacHo MSDN CTPYKTYpY 1 06beanHeHus

( )

[ekoavpyeT Bo3BpaLlaembie
cTaTycbl PYHKUMI 1 donaru
Mopnepxka Pre/Post Call (Hanpumep,

TOYEK OCTaHOBa FILE_SHARE_DELETE | Aepesa ebi3oE08
FILE_SHARE_READ BmecTO
5)

. J




SandBox



Cuckoo Sandbox

OTO cucTeMa a9 aBTOMaTU4ecKoro nccriegosanua spegoHocHoro O

MoHUTOpPUHF
BbI30BOB Win32 API

YyHKUMIA

u E—

[amn ceTteson
aKTUBHOCTH

Lamn n aHanus
namsiTv

TpaccupoBka
VNHCTPYKLWA,
BbIMOJSTHAEMbIX
BPELOHOCHBIM
npoL,eccom

CoxpaHeHue konui
BCEX CO34aHHbIX
cannos u
3arpy’>keHHbIX B
npowecce NpoBepku

CospaHue
CKPWUHLLIOTOB B X04€e
BbIMONIHEHMS
aHanusa

Co3sgaHue yanobHoro
oTyeTa B json,
mmdef, maec, html-
dopmaTax



https://cuckoosandbox.org/

Cuckoo Sandbox OTUS

CTpaHuua 13 oT4yéTa

Cuckoo Sandbox - Mozilla Firefox
i..: Cuckoo Sandbox

: Ffile:///home/devil/Documents/cuckoo/storage/analyses/70/reports/report.html

CUCKQO

Category Started On Completed On Duration Cuckoo Version

FILE 2013-06-14 14:30:50 2013-06-14 14:31:19 29 seconds 06

File Details

File name Trojan-GameThief.Win32.0nLineGames.ajnsq

File size 154624 bytes

File type PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

CRC32 CCAB9ESF

MD5 €78539cf73520b6358380a589464472a

SHA1 43298b861b94355¢a5805f956a684f42a9f78¢3b

SHA256 d7729ca84845bbofecd3a93ffas7cfedcf1fcdIb3719eb7eebecadd4308484e0

dd19acc613452af7b762516b2ebafdf2b3e8368626124cb879b1cc937d413164¢1¢249513e7¢cc6892ba70891b1668461c9715b4c99bd1878901c30ffd983b3c




Cuckoo Sandbox

Online cuctemst:



https://malwr.com/
https://cuckoo.cert.ee/
https://www.hybrid-analysis.com/

Bonpocbi???







Cnacumbo
332 BHUMaHuel



