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[MpaBuno Ne 1

CbunBaem Bce «onacHble» pacmpeHus!

Ha nanku, cogepxaiwyme mansapy, CTaBMM 3anpeT Ha 3arnyck
dannosB ¢ NoAOOHbLIMY paCLLUMPEHNAMMU




HacTtpownka 6be3onacHown cpepbl

CbunBaem Bce «onacHble» pacmpeHus!

.com,.exe,.bat,.scr,.cmd,vbs, js, html, htm, hta, doc , dot , xIs , chm, hlp , tmp,
jpg, gif , reg, msi, wmf, shs, rtf , eml, msg, swf, vbe , pdf

Ha nanku, cogepxaline mansapy, CTaBMM 3anpeT Ha 3anyck pannos c
NOAOOHBLIMM pacLUNPEHNAMMU

. WIN+R =» gpedit.msc

Local Computer Policy = Computer Configuration = Windows Settings =
Security Settings =2 Software Restriction Policies
[MTKM New Path Rule...




Hactpounka 6e3onacHoun cpeabl

CbunBaem Bce «onacHble» pacmpeHus!

WIN+R = gpedit.msc

OTUS

Local Computer Policy =» Computer Configuration =» Windows Settings =2 Security

Settings =2 Software Restriction Policies

NMKM New Path Rule...

V= Local Group Policy Editor
File Action View Help
L2 AN (RERNENETN 2 N

= Local Computer Policy
~ [ Computer Configuration
| Software Settings
w ] Windows Settings
| Name Resolution Policy
|=) Scripts (Startup/Shutdown)
= Deployed Printers
~ T Security Settings
4 Account Policies
‘4 Local Policies

| Network List Manager Policies
| Public Key Policies
~ [ ] Software Restriction Policies
| Security Levels
| Additional Rules
| Application Control Policies
.g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration
ulli Policy-based QoS
| Administrative Templates
~ i®, User Configuration
| Software Settings

| Windows Defender Firewall with Advanced Security

MName

g"z_,\ FeHKEY_LOCAL_MACHINE\SOFTWARE...
HKEY_LOCAL_MACHINE\SOFTWARE...

F

H=| DA\ShareForRWX

New Certificate Rule...
New Hash Rule...

MNew Metwork Zone Rule...
Mew Path Rule...

All Tasks

Refresh
Export List...

View

Arrange lcons

Line up lcons

Help

Security Level
Unrestricted
Unrestricted
Disallowed
Disallowed
Disallowed

Description




HacTtpounka 6e3onacHou cpeabl

AN N NN

= Local Group Policy Editor
File Action View Help
e 2@ 0OlazHE

[oGasnsem cBoto pabo4yyo nanky ¢ mansapon
[Manky c BpeMeHHbIMK doanniamu - %temp%
BricTtaBnaem Disallow

OGHOBMsIEM U3MEHEHUS (3enéHas Kpyrnas cTpenka)

= Local Computer Policy
~ & Computer Configuration
| Software Settings
v [ | Windows Settings
= Name Resclution Policy
| Scripts (Startup/Shutdown)
» #m Deployed Printers
v % Security Settings
» '8 Account Policies
A Local Policies
| Windows Defender Firewall with Advanced Security
| Network List Manager Policies
[ Public Key Policies
v [ Software Restriction Policies
] Security Levels
_| Additional Rules
1 Application Control Pelicies
& 1P Security Policies on Local Computer
[ Advanced Audit Policy Configuration
> wlll Policy-based QoS
| Administrative Templates
~ 4, User Configuration
» || Software Settings

~

MName

i %HKEY_LOCAL_MACHINE\SOFTWARE\...
g‘, %HKEY_LOCAL_MACHINE\SOFTWARE\...

g':_: D:\Reverse
| D:\Share
| D:\ShareForRWX

New Certificate Rule...
New Hash Rule...

New Network Zone Rule...

New Path Rule...
All Tasks

Refresh
Export List...

View

Arrange lcons
Line up Icons

Help

Type
Path
Path
Path
Path
Path

Security Level
Unrestricted
Unrestricted
Disallowed
Disallowed
Disallowed

Description

234
234
234
234
234




HacTtpowka 6e3onacHou cpeabl OTUS

[lononHaem gedOonTHbLIN CNUCOK ONaCHbLIX pacLUMPEHUN

’=[ Local Group Policy Editor
File  Action

o HE B HE

View Help

=f Local Computer Policy
w i Computer Configuration
| Software Settings
~ || Windows Settings
| Name Resolution Pelicy
(=] Scripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
4 Account Policies
4 Local Policies
| Windows Defender Firewall with Advanced Security
| Network List Manager Policies
| Public Key Policies
w | Software Restriction Policies
| Security Levels
~| Additional Rules
| Application Control Policies
g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration
ol Policy-based QoS
| Administrative Templates
v ¢, User Configuration
| Software Settings

Object Type

| Security Levels
“| Additional Rules
,'05'3: Enforcement

Designated File Types

Designated File Types Properties

General
The following file types define what is considered to be executable code.

They are in addition to the standard program file types, such as EXE, DLL.
and VBS.

Designated file types:

Extension File Type

Microsoft Access Project Extension
Microgoft Access Project

BAS File

Windows Batch File

Compiled HTML Help file

Windows Command Script
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[MpoBepsiem, BCE nn paboTtaeT

’=[ Local Group Policy E
File Action View Help
Ll AR:a1aHEREY

5[ Local Computer Policy
w i Computer Configuration
| Software Settings
~ || Windows Settings
| Mame Resolution Pelicy
=] Scripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
‘4 Account Policies
4 Local Policies
| Windows Defender Firewall with Advanced Security
| Metwaork List Manager Policies
| Public Key Policies
w | Software Restriction Policies
| Security Levels
| Additional Rules
| Application Control Policies
,g IP Security Policies on Local Computer
| Advanced Audit Policy Configuration
wlli Policy-based QoS
| Administrative Templates
v i, User Configuration
| Software Settings

Object Type

| Security Levels
| Additional Rules
10

2 Enforcement
esignated File Types

Designated File Types Properties
General

The following file types define what is considered to be executable code.
They are in addition to the standard program file types, such as EXE, DLL,
and VBS.

Designated file types:

OTUS

Extension File Type

Microsoft Access Project Extension
Microsoft Access Project

BAS File

Windows Batch File

Compiled HTML Help file

Windows Command Seript
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