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[lpaBuia BebuHapa

D

AKTUBHO yyacTByeM

3a,£|,ae|v| BOMPOC B H4aT UJ1N T'OJIOCOM

Off-topic obeyxpgaem B Slack #kaHan rpynnbl unn #general

Bonpockl BUXY B 4aTe, MOry OTBETUTb He Cpasy



MapLpyT BeOunHapa
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Policing and Shaping
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[ToTpebHocTb B Q0S

1. TenedpoHusn

1. Lack of bandwidth
2. Bunpaeo cBAasb

2. Latency and jitter
3. Bupaeo tpaHcasumm/npeseHTaumu

3. Packet loss
4. [laHHble



Lack of Bandwidth

[locTynHasa nonoca NponycKkaHMA = MMHUMA/IbHOU NPONYCKHOM CNOCOOHOCTH
KaHana:

1. YBeAn4mnTb NPONyCcKHY CNOCOOHOCTb

2. Ucnonb3osatb QOS — yCTaHOBUTb 04epeaHOCTb U NPUOPUTET TPadUKa



Latency and Jitter

3aaeprKKa B KaHane(Latency) — pekomeHgoBaHa B G.114.
B cpeaHem no3sondetca 3aaeprkka 4o 400ms 6e3 nckntoveHmnm

[Ona npambIx TpaHCAAUMMK 3aaepKKa He bonee 150ms

*Cisco cuctembl NO3BOAAIOT 3a4epPKKy Ansa real-time traffic — 200ms



Latency and Jitter

* Propagation delay (fixed) — 3agepXKa BoO3HMKaAIOLLAA B Kabene

Mpumep pacyeTa CKOPOCTU Kabens, Ha npumepe onTUKKU, Nno popmyae v = c/n,
[ne

V — CpeQiHASA CKOPOCTb NPOXOXKAeHUA CBeTa B cpeae
C — CKOPOCTb CBETa B BaKyyme

N —WHAEKC NpenomiaeHuA

To ecTb cKOpOCTb cBeTa B Kabene ~200 000 000 meTpoB B CEKYHAY



Latency and Jitter

e Serialization delay (fixed) — 3agep*Ka pa3smelleHna Bcex OUT B KaHane

Pacuet no ¢popmyne:

s = packet size in bits / line speed in bps
s = (1500 bytes % 8) / 1 Gbps

s = 12,000 bits / 1000,000,000 bps = 0.000012 s x 1000 =.012 ms x 1000 = 12pus



Latency and Jitter

* Processing delay (fixed) — 3apepKa 06paboTku TpaduKa

 CPU speed (for software-based platforms)

e CPU utilization (load)

* |P packet switching mode (process switching, software CEF, or hardware
CEF)

 Router architecture (centralized or distributed)

 Configured features on both input and output interfaces



Latency and Jitter

e Delay variation(Jitter) (variable) — paszanuue latency mexay naketamu B
OHOM MOTOKEe

Bo3HnKaeT 13 3a oyepeaen Ha 0bopyaoBaHUM
Jonyctumbln Jitter ~30ms

[Ona ymeHblieHuna Jitter pekomeHayeTca MCNOb30BaTb ovepean C HU3KOMU
3aeprKKom(3aBmcnT ot 0b6opyao0BaHMA)



Packet Loss

Mpu noasneHnmn bonblunx ovepenen Ha ob6opyaoBaHUN:

1. YBennyeHue nponycKHOM CnocobHOCTH

2. BHeppeHune QoS

3. BHeppeHue policy ansa otbpacbiBaHMA HU3KOMPUOPUTETHDLIX NAaKETOB

4. dopmmpoBaHMe ynpaBaaemMbix ovepeaen ANa 3agepKKku Tpaduka(shape)
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QOS MODELS

1. Best effort — QoS He BK/lOYEH

2. Integrated Services (IntServ) — npunoxkeHmne curHannsnpyet o
HEeobxoaAMMOCTU BblAEINTb NONOCY NPONYCKaHUA

3. Differentiated Services (DiffServ) — B ceT onpeaenatoTca Knaccbl Ans
06paboTKKN pa3nmnyHoro TpadunKa



Integrated Services

3apaHee 3aHMMaeTca Heobxoanmas Nosoca NPONyCKaHUS
MpunoxeHne paboTtaeT c npoTokosiom Resource Reservation Protocol (RSVP)

— ¢ nomoubio coobueHmm call admission control (CAC) yka3sbiBaeT
napameTpbl A8 pe3epBUPOBaHMNA KaHana

Bce ycTpoincTBa B CETU AO0NXKHbI MOAAEPKUBATb 3TOT NMPOTOKO



Integrated Services

- === RSYPRESY
10111 . 0331
————
—————
e
0112 i e 10332
[ 7 ==
1721610/30
0113 i 0333
0114 i 10334
0111 . 0331
| gy
10113 . 0333
10114 . 10334
RSVP Path State \ RSVP Path State
Dest Src Previous Resv Dest Src Previous Resv
From To Protocol From To Protocol
Port Port Hop bps Port Port Hop bps
10.1.1.1 10331 e 23 12345 10.1.1.1 HAK 10111 10331 e 23 12345 172.16.1.1 Bk
10112 10332 Tce 53 214 10,112 128k 101.1.2 103.3.2 Tce 53 214 172.16.11 128k
10113 10333 e 5 15243 10.1.1.3 256k 10.1.1.3 10333 TP 25 15243 172.16.1.1 256k
10114 10334 Tce 23 54321 10114 128k 10114 10334 TCcP 23 54321 172.16.1.1 128k



Differentiated Services

OnpepeneHne KNaccoB Ha Bcem 060pya0BaHMM ANA NCNONb3YEMOTO
TpaduKa.

Hanpumep — Bblaensem Tpapuk tenedpoHmm - ronoc YyBcTemTeneH K latency
n jitter n Ha3Ha4Yaem MaKCMMaNbHbIN NPUOPUTET

Tpaduk anekTpoHHOW NoYyTbl nam YouTube MOXKHO BblAeNnnTb B MeHee
NPUOPUTETHLIN TPadUK K T.A.



Differentiated Services

ObpaboTKka TpaduKa:

1. Classification (pa36buBKa Ha Knaccbl TpaduKa — Class of Service)
2. Metering

3. Coloring

4. Policing

5. Queuing

6. Dropper

7. Shaper and scheduling

8. Marking

9. Serialization



Differentiated Services

Knaccnpumkauma n mapKknMpoBKa TpaduKa NPonCXoanT Ha NOrpaHMUYHbIX
YCTPOMUCTBAX

Cnepytouime yCTpoOMUCTBa A0BEPAIOT METKE N nepeaatoT TpaduK no
3agaHHomy CoS

DffServ-Domain — 30Ha aosepwusA.
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CLASSIFICATION AND MARKING

Cnocobbl paboTbl ¢ KnaccndpmKkaumen TpadpmkKa:
1. Behavior Aggregate — goseputbca metke |P DSCP
2. Interface-based

3. MultiField — aHann3 nona 3aronoskos naketa(MAC, IP n 1.4.)



1'6ur| 1 0ourt

Throu | Relic
ghput | Dbility

1 ©ur | 1 6ur

Throu Relia
ghput | Dbility

1 Outr 1 0ur

0 0

TOS

2 buta
Currently

Unused




3 buta 3 6uTa

Class Selector Drop Precedence

No. Time Source Destination Protoco Length Info

« 2 0.000859 172.16.2.2 1724611 ICMP 114 Echo (ping) reply
3 0.000968 172.16.1.1 172.16.2.2 ICMP 114 Echo (ping) request
4 0.001345 172.16.2.2 172.16.1.1 ICMP 114 Echo (ping) reply

» Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface
» Ethernet II, Src: aa:bb:cc:00:72:00 (aa:bb:cc:00:72:00), Dst: aa:bb:cc:00:82:10 (a
v Internet Protocol Version 4, Src: 172.16.1.1, Dst: 172.16.2.2

0100 .... = Version: 4

= & bytes (5)
» |Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
otal Length:

Identification: 0x001le (30)
» Flags: 0x00
Fragment offset: @
Time to live: 255
Protocol: ICMP (1)
Header checksum: @0x6057 [validation disabled]
[Header checksum status: Unverified]
Source: 172.16.1.1
Destination: 172.16.2.2
[Source GeoIP: Unknownl
[Destination GeoIP: Unknown]
» Internet Control Message Protocol




DSCP

DSCP Class gicp Value S:rJT;Lc E::Eahility Equivalent IP Precedence Value
* DF - Default Forwarding(BE) — ctaHgapTHan
DF (CS0) 000 000 0 0
nepecbl/iKa — — :
AF11 001 010 10 Low 1
e AF—Assured Forwarding —rapaHTnpoBaHHas AF12 oIl 12 Medin 1
nepecbinka( Steaming, KoHpepeHL-CBA3b, - M - :
CSs2 010 000 16 2
Mrpbl) AF21 010010 18 Low 2
AF22 010100 20 Medium 2
e EF — Expedited Forwarding — akcTpeHHas AT oot = High ’
CS3 011 000 24 3
nepecbinKka(tenedpoHusn) — — — -
AF32 011 100 28 Medium 3
* CS — Class Selector — gna obpatHou AF33 oum % High 3
coBmecTMmocTu. Ceivac COXpaHUINUCh TONbKO - R “‘
AF41 100010 34 Low 4
CS6/CS7. nckntoyaet oTbpacbiBaHUE U — — ——
3a4epXKKy. Ho gonyctuma manaa nonoca AF43 100 110 38 High 4
I'IpOI'IyCKaHMFI CSS§ 101 000 40 5
EF 101 110 46 5
CS6 110 000 48 6
Cs7 111 000 56 7 2




DF — HeTpeboBaTenbHbIN Tpadk — nony4yaeT BHUMAHME MO OCTAaTOMHOMY MPUHLUMNY

AF — Heobxoanmo obecrnevnTb nosocy, B ywepb 3agepxkam u NoTepsM.
EF — rapaHTng 3agepxek, pkKutrepa n OTCYyTCTBUA NOTEPbD.

CS6, CS7 — HegonyCcTMMbl NOTEPU U 3aQEPXKKU, HO Manasi NponyckHasa cnocobHocTb. Hanpumep cnyxebHbin
Tpaduk



MultiField

Ha ocHoBe pa3/InyHbIX KPUTEPUEB NPUCBANBAEM ONpeaesieHHbIN Knacc
TpaduKa

Kputepnn Ha oCHoBe:

* Internal: QoS groups (locally significant to a router)

 Layer 1: Physical interface, subinterface, or port

 Layer 2: MAC address and 802.1Q/p Class of Service (CoS) bits

 lLayer 2.5: MPLS Experimental (EXP) bits

* Llayer 3: Differentiated Services Code Points (DSCP), IP Precedence (IPP),
 and source/destination IP address

 Layer 4 —tcp/udp

 Layer 7 — Next Generation Network-Based Application Recognition (NBAR2)



MultiField

ip access-list extended ICMP_ACL
permit icmp any any

ip access-list extended TCP_ACL
permit tcp any any

ip access-list extended OTHER_ACL
permit ip any any



MultiField

class-map match-all TCP_CM
match access-group name TCP_ACL

class-map match-all OTHER_CM
match access-group name OTHER _ACL

class-map match-all ICMP_CM
match access-group name ICMP_ACL



MultiField

policy-map ADMISSION_ CONTROL
class ICMP_CM
set ip dscp ef

class TCP_CM
set ip dscp afll

class OTHER _CM
set ip dscp default



MultiField

interface Ethernet0/1
service-policy input ADMISSION_CONTROL
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Policing

[1Ba meTtoaa paboTbl:
1. Hard Policing — otbpacbiBaeT Bce™* yTo BbIXOAUT 3@ rpaHuULbl

2. Soft Policing — nomewaet TpaduK B Apyron Knacc, bonee HU3KNN Knacc

* Ha camom aene gaet HEMHOrMO BbIATU 33 FrpaHuLy



Shaping
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Co3paetca bydep B KOTOPOM XpaHUTCA TPadUK

MNoaxoauTt Ans TpaduKa He YYBCTBUTE/IbHOIO K 3a4eprKKam, HO KPUTUYHOMY K
noTepsam

HWKaK He BIMAET Ha MapPKUPOBKY NaKeTa



Policing/Shaping

OPUrMHAAbBHBIM MPOTOMAb TPATOUKA

HactpoeHHoe orpaHuieHmne

A

A
(EvaY

\

Pe3yAbTar paboTbl noAMcCepa

-
-—"

Pe3yAbTaT paboThl LLUEMNEPd







Shaping

class-map match-all ALL_CM
match any

policy-map SHAPING
class ALL_CM
shape average 20000000

interface Ethernet0/2
service-policy output SHAPING

[@F Y



Shaping
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Policing

policy-map ADMISSION_CONTROL

class TCP_CM

police cir 10000000 bc 1875000 conform-action transmit exceed-action
drop

interface Ethernet0/1
service-policy input ADMISSION_CONTROL

cpeaHAna paspewéHHan ckopoctb - CIR (10M6/c)
pa3peléHHbin Becnaeck Be (1 875 000 6anTtos okono 14,6 MB)

N B



Policing
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Policing

0,5 o \ RN /\ A /A q [ /0 A /\ ZAOA X
g\ 2 \AA'/VMAW,, B0 ‘\f/"\"\ "9,' R AN .Q. @l«@ X

1 2 3 4 5 6 7 8 9 10111213 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 70 71 72 73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88 89 90 91 92 93 94 95 96 97 98 99 100

—Motokl ——lotok2 —TloToK3 Motok4 ——TloToKS —O06wasn

police cir 10000000 bc 10000 conform-action transmit exceed-action drop



Cir — Committed Information Rate — rapaHTMpoBaHHaA cpeaHAnA
CKOpOCTb(6/ceK)

CBS(Bc) — Committed Burst Size — pa3pelleHHbIM MaKCMMa/IbHbIN Ppa3mep
BCcnaecKa(banT)

CBS = CIR (6buT B cekyHay)*1,5 (cekyHabl)/8 (6uT B bainTe)

Iy
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