Kubernetes. MOHUTOPUHI
N nIormpoBaHue



NnaH

e PasBepTbiBaHMe Prometheus B Kubernetes
e HacTtporka Prometheus n Grafana gnga coopa MeTpuk

e HacTtpovka EFK ona cbopa noros
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MOHUTOPUHT

N36aBnaem 6nsHec ot MT-3aBMCUMOCTH a 3/39



Ctek

B 3agaHnn Oyagem ncnonb30BaTh Cieayowne NHCTPYMEHTbI:

e Prometheus - cepBep cO0Opa 1 XPaHEHUA METPUK
e (Grafana - cepBep BM3yanmsaumm MeTpmk

e Pa3n4yHble aKCnopTepbl A9 MeTpuk Prometheus

Prometheus oTin4yHO noaxoauTt Ans paboTbl C KOHTEMHEepaMn U cpegamu C
OANHAMUYHBIM pa3MeLLeHeM CepBMCOB
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Cxema

Service 1

Service 2 ServiceMonitor 1

Service 2 Prometheus

ServiceMonitor 2

Service 4

Service 5

deploy
& manage
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YctaHoBuMm Prometheus

C yCTaHOBKOW MOIyT BO3HUKHYTb OnpeaeneHHble HoaHChl

[lponanTte Mo cchi/ike B ouumanbHbli penosntopuii 1 yctaHoBUTE pyKami

CRD onucaHHble B 4OKYMEHTaLUMUN:

O O b W DN =

kubectl apply -f https://raw.githubusercontent.com/coreos/prometheus-operator/release-
0.38/example/prometheus-operator-crd/monitoring.coreos.com_alertmanagers.yaml

kubectl apply —-f https://raw.githubusercontent.com/coreos/prometheus—operator/release—
0.38/example/prometheus-operator-crd/monitoring.coreos.com_podmonitors.yaml

kubectl apply -f https://raw.githubusercontent.com/coreos/prometheus—operator/release—
0.38/example/prometheus-operator-crd/monitoring.coreos.com_prometheuses.yaml

kubectl apply -f https://raw.githubusercontent.com/coreos/prometheus—-operator/release—
0.38/example/prometheus-operator-crd/monitoring.coreos.com_prometheusrules.yaml
kubectl apply -f https://raw.githubusercontent.com/coreos/prometheus—-operator/release-
0.38/example/prometheus—-operator-crd/monitoring.coreos.com_servicemonitors.yaml
kubectl apply —-f https://raw.githubusercontent.com/coreos/prometheus—operator/release—

0.38/example/prometheus-operator-crd/monitoring.coreos.com_thanosrulers.yaml

Inn BOCMONb3YNTECH 3TUM CKPUMTOM
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https://github.com/helm/charts/tree/master/stable/prometheus-operator
https://gist.githubusercontent.com/mrgreyves/6a3dfca6ea583c5626265905b6010705/raw/36ce3a6d5f3da2601578dc82f1b645f4582030c6/crd.sh

YctaHoBuMm Prometheus

CkonunpyinTte copepXxmnmoe gist no ccoiyike B ann  prometheus-—

operator.values.yaml « 3anyctute pasBepTbiBaHME (0OpATUTE BHMUMAHME Ha
CHANGE_ME).

1 kubectl create ns monitoring

helm upgrade —--install prometheus—-operator stable/prometheus-operator --set
prometheusOperator.createCustomResource=false -f prometheus-operator.values.yaml -n

monitoring —--version 8.11.0

CHANGE_ME Oepem otctoaa:

1 $ kubectl get svc -n nginx-ingress

2 NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
3 nginx—ingress-controller LoadBalancer 10.0.104.13 104.155.22.61 C 18h
4
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https://gist.githubusercontent.com/mrgreyves/be582c215d4232a4dca80a97a33d8148/raw/7ef8cfc6db5dad91a4f76e04ff35804c6dbe81ee/prometheus-operator.values.yaml

Prometheus Operator | YcTaHOBKa

[1TpoBepbTe, UTo Prometheus 1 Grafana 4OCTYMHbI MO CeaytoLMM CChI/IKaM:
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http://prometheus.change_me.xip.io/
http://grafana.change_me.xip.io/

Targets

Y Hac yXe npucyTtctByeT pag endpoint’'oB ass cOopa METPUK:

e MeTpukn kube-apiserver

e MeTpukn cAdvisor
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Targets

Llenn ona cbopa MeTpuk Obiin HalOeHbl C MOMOLbIO  Service

(SD) , HacTpoeHHOro B KoHdure prometheus.

© 0 N O O » wWw N =

10
11
12
13
14
15
16
17

— job_name: monitoring/prometheus-prometheus—-oper—-apiserver/0

kubernetes_sd_configs:
— role: endpoints
namespaces :
names:
— default
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
server_name: kubernetes
insecure_skip_verify: false
relabel_configs:
- source_labels: [__meta_kubernetes_service_label_component]
separator: ;
regex: apiserver
replacement: $1

action: keep

Discovery
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Targets

1 # HacTpovikm service discovery

2 kubernetes_sd_configs:

3 — role: endpoints # node, endpoints, pod, service, ingress

1 # HacTpoviku MoAKIHWYEHNS

2 scheme: https

& bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
4 tls_config:

5 ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
6 server_name: kubernetes

il insecure_skip_verify: false

1 # HacTpovika MeTOK, @uibTpauvs uernev u nx U3MEHEHUE

2 relabel_configs:
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Noapo6bHee npo relabel

1 relabel_configs:

2 # [lpeocbpazoBaTb Bce k8s nevibnbl TapreTa B nenbnel prometheus
3 — action: labelmap

4 regex: __meta_kubernetes_node_label_(.+)

5 # [lomeHaTb nevbn ans agpeca cbopa MeTpuk

6 — target_label: __address__

T replacement: kubernetes.default.svc:443

8 # [lomeHaTes nevbn ansi nyTy cbopa MeTpuK

9 - source_labels: [__meta_kubernetes_node_name]
10 regex: (.+)
11 target_label: __metrics_path__

12 replacement: /api/vi/nodes/${1}/proxy/metrics/cadvisor
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Metrics

Bce HalngeHHble METPUKM Cpasy Xe 0ToOpa3daTca B cnmncke (Bknagka Graph).
MeTtpunkn cAdvisor HaumnHalTCA ¢ npedmnkca container_ .

Prometheus Alerts

container

container_cpu_cfs_periods_total
container_cpu_cfs_throttled_periods_total
container_cpu_cfs_throttled_seconds_total
container_cpu_load_average_10s
container_cpu_system_seconds_total

container_cpu_usage_seconds_{otal
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kube-state-metrics

cAdvisor coOupaer Ulb KWMHMOPMALUMIO O NOTPpeb/ieHUn pPecypcoB U
NPON3BOANTENBHOCTW OTAEMbHbIX dOocker-kOHTeNMHePOB. [1pn 3TOM OH HUYEro He
3HaeT 0 cywHocTax k8s (deployment, replicaset, etc.).

na coopa aton nHpopmaumm Oyaem MUCrnoib3oBaTbh cepBUC kube-state—

metrics . OH yXe BK/IOYEH.
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kube-state-metrics

B Graph:

kKube_

‘ kube_deployment_created
kube_deployment_labels
kube_deployment_spec_paused
kube_deployment_spec_replicas
kube_deployment_spec_strategy_rollingupdate_max_unavailable
kube_deployment_status_observed_generation
kube_deployment_status_replicas

kube_deployment_status_replicas_available
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Node exporter

Node exporter Takxxe BK/KOYEH.

[1poBepbTe Hannume Target monitoring/prometheus-prometheus—-oper-

node—exporter /0

1 4yto y Bac cobupatoTca MeTpukn node_*
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MeTpUukun nNnpunoXxXeHnu

Tenepb gaBanTe NOAKAOUYNM NpunoxeHne. MeTpukn ¢ Hero OyayT CHUMATbCH
TOYHO TAKXe, KakK U C MHPPACTPYKTYPHBLIX KOMMOHEHT.
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O6HoBM Helm chart’bi

B uwaptbl cepBucoB ui, post wmn comment  gobaBbte  O/IOKMU
metadata.labels W spec.ports.name

1 metadata:

2 labels:

3 {{- range $key, $value := .Values.labels }}
4 {{ $key }}: {{ $value }}

5 {{- end }}

6 spec:

7 ports:

8 — name: http-metrics

3aKOMMUTbTE pe3ynbTat B PeNO3nTopun
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Utoroebin BapuaHT Helm Chart’a

© 0O N O O » W N =

o U O U G GG
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kind: Service
apiVersion: vi
metadata:

name: {{ .Chart.Name }}

labels:
{{- range $key, $value := .Values.labels }}
{{ $key }}: {{ $value }}
{{- end }}
spec:

type: {{ .Values.service.type }}

selector:
{{- range $key, $value := .Values.labels }}
{{ $key }}: {{ $value }}
{{- end }}
ports:

— protocol: TCP
name: http-metrics

port: {{ .Values.service.port }}

targetPort: {{ .Values.service.targetPort }}
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NMoarotoBum Service Monitor

Cospante hanin reddit-servicemonitor.yml cnenyloulero cogepXXaHms

1 apiVersion: monitoring.coreos.com/vi
2 kind: ServiceMonitor
3 metadata:
4 name: reddit-servicemonitor
5} labels:
6 release: prometheus
T spec:
8 namespaceSelector:
9 any: true
10 endpoints:
11 — port: http-metrics
12 jobLabel: reddit
13 selector:
14 matchLabels:
15 app: reddit
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ServiceMonitor

[TpymMeHnM ManudecT ¢ ServiceMonitor:

1 kubectl apply -f reddit-servicemonitor.yml

KoHurypaumda  Prometheus  OOHOBAAETCA  KaXdble  TPpWU  MUHYTHL.
[TpMEeHWNOCh N OOHOBIEHME MOXHO MOCMOTPETb KOMAHAOM:

1 kubectl logs —-n monitoring prometheus-prometheus-operator-prometheus-0 prometheus-config-

reloader
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MeTpukun NnpunoXxeHnn

MeTpurkn OyayT oToOpaxaTbCd 419 BCEX MHCTAHCOB MPUITOXEHU.

ui_health_post_availability
Execute - insert metric at cursor - =

Graph  Console

Element
ui_health_post_availability{app="reddit” branch="HEAD" .commit_hash="97cca7{" component="ui".instance="10.8.4.23:9292" |
ui_health_post_availabilitylapp="reddit’ branch="HEAD" .commit_hash="97ccd7f" component="ui",instance="10.8.4.23:8292" |

ui_health_post_availabilitylapp="reddit” branch="HEAD" ,commit_hash="97cc3 7" component="ui"instance="10.8.4.29:9292" |
prod” wersion="0.0.4"}

ui_health_post_awvailability{app="reddit” ,branch="HEAD" ,commit_hash="97ccd7f" ,component="ui",instance="10.8.5.11:8292" |
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Busyanusauusa

Y Hac yXe yctaHoB/eHa Grafana:

{ 88 USE Method / Cluster -

datasource  Prometheus ~
+ CPU

CPU Utilisation

100.00%

S
Py
- 2
U

0%
23:30 23:40

== 10.0.12.3:9100 == 10.0.12.4:9100

+~ Memory

Memory Utilisation

100.00%

25.00%
0%
23:30 23:40

== 10.0.12.3:9100 == 10.0.12.4:9100

+ Network

Net Utilisation (Bytes Receive/Transmit)

i+ (=] O Last 1 hour ¥

CPU Saturation (load1 per CPU)

100.00%

0%
23:30 23:40

== 10.0.12.3:9100 == 10.0.12.4:9100

Memory Saturation (Swapped Pages)
60K rps
50K rps
40K rps
30K rps
20K rps
10K rps

0rps
23:30 23:40

== 10.0.12.3:9100 == 10.0.12.4:9100

Net Saturation (Drops Receive/Transmit)

Q

Z 10s~
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Busyanusauusa

Ckonupynte copgepxumoe gist no ccoiyike B (pann  dashboard-

configmap.yaml wn npuMeHnTe AaHHbIM MaHUGECT:

1 kubectl apply —-f dashboard-configmap.yaml

[locne storo B Grafana noasutca dashboard Reddit Monitoring , Ha
KOTOPOM OyayT OTpa)XeHbl HEeKOoTopble METPWKKW, OTAaBaeMble  HallVMU
MUKPOCEPBMCAMMN,
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https://gist.githubusercontent.com/vitkhab/02af337e83e66f33903f0320938135f0/raw/73b6c177be97b89e0749bb5ed122b452da094997/reddit-dashboard-configmap.yml

Busyanusauusa

{9 B8 Reddit Monitoring -

Rate Ul http requests Comments rate

23:54

== 200 =303 =404

Average Ul Response Time Average Post Response Time Average Comment Response Time

0.0075 =114
23:54 23:56 23:58 23:54 23:54

= histogram_quantile(0.95, sum(rate(http_server_request_duratic == seconds = seconds




NMoBbICMM HAAEXHOCTb

[lobGaBbTe 610K prometheus.prometheusSpec.storageSpec B

prometheus—-operator.values.yaml

1 prometheus:

2 prometheusSpec:

3 storageSpec:

4 volumeClaimTemplate:

S spec:

6 accessModes:

7 — "ReadWriteOnce"
8 resources:

9 requests:
10 storage: 3Gi

Gist 4OCTyNeH AaHHOW CChl/Ike
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https://gist.githubusercontent.com/mrgreyves/c8228e526d7c024afba2f0eda2b80084/raw/679e70462d7c9db8094d10a0faa05ebf9e06423b/prometheus-operator.values.yaml

I'NpoBepka
[ToUMeHNTE N3IMEHEHUS

1 helm upgrade —-install prometheus-operator stable/prometheus-operator —-set
prometheusOperator.createCustomResource=false —-f prometheus-operator.values.yaml -n

monitoring —--version 8.11.0

I npoBepbTE:!

helm delete prometheus-operator —-n monitoring

kubectl get all —-n monitoring

B W N -

helm upgrade —-install prometheus-operator stable/prometheus-operator --set
prometheusOperator.createCustomResource=false -f prometheus-operator.values.yaml -n

monitoring —--version 8.11.0
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Prometheus Operator

https://github.com/helm/charts/tree/master/stable/prometheus-operator
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https://github.com/helm/charts/tree/master/stable/prometheus-operator

JlormpoBaHue
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Ctek

JlornpoBaHune B k8s OyaeM BbICTpamBaTh C MOMOLLbIO cTeka EFK:

ElasticSearch - 6a3a gaHHbIX + MOUCKOBbLIN OBUXOK
FLuent Bit - wnnep (oTnpaBuTesb) U arperaTop Noros

Kibana - BeO-nHTepmenc anga 3anpoCoB B XPAaHUULLE M OTOOPaXEeHUS 1X
Pe3ynbTaTtoB
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1

.

Kibana ',
Deployment 1,
'''''''''''''''''''''' .

ElasticSearch 1
StatefulSet 1

'l 1
I' : e e o TTTEEEEEEEEES ! :
! fluentd entd Fluent-bit ;
. fluentd fluentd daemonSet !
' .
K
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EFK

[loGaBum penosuntopuit helm elastic:

1 helm repo add elastic https://helm.elastic.co
2 helm repo update

Co3pagnm namespace as4d ormpoBaHMA.

1  kubectl create namespace logging
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EFK

3anyctute crtek B Bawem Kubernetes knacrepe. [lnga Hadana ckadamte gist
elasticsearch.values.yaml no gaHHOW CChl/ike

1 helm upgrade —-install elasticsearch elastic/elasticsearch ——-namespace logging —--version

7.7.1 —f elasticsearch.values.yaml
1 helm upgrade —-—install kibana elastic/kibana --namespace logging —--version 7.7.1

1 helm upgrade ——install fluent-bit stable/fluent-bit —--namespace logging \
2 ——set "backend.es.host=elasticsearch-master" --set "backend.type=es" \

3 ——set "filter.mergeJSONLog=false" —-version 2.8.16

CamocroartenbHo: co3nante values.yaml davn gna Kibana, B KOTOpPOM
oygeT onncaHo gobaBneHune ingress
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https://gist.githubusercontent.com/mrgreyves/06b62cfcdc31dce0ca7f5bacd8e66a50/raw/e75a6dad23a3f75aab650262880a3eb60499f1ad/elasticsearch.values.yaml

EFK

Ecnm ¢ values.yaml pgna kibana BO3HWKAM NpoOniembl, UCMOMb3yinTe gist
MO OAHHOW CChl/lKe

1  helm upgrade —--install kibana elastic/kibana --namespace logging —--version 7.7.1 -f

values.yaml
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https://gist.githubusercontent.com/mrgreyves/e566602a1b9cfb57c1969e91b1aee9c3/raw/d3b69752f892fa62424b4b75cab2ed07aef438bb/values.yaml

Kibana

Cospante index pattern, koTopbli OyOeT Yyka3biBaTb Ha  WMHOEKCHI,

co3gaBaemble Fluent Bit:

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices

Step 1 of 2: Define index pattern
Index pattern

kubernetes_cluster®

You can use a * as a wildcard in your index pattern.
You can't use spaces or the characters\,/,2,", <, >, |. > Nextstep
v Success! Your index pattern matches 2 indices.

kubernetes _cluster-2018.12.03

kubernetes _cluster-2018.12.04

Rows per page: 10 v
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Kibana

OTtkponte BkNaaky Discover B Kibana v BBegute B CTPOKY MNOUCKA

BblpaXeHue.

1 kubernetes. labels.component:post OR kubernetes.labels.component:comment OR

kubernetes. labels.component:ui
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Kibana

OTkponte moboe cobbiThe 13 pe3y/brarta Noncka - B HEM BUOHO MHOXECTBO

nosier ¢ gaHHubiMm 0 Kubernetes.

Table

t t ot ot t ot ot t ot ot t ot =+ ot ot ®

@timestamp
_id

_index
_score
_type
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.

log

stream

time

JSON

container_name

docker_id

host

labels.app

labels. component
labels.pod-template-hash
labels.release
namespace_name

pod_id

pod_name

Q QM *
Qam
Qam
m
Qe
Q QM *
Q QM *
QQ*
Q QM *
Q QM *
Q QM *
Q QM *
Q QM *
Q QM *
Q QM *
Q QM *

Q Qam*
Q QM *

View surrounding documents ][ View single document

December 4th 2018, 17:14:35.299
zp6SeWcBPWOVTSIYFAfo
kubernetes_cluster-2018.12.04
flb_type

ui
4d677f567600582122d985d1b3a89b323a1d970f2bd3000fb852050c6e2abf2c
gke-user34-default-pool-d7cb4c75-gq6x@
reddit

ui

3897109324

staging

staging
82a4ce42-f6f9-11e8-8f7d-42010af00186
staging-ui-7dfc54f768-jmSkm

E, [2018-12-04T14:14:35.298680 #1] ERROR -- : Error while connecting to http://zipkin:
9411/api/v1/spans: Faraday::ConnectionFailed with message 'Failed to open TCP connecti
on to zipkin:9411 (getaddrinfo: Name does not resolve)'. Please make sure the URL / po

rt are properly specified for the Zipkin server.
stdout

December 4th 2018, 17:14:35.299
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EFK

1. OcobeHHOCTb paboTbl Fluent Bit B k8s cocTouT B TOM, YTO €ro 3aaada
NOMUMO cOOpa caMmx NOTroOB MPUIOXKEHUK, CEPBUCOB 1 XOCTOB, TakXe
PACMO3HaTb AOMNOMHUTEIbHbIE MeTadaHHble (Kak MpaBu/io 3TO
OOMNOMHUTENbHbIE NONA C nerbnamn)

2. Otkyga un kakue norn coovpaetr Fluent Bit - BuaHo B ero configmap.yaml un

daemonset.yaml|

3. O6uwaa cxema pabotbl Fluent Bit npeacraBneHa Ha cneayolem cnange
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https://github.com/helm/charts/blob/master/stable/fluent-bit/templates/config.yaml
https://github.com/helm/charts/blob/master/stable/fluent-bit/templates/daemonset.yaml

Fluent Bi
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