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e Base-service-app Mmoaenb U NnpuMeHnmMocTb Ansible
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Base-service-app mogenb

SOHbI
OTBETCTBEHHOCTU

Cnow

[ Application

Service (I1S, MS SQL, MongoDB)

Base (Windows, Linux)

Ansible nogxogunt aong ynpaBfieHNsa KaXKabiM U3 YPOBHEN

-



YnpaBneHue LuenesblM COCTOAHUEM

OKPY>XeHUs

e Hactpoinkn OC

e YCTAaHOBKA M HACTPOMKA CUCTEMHbIX NAKeToB 1 OUBNNOTEK
e YnpaBneHune KoHpUrypaymamm

e HacTponkn 6e30MnacTHOCTU




ynpaBneHme KaTasioramMmum and npuaioxXeHnd m nxX rnpaBamMu

HacTtporka dhannoB KOHpUrypaunm npuioxeHumin
O6HoBeHMe KOgoBOI 6as3bl

AkTyannsauns OMbnmMoTeK NpUNoXeHnM
[lepesanyck cepBuUCOB




OpkecTpauna oencTeBunm

e YnpaBneHune o4epeaHOCTbiO BHECEHUSA USMEHEHUI

e [IpMeHeHne nameHeHnm gnsa HeboNbLLION YacTu MHAPPACTPYKTYPbI




YnpaBneHne obnayvyHbIMU pecypcamum

Ansible Bkniouaer B cebs 60/blIOE KOMMYECTBO MoAynen ans

ynpaBaeHusa o06/1a4HbiMK

pecypcamu.

MPMBATHbIMW.

Amazon

Azure

Google
OpenStack
VMware

N MHOIMe gpyrme

Kak

NyONINYHBLIMMN,

TaK

7


https://docs.ansible.com/ansible/latest/list_of_cloud_modules.html

Templates

e [lapameTpusoBaHHble han/ibl KOHUrypaumm

e BO3MOXHOCTb MCNOMb30BaHUA YCNOBUM U MEPEMEHHbIX
e BO3MOXHOCTb Nepencrnonb3oBaHNA KOHQUIrypaumm
e OnucbiBalOTCA Npu nomoLm wabnoHusartopa Jinja2

HokKyMeHTaLu4g



http://jinja.pocoo.org/
https://docs.ansible.com/ansible/latest/playbooks_templating.html

LLla6noHbl (npumep)

dann koHdurypaumm templates/mongodb/mongod.conf. j2:

# network interfaces

net:
port: 27017
bindIp: {{ mongodb listen ip }} # <—-— JICIOJIE30BAHME [I€PEMEHHBIX

# Replication params
% if mongodb replication replset -%} # <-- YCJIOBHBEII ONEPATOP HA OCHOBE
rIepeMEHHEBIX
replication:
replSetName: {{ mongodb replication replset }}
{% endif %}

[Mpnmep BbI3OBa WAOMI0OHa:

- name: Create mongod.conf file for MongoDB
template:
src: templates/mongodb/mongod.conf. j2
dest: /etc/mongod.conf




DT0 3a4a4u, KOTOpPble BbI3bIBAOTCA APYrMMN MOAYNAMKN Yepes

MHCTpyKUMio notify. Hanpumep, nepesarpyska cepeuca, ecnm
M3MEeHNNacb KOHUrypauus

B HOpMe, XxaHaNnep BbI3bIBAETCA, €C/IM OCHOBHAA 3aava MMeeT
ctatyc CHANGED

Ka>kgbli BbI3SBaHHbIV X3HO/1EP BbINO/HAETCHA TONbKO OAUH pas, B
KOHLEe BbINo/THEHUS play (HE3aBUCMMO OT TOr0, CKOJIbKO pas3
cpabotan notify gna atoro xaHagsnepa)

Ha oguH xaHOnep MOryTt cCbiylaTbCA HECKOMBbKO 3a4au
3agada-xsaHanep MOXET BbI3bIBATbCHA MO HECKOSIbKUM COObITUAM

(4yepes aTpubyT listen)

-



Ha BbISOB X3HA/1EPOB HE BAUSAIOT NapaMeTpbl KOMaHAHOW CTPOKM
--tags unn --skip-tags

[pUHYANnTENBLHOE BbIMOMTHEHME XeHa/1epa BO3MOXHO Mpu
nomoLm moaynsa meta:

meta: flush handlers

® XBH,EI,I'Iepr NMOAK/MHOYEHHbIX ponel7| BbI3bIBAOTCA B KOHLE

cyeHapus, BMeCTe C OCTal/lbHbIMM (8 HE Nocne NPUMEHEHMUS
3a4a4 ponn)

HokyMeHTaLu4a



https://docs.ansible.com/ansible/latest/playbooks_intro.html#handlers-running-operations-on-change

Handlers: Npnumep

dannmy playbook.yml:

handlers:
- name: reload mongodb # <-- /Mg 3agaum [OTOM 3amaeM B IUPEKTHBE notify
service:
name: mongod
state: reloaded

tasks:
- name: Create mongod.conf file for MongoDB
template:

src: templates/mongodb/mongod.conf
dest: /etc/mongod.conf
notify:
- reload mongodb # <—--— BEIBOBEM 3Ty 3amady, €CJIM KOHQUI'YPALMS HM3MEHUTCS

-



Handlers: Work-around

NHorpa, npuxogmMTca UCNob30BaTbh "XaHaNnep ana 6eaHbix", 4ToObl
o6onTK NpaBuna gnd oOblYHbIX XOHOIEPOB:

tasks:
- name: Create mongod.conf file for MongoDB
template:

src: templates/mongodb/mongod.conf
dest: /etc/mongod.conf
register: mongo cfg result

- service:
name: mongod
state: reloaded
when: mongo cfg result.changed == True

# TorT nevajbHEI CJydar, KoI'Za Yy Hac CJIOBApk C HEUETKOM CTPYKTYPOM:
# when: loop rc is defined and loop rc.results is defined and
loop rc.results[0].changed == True




MOXHO ncnonb3oBaTth include 1 import Ana XxaHANepos.

[NMpnmep:

handlers:
- import tasks: handlers.yml




Dynamic Inventory

e [To3Bongdet paboTaTth C inventory nony4YeHHbIM U3 BHELHUX

CepBnCOB

e Pewaet npobnemy Ay6iMpoBaHNA N OTCIEXMBAHNUSA XOCTOB,
KOTOpPble yrpaBnaiTca yepes cneunannsnpoBaHHoe N0

e Ectb rotoBble ckpuntbl gnsa nHterpaunmn ¢ GCP/EC2/0Openstack

e [MopaepxmnBaeTcsa NCNOMb30BaHNE BHELLIHUX CKPUMNTOB A/
NONYyYEHUS OaHHbIX U3 BHELWHUX cucTteM (B popmate JSON), nnbo
BbI3OB CreymanibHbIX MOAY/EN

e [Ina "ocoObix cnyyaes" ectb moaynb add host




Dynamic + Static inventories

e Ecnu Bbl XOoTUTE Mcnosnb3oBaTtb dynamic un static uUHBEHTOpPU BMecCTe,
TO MOXHO yKa3aTb NyTb A0 Nanku:

e Ansible 6ygert 3anyckatb CMOTPETbL BCE TEKCTOBLIE dhan/bl U
3arnyckaTb UCMOJTHAEMbIE

e Ansible He BygeT ncnonb3oBaTth .ini hansnbl

[Npumep: ansible-playbook -i path/to/inventories

main.yml




[Tpumep:Add host

- name: Add new host to our inventory.
add_host:
name: "{{ do.droplet.ip address }}"
groups: do

- hosts: do
remote user: ubuntu
tasks:

- name: Wait for ssh port become available
local action: "wait for port=22 host={{ inventory hostname }}"

- name: install packages
apt:
name: "{{ packages }}"




Ansible Vault

o KOHCO/IbHaA YTUINTa gn4d p860TbI C CeKpeTHbIMN AAHHbBIMA

(cepTndmkaTbl, MpUBaTHbIE K/OYN N T.4.)

e [lepeMeHHble MOXHO noaknoyatb Yepes vars files

e [1na 60nee CnoxXHbIX cydaeB nosnb3ymntecb Hashicorp Vault n
aHanoramm

e [1lo3BONAET XPaHUTb B OOLWLNX PENO3NTOPUSAX ddali/ibl, B KOTOPbIX
CoOepPXNTCA npmBaTtHas MHopmMauma (Naposiv, TOKEHbI)

e Vicnonb3oBaHue 3angpoBaHHbIX MepPeEMEHHbIX NOTHOCTLIO
npo3payvHo. B npouecce BbINO/MHEHNA ansible nony4vaeT K HUM
goctyn. annbl Ha AUCKE OCTAKTCA 3aLUNPPOBaAHHbLIMMN,

HokyMeHTaLu4a

-


https://docs.ansible.com/ansible/latest/vault.html

[Mpumep: LUndpoBaHune hanna

NmnopT dharna c cekpetamu.

vars files:
- secrets.yml

[Mpnmep coaepXxmmoro amna go WwmnpoBaHUS:

secret repo user: admin
secret repo pass: some_ long_pass

[Mpnmep coaepxmmoro avna nocne wmpoBaHUS:

SANSIBLE VAULT;1.1;AES256
63306563663931623435313631386433346432643736373965396236363966633963623465353733
6630313135356262613065646536633965303433623133320a316436636265663434636237363732

-



[Mpumep: LUndppoBaHne hanna

YT1006bI 33U pPOBaATL CYLLECTBYOLWWA dpan BbIMONTHAEM KOMaHAbI:

ansible-vault --vault-id dev@prompt encrypt --encrypt-vault-id dev secrets.yml

®ann ¢ cekpetamm OygeT 3anaponeH, B Oyayuwem, Korga Mol
3axoTUM BbINONMHUTE playbook ¢ wucnonb3soBaHMemM secrets.yml,
HeoOXxoaAMMO nepenaTb NnapameTp ——ask-vault-pass

JiInbo  Mbl  MOXeM ykazatb B ansible.cfg onuuio
vault_password_file, koTopas ykasbiBaeT Ha hain C K/o4OoM.

[NMpnmep:

ansible-playbook myplaybook.yml --ask-vault-pass




[Mpumep: LUndpoBaHne CTpoku

ansible-vault encrypt string --vault-id dev@password --encrypt-vault-id dev
'foooodev' --name 'the dev_secret'

Pe3yanaT MOXHO BCTaBWUTb HeEMNnocpeaCcrBeHHO B KO CUueHapu4d.

the dev secret: !vault |
SANSIBLE VAULT;1.2;AES256;dev

30613233633461343837653833666333643061636561303338373661313838333565653635353162
3263363434623733343538653462613064333634333464660a663633623939393439316636633863
61636237636537333938306331383339353265363239643939666639386530626330633337633833

6664656334373166630a363736393262666465663432613932613036303963343263623137386239
6330

-



Kak ykasaTtb kntou (Vault key):

1. VI3 KOMaHOHOW CTPOKMU

--vault-id <label>@prompt

2. W3 plain text gpanna

--vault-id <label>@/path/to/vault.key

3. W3 uncnonHaemoro ganna

--vault-id <label>@key.sh

4. Cpasy HeCKO/bKO

--vault-id messages db@/path/to/db.key --vault-id
users db@/path/to/users.key

P.S. MoxHO wucnonb3oBaTtb label gng T1oro, 4roObl padoTtatb C
HECKO/TbKUMUN OKPYXXEHUAMMN C pa3HbiMK Ktodamu Vault



TernpoBaHHble 3agayun (Tags)

e Ansible nosBonsaeT ykasblBaTb MeETKM (tags) B nnenbykax (a1s

MMMNOPTUPOBAHHbIX CLIEeHapMeB 1 3a4au)

e [1n9 KaXgoro cueHapuma n 3agadm MoxXeT OblTb YCTAHOB/TEHO 6onee
OOHOW MEeTKU

e MeTkn MOXHO UCMNOMb30BaTb A/1F 3arnyCcKa onpeaesieHHbIX 3TanoB
cueHapua (kw4 ——tags)

e JIn60 MOXHO NMponyckKaTb YacTu CcUueHapUs No MeTkam (KoY —-
skip-tags)

HokyMeHTauua



http://localhost:1948/slides/OTUS_DevOps/Module-02/05-Ansible02/docs.ansible.com/ansible/latest/playbooks_tags.html

[Tpumep

# Setup and configure ruby things for reddit app
- name: "Reddit App: Configure app environment"
hosts: all
gather facts: no
become: yes

tasks:
- name: Install ruby and rubygems and required packages
apt:
<eooe>
tags:

- app packages

- name: Install Ruby bundler
gem:
SN
tags:
- app packages




[Tpumep

- name: "Reddit App: Install mongodb"
hosts: all
gather facts: no

tasks:
- name: Install mongodb package
apt:
<eooe>
tags:
- db_packages

# Setup and configure mongodb for reddit app
- name: "Reddit App: Install mongodb"

hosts: all

gather facts: no

- import playbook: gce.yml
tags:
- deploy




[Tpumep

BeinonHaem onpegeneHHbie CueHapuu:

ansible-playbook mytask.yml --tags "app packages, deploy"
[Mponyckaem Deploy:

ansible-playbook mytask.yml --skip-tags "deploy"




Not-so-obvious tagging

e HanomMHuwm, X3HA/1epbl BbI3bIBAOTCA HE3ABUCUMO OT ——tags U —-—

skip-tags

e [lnpektnBa tags: BMecte c include: n import ***:
= Tary 0o6aBNAITCH K KaXX40W B/IOXXEHHOW 3aa4e
e [lnpektnBa tags: BMecTe c include **%*:

= T3rn go0aBNATCA K caMOW 3afade include ***:
= 31 B/IOXKEHHbIX 3a4a4 OCTaloTca 6e3 N3SMeHeHUNn

e Tor always urHopupyert knto4y —-skip-tags
e Tar never - Tack He OyAeT BbINOMTHATLCA 6e3 3agaHna ——tags

e Heckonbko 3HaYeHU Kno4va —-tags nmetot nornky UJIN

-



[Tonck owndoK

YpoBeHb verbosity —-vvvyv (-vvv, —-vv, —v)
[TowiaroBoe BbINO/IHEHNE
ansible-console

Mogaynb debug

Crparterunsa debug - Bbi3blBaeT otnagynk PDB B cnydae npobnem




[ToapoOHbIV BbIBOA

ansible -m ping localhost -vvvv:

ansible 2.7.5
config file = None
configured module search path = [u'/usr/share/ansible/plugins/modules’ ]

ansible python module location = /usr/lib/python2.7/site-packages/ansible
executable location = /usr/bin/ansible

python version = 2.7.15 (default, Jun 17 2018, 12:46:58)

META: ran handlers
<127.0.0.1> ESTABLISH LOCAL CONNECTION FOR USER: user00
<127.0.0.1> EXEC /bin/sh -c 'echo ~user00 && sleep 0

<127.0.0.1> EXEC /bin/sh -c '( umask 77 && mkdir -p " echo
/home/user00/.ansible/tmp/ansible-tmp-1548101889.33-95635251857245 ~" && echo
ansible-tmp-1548101889.33-95635251857245="" echo
/home/user00/.ansible/tmp/ansible-tmp-1548101889.33-95635251857245 ~" ) && sleep
0"

Using module file /usr/lib/python2.7/site-
packages/ansible/modules/system/ping.py
<127.0.0.1> PUT /home/user00/.ansible/tmp/ansible-local-81668UtHWhm/tmprHx0m5 TO

/home/user00/.ansible/tmp/ansible-tmp-1548101889.33-

95635251857245/AnsiballZ ping.py



[Moapo6HbIN BbIBOA (MPOAOIKEHNE)

OOHOro craiifa He XxBaTuio @

<127.0.0.1> EXEC /bin/sh -c 'rm -f -r /home/user00/.ansible/tmp/ansible-tmp-
1548101889.33-95635251857245/ > /dev/null 2>&l1 && sleep 0
localhost | SUCCESS => {

"changed": false,

"invocation": {
"module args": {
"data": "pong"
}
|

"ping": "pong"
}an
META: ran handlers
META: ran handlers




[Towarosoe BbiNO/IHEHUEe

root@ansible-vm:~/ansible-demo# ansible-playbook balancers.yml --step

PLAY [balancers] skkikkkickkkickkkickiickkikickickkickkkickkickiickiiokicikkkkkikickisickicckkickickickkkickioickkikickiokickkkokickkkokiiiokiokiokkokskokkokokkok

Perform task:

Perform task:

TASK [python :

Perform task:
Perform task:
TASK [nginx :
Perform task:
Perform task:
TASK [nginx :
Perform task:
Perform task:

TASK [nginx :

TASK: python : Install python for Ansible (N)o/(y)es/(c)ontinue: y

TASK: python : Install python for Ansible (N)o/(y)es/(c)ontinue: sekickickickickickickiokickickickicikiskiskiskickickickickickickiokkkkiokiok
Install python for Ansible] skkkickickickickiciickisliokickickiskickilibliciiclloliolibliiricliblicicllloliclliibiickliololillolckklloriokok

TASK: nginx : Install nginx (N)o/(y)es/(c)ontinue: y

TASK: nginx : Install nginx (N)o/(y)es/(c)ontinue: sekickickiciiicliclickciibicricickicicicliciclskickslicclcicclciokok
Install nginx] sekickickickickickickickkkkkickickicickckckickickickccicoicicickiskskckiciicliclRRRkoIcIck ok IcIcRIcRicRickkok kR IR oK

TASK: nginx : Configure nginx (N)o/(y)es/(c)ontinue: y

TASK: nginx : Configure nginx (N)o/(y)es/(c)ontinue: sckikickiickickkickickikickikickiiicliciclickkickickickiickiskicicioliciokokickokiokiok

Configure nginx] sekickiikickiickickkickickicikickibiclickicikkicikickkkickickicicliclokickickickiickiviclickieickiciclickiskkickickisiclickickioicloiekisickkokkok

TASK: nginx : Copy htpasswd file to host (N)o/(y)es/(c)ontinue: y

TASK: nginx : Copy htpasswd file to host (N)o/(y)es/(c)ontinue: sckkickickickickickickickickickickiciirkiskiskkskiciickickickkokkkkiokiokiok

Copy htpasswd file to host] sekkkikikickiccickiccickickickickcckckiRciciricicckccRkscccicisicicicickckickckclcciclcckkckRokIoKk

PLAY RECAP

changed=0 unreachable=0 failed=



ansible-console

root@nsible-vm:~/ansible-demo# ansible-console -1 balancer
Welcome to the ansible console.
Type help or ? to list commands.

ubuntu@all (1)[f:5]% ping

ubuntu@all (1)[f:5]% shell 'whoami'
balancer | CHANGED | rc=0 >>
ubuntu

ubuntu@all (1)[f:5]$% become yes
shell 'whoami'’

balancer | CHANGED | rc=0 >>

root




Moaynb debug

vars:
test var: This is a test

tasks:
- name: Show var
debug:
var: test var

- name: Show message
debug:
msg: "Var is {{ test var }}"




Moaynb debug




CrpaTterunsa debug

strategy: debug

vars:
test var: This is a test

tasks:
- name: Show var
debug:
var: test var

- name: Show message

ping:
data: "var is {{wrong var}}"




CrpaTterunsa debug

HassaHue 3agayu
ApPryMeHThb!

MoBTOPUTL 3apauvy




[TonesHble CCbINKU

e [1pO AMHAMUYECKNIA MHBEHTOPM Ha PYCCKOM - TYT
e [TpnMepbl ANHAMUNYECKUX NHBEHTOPM:

s terraform.py

= Terraform Inventory

= gce.py
= ec2.py



https://medium.com/@Nklya/%D0%B4%D0%B8%D0%BD%D0%B0%D0%BC%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%BE%D0%B5-%D0%B8%D0%BD%D0%B2%D0%B5%D0%BD%D1%82%D0%BE%D1%80%D0%B8-%D0%B2-ansible-9ee880d540d6
https://github.com/mantl/terraform.py
https://github.com/adammck/terraform-inventory
https://github.com/ansible/ansible/blob/stable-2.7/contrib/inventory/gce.py
https://github.com/ansible/ansible/blob/stable-2.7/contrib/inventory/ec2.py

