


HenpepbiIBHOU NOCTABK
[10




[MTpakTukm DevOps

- HenpepbiBHaA nuterpauma (Continuous Integration)

- HenpepbiBHaAa noctaBka (Continuous Delivery)
- TecTnpoBaHune 1 YnpasneHne TeCTOBbIMU OaHHbIMU
- HenpepbIBHbIN MOHUTOPWHT

- YnpaBneHne BepcuamMn n perind -MeHem>KMeHT

YnpaBneHne KoHpurypaumem n nHppacTpykTypa Kak

KO
DevOps KOHCYJIBTaHThI
&



HenpepbiBHaA

- NpoeKkT 3abunpaetca n3 CKB

- MPOEKT cobunpaeTcA

- MPOroHAKTCA TECTb

- MPOXOAUT BblKaTKa Ha TECTOBbLIV CTEHA, (LLOThbI )

- PacCblJ1aloTCAH OrnoBeLleHnA




HenpepbiBHaA

NMNOCTaBKad

/‘* -’/;,//‘kw //P\)Ay /;y”«//u fe /rllfv‘

- Continuous Delivery (CD)

CONTINUOUS |
DELIVERY

HenpepbiBHaA noctaeka 1O — 310
npouecc pa3paboTku 1 aKcnyaTaunm
[1O, Npn KOTOPOM KaXkaoe N3MeHeHNe
MOXXET ObITb BblIka4yeHO B 60eBYIO

cpeny




KOHBeMe C




Cpepna
pa3paboTku

Production




l/C

ABTOMaTM3aumA npoueccos (cbopkun, oennoun, MHPPacTpyKTypa)

CTtaHpapTmnsauma nogxonos K ynpaBfieHUO OKPY>XXEHUAMU
[loBbILWEHWE NPO3pPayYHOCTU NPOLLECCOB

ObecneyvyeHne KoMmaHOHOro B3ammoaencTema

i Code

Application
Confi Deployment
© git ® : e
Jenkins
Tests
Source Cl Package Operations Pre-Production
Repo Server Packages Repo Console Environments

Application

Deployment
Automation

Operations

Development

Producm

X Ops KOHCYJIBTaHThI
Environment




[TIpoGnemaTuka

- PaspaboTtka n TectupoBaHune Hy>XaarTcA B HE3aBUCUMbIX OKPY>XXEHUAX.
- OKpY>XeHNUN CTaHOBUTLCA MHOIO, HEMOHATHO KTO 3a HUX OTBeYaeT
- COCTOAHME OKPY>XXEHUN HE CUHXPOHU3NPOBAHO

dev01l.example.com

-

test01.example.com

\a

dev(2.example.com

-

7~

-

test02.example.com

Ha testO1 pa3BepHyTa HOBas ¢huya ¢
M3MEHEHUSIMU B CTpyKType Tadiui b1 u
MBI HE MOKEM TaM TECTUPOBATh

oardukc .
Ha dev02 kto - TO 0OHOBMJI openssl, a Ha
OCTaJIbHBIX — 3a0bLI1 .
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[TIpoGnemaTuka

~

~

dev01.example.com

postgresql
rabbitmgq
nginx
application

\_

D_ESLJ

-

-

~

web01.example.com
nginx
web02.example.com
nginx

db01.example.com

ostresql
db02.example.com

postresql

N

app01.example.com

a
appOZ.g}gample.com

- MNpoayKT MOXET COCTOATbL N3 MHOXXECTBa KOMMOHEHT
* MHOro KOMMNOHEHT * MHOI0 OKPY>XEHUW = CJTOXKHO
- OrpaHn4eHnA B pecypcax

r

app

\_

Prod

.

MbI nnaHuMpyem 3anyCcTUTb PEKTaMHYIO
KOMMaHWIO MU HY>XHO NPOBECTU
Harpy3o4yHoe TeCcTupoBaHMe Ha

OKPY>XeHnn aHanornyHom 6oesomy

~

V
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oouecchbl Cl/C

.- Cbopka npunoxxeHus
- KOHTpOnb KadecTBa

- [ybnnkauma NnpoTecTUpoBaHHbIX apTedakToB COOPKU B XPaHUNLLE

- Co3paHune HOBOro oKpy>eHua / YaoaneHune 6osiee He HY>XHOro OKpy>XeHuA
- OBHOBJIEHME OKPY>XEHUA 00 COCTOAHUA, ONUCAHHOIo B BUAE Koaa

- BblkaTka HOBOU Bepcum npunoxxeHna / OTkaT oo nNpoLusion Bepcum

- NpnmMmeHeHne nameHeHnn K 6asam gaHHbIX 3TOr0 OKPY>KEeHUA

DevOps KOHCYIbTaHTbI E



PaccMoTpuMm Ha

Beb npunoxeHune
®poHTeHA : Angular2
bekeHp : Flask

basa : PostgreSQL

web0] . example.com : ?
Please sign in

nginx, static files (html, js)

N =/ .
Email address
01 I Password
python (api, flask app)
¥ - “
dbO1.example.com
postgresql




[Mpumep 1: HOBbIN
HKLUMUOHaN NpuIoXXeHun

3agada : 0obaBUTb KHOMKY “3anoOMHUTb MEHA”

PpoHTEH,

<form name="form" (ngSubmit)="f.form.valid && login ()" #f="ngForm" novalidate>

<div *ngIf="f.submitted && !password.valid" class="help-block">Password is required</div>
</div>
<div class='"checkbox">
<label>
<input type="checkbox" value="{{remember me}}"“> Remember me

+ 4+ + +

Please sign in
bekeHg

Email address

+ @app. route( "/session", methods=['POST'])
+ def session(): Password

Eﬂ. Remember me

+ CREATE TABLE session ( Slgn |n
+ “ e
+);
DevOps KOHCYIbTaHTBI @




[lpumep 2: HOBaA

3apgadva: nobasneHne pyHKLMOHAaNa pacchiyioK

- hosts: email-servers

roles:
- role: postfix
postfix config templates: dev test

prod

src: 'main.cf.j2' \_ y W y U -
dest: '/etc/postfix/main.cf'
owner: root
group: root
mode: '0644'
postfix tld: ‘example.com'

DevOps KOHCYIBTaHTBI g



[pumep 3: Securit

W

3apgadva: Cnydunca heartbleed. o6bHOBUTL openss| Ha
BCEX CepBepax.




Kak CI/CD nomoraer?

C Konrekct ) C Kourekcr ’ ) C Konrekcr )

Dev Test

W3menenue

L] docker—compose.yml Frvcanpym
22 @@ -8,4 +8,4 @@ services:
volumes:

./future-devops:/future-devops

./static:/static
./default.conf:/etc/nginx/conf.d/default.conf @«
./nginx.conf:/etc/nginx/nginx. conf @«

11 -
11

o
I
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- CospaTb NOBTOPAEMbIN U HaOEXXHbIN npouecc noctasku 10

- ABTOMaATM3MpOBaTb BCE , YTO MOXKHO . IHTepdenc c kKHonkamu
- XpaHuUTb BCE B CUCTEME KOHTPONA BEPCUN

- [lony4aTb paHHIO 06paTHYIO CBA3b

- CoBeplueHCTBOBAaTLCA Yepe3 NOBTOPEHUA

- BCTPOEHHbLIN KOHTPO/1b KadecTBa

- BbINOMHEHO , 3HAYUT 3aPENN3UOCH

- Pennsnm MMeHHO To , 4TO BbINIO NPOTECTUPOBAHO

- Ka)xgbl oTBeyaeT 3a npouecc noctasku O

DevOps KOHCYIbTaHTBI E



- CospaTb NOBTOPAEMbIN U HaOEXXHbIN npouecc noctasku 10

- ABTOMaATM3MpOBaTb BCE , YTO MOXKHO . IHTepdenc c kKHonkamu
- XpaHuUTb BCE B CUCTEME KOHTPONA BEPCUN

- [lony4aTb paHHIO 06paTHYIO CBA3b

- CoBeplueHCTBOBAaTLCA Yepe3 NOBTOPEHUA

- BCTPOEHHbLIN KOHTPO/1b KadecTBa

- BbINOMHEHO , 3HAYUT 3aPENN3UOCH

- Pennsnm MMeHHO To , 4TO BbINIO NPOTECTUPOBAHO

- Ka)xabin oTBe4vaeT 3a npouecc noctasku 1O

DevOps KOHCYIbTaHTBI E



Cpepa A 3Hato, Kakne U3MeHeHuna 6yayT B
HOBOM pesnn3e, Kak MHe nepenaTb

3TO Konjieram?

pa3paboTku

pr—

- Production




A 3Hato, kakune npobnemol 66IBAOT B
npoOakLleHe , a ewe Mory caenatb

MOHUTOPWUHI O/1A BCEX TECTOBbIX
OKPY>XEeHUM

Cpepna
pa3paboTku

- Production




Cpepa
pa3paboTku

Hy nepxwurecs !...

Production




Oo6paTtTHaAa cBA3b

.- CBeTOop
- OT4YeTbl 0O TECTUPOBAHUN
- KOHTpONb KayecTBa koaa

- YBEOOMNEHUA O cTaTycax B YaT WU NMoYTy
- VIHTerpauua ¢ Tack-Tpekepom

DevOps KOHCYIBTaHTBI %



amepeHna n Busyannsaumnm

- I'oKpbITHME TecTamn

- TexHn4yecknn ponr

- [Nonck noTeHumManbHbIX 6aroB 1 YyA3BMMOCTEN
- 'omoraeT HanT noTeHUumanbHble NPobIEMbI

- [lomoraeT oTcnexuBaTtb TpeHOb




Q Search for projects, sub-projects and files...

<> Open Source This organization gathers projects tha...

Projects Issues Quality Profiles Rules Quality Gates Members

Perspective: Overall Status - Sort by: Name - l': Search by project name or key 1814 projects
Filters
Quality Gate
AisLib application framework
Passed 1.2k I
— 0 Last analysis: September 1, 2016, 10:42 PM
/arning
Falled 502 W () () [A) O383% Qo6% O 12«
Reliability Security Maintainability Coverage Duplications Java, XML, ...
Reliability
A 723 WA
and worse 1.1k I— ajako-sample-angular2-spring-backend
(&) and worse 1k - Last analysis: October 9, 2016, 9:59 AM
») and worse 601 Wl e O
- 0.0% 615
E 423 0 . o icati @
Reliability Security Maintainability Coverage Duplications Java, XML, ...
Security
1.1k .
akcjamis [ Passed ]
and worse 738 I ’
(D and worse 401 BB Last analysis: August 30, 2016, 1:43 AM
) and worse 344 W ® e 0 . () 7.6% 0 20k
E 210 B Reliability Security Maintainability Coverage Duplications Java, JavaScript, ...
Maintainability
1.7k IE— aksu-cloud
and worse 66 Last analysis: March 9, 2017, 9:37 AM
& and worse 16 ~ ~ _a ™\ Anns Y M A A
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onarQub

sonarcloud P Q Search for projects, sub-projects and files...

51 Open Source ' Activiti September 2, 2016, 3:55 AM Version 5.22.0-SNAPSHOT

Overview Issues Measures Code Activity

é 5/ 342 issues () Activiti - BPMN Layout / src/main/java/org/activiti/bpmn/BpmnAutoLayout.java
J
il 402 for (mxPoint rhombusPoint : Arrays.asList(northPoint, southPoint, eastPoint, westPoint)) {
Cast of the de of thi 403 double distance = euclidianDistance(startPoint, rhombusPoint);
by operan s 404 if (distance < closestDistance) {
multiplication of N &SRO 405 closestDistance = distance;
% Bug @ Minor 406 closestPoint = rhombusPoint;
407 jora. }
Cast one of the operands of this 408 jora.. }
multiplication operation to a "double”. 409 startPoint.setX(closestPoint.getX());
% Bug @ Minor
NullPointerException might be thrown as 'closestPoint' is nullable here - 2yearsago v L409 %
Equality tests should not be made with & Bug @ Major () Reopened Not assigned 10min effort W cert, cwe, owasp-al, owasp-a2, owas...
floating point values.
% Bug @ Major 410 startPoint.setY(closestPoint.getY());
411
src/.../org/activiti/bpmn/BpmnAutoLayout.|... 412 // We also need to move the second point.
413 // Since we know the layout is from left to right, this is not a problem
NullPointerException might be thrown 414 if (points.size() > 1) {
as 'closestPoint' is nullable here 415 mxPoint nextPoint = points.get(1);
% Bug @ Major 416 nextPoint.setY(closestPoint.getY());
417 jora. }
Equality tests should not be made with 418
floating point values. 419 jora. }
% Bug @ Maior g
421 vasi.. createDiagramInterchangeInformation(handledFlowElements.get(sequenceFlowId), optimizeEdgePoints(points));
422
Equality tests should not be made with 423 } }
floating point values. 424
& Bug @ Major 425 protected void generateAssociationDiagramInterchangeElements() {
426 I for (String associationId : generatedAssociationEdges.keySet()) {
Equality tests should not be made with 427
floating point values. 428 I Object edge = generatedAssociationEdges.get(associationId);
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XpaHeHue aptedakKkToB

Pe3ynbTatoM Ounga nHorga ABnAeTcA apTedakT
Hanpumep : jar, war, rpm, zip, docker image

U cxoaHbIn KO Apredakrt

Tekcr buHapHUK
Diffable Not diffable
Bepcuonupyercs 1mo coaepKumMomy Bepcuonupyercs 1o uMeHu
IlepeszanuceiBaeTcs He mo/keH nmepe3anucbiBaTbCs

N30aBisem ouznec or U T-3aBUCUMOCTH %



XpaHeHue aptedakKkToB

- Artifactory
. Nexus
. Archiva

- ['lpokcu oA BHELWHUX Peno3nTopueB

- ynpaBneHme XN3HEHHbIM LKJ/TOM apTe@aKTa

- Mogenb ynpaBneHnAa oOCTYynoMm
- INounck
- REST API

- Single source of truth

DevOps KOHCYbTaHTbI
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OdHEeHUMEe apTePaKTO

& localhost:808 1/artifactory/webapp/#/artifacts/browse/tree/General/libs-release-local/com/jeroenmols/awesomelibrary/awesomelibrary/1.0.0/awesomelibrary-1.0.0.aar

JFrog Artifactory Q Login

Search by: Quick Archive GAVC Property W Checksum Remote
Artifact Repository Browser & SetMeUp {* Deploy
Tree Simple ¥ v Compress Empty Folders

&, Download

(] awesomelibrary-1.0.0.aar

& ext-release-local

& ext-snapshot-loca General Properties W Builds Governance W

v @ libs-release-local

¥ & com/jeroenmols/awesomelibrary/awesome Info
v & 1.00
Name: awesomelibrary-1.0.0.aar
{1 awesomelibrary-1.0.0.aar 7 ] 7
Repository Path: libs-release-local/com/jeroenmols/awesomelibrary/awesomelibrary/1.0.0/awesomeli
m awesomelibrary-1.0.0.pom =~
brary-1.0.0.aar
2 maven-metadata.xml
Module ID: com.jeroenmols.awesomelibrary.:awesomelibrary:1.0.0
& libs-snapshot-local
Deployed by: admin
& plugins-release-local
Size: 21.56 KB
& plugins-snapshot-local
Created: 06-08-15 23:40:55 CEST
» jcenter-cache
Last Modified: 06-08-15 23:40:55 CEST
» & jcenter
Downloaded: 0

b & libs-release

» @& libs-snapshot

Dependency Declaration
» & plugins-release

» @& plugins-snapshot Build Tool: m vy Gradle Sbt

» & remote-repos
<dependency>
<groupld>com.jeroenmols.awesomelibrary</groupld>
<artifactId>awesomelibrary</artifactid>
<version>1.0.0</version>
<typeraar</type>
</dependency>

Virtual Repository Associations

2 libs-release

Checksums

DevOps KOHCYIbTaHTBI




CTpaTtermm BblKaTKm

[nAa Toro , 4Tobbl HaM aBTOMaATUYECKUN BblKaTbIBaTb
N3MEHEHNA HY>XHO peanin3oBaTb 0OHOBIEHNE Oe3
npocTtoes (zero-downtime deploy)

- Blue-green
- Canary

. Rolling

N30aBisaem ousznec ot U T-3aBucumocTu










Canaryv deplovment

- — 9000




Rolling deplovment

. — 0000




Rolling deplovment

- — 0000




Rolling deplovment

. — 0000




NHTerpaumna nHctpymeHTos B npouccol ClI/CD

Kak no cospaHutio BeTKM B git cos3paTb OKpy>XeHune ?

Kak 6yneT 3anyckaTbcA ansible, HacTpanBaroWn OKPY>KEHNA?

Kak nogkntoyaTb HOBbIE OKPY>XXEHUA K MOHUTOPUHTY ?
Cl-cepBuc B 601bLLMX OpraHn3aumnax

Windows / Linux / AlIX / Docker

MHOro NnpoayKToB CO CBOEU Creunpmnkon

CocToAHne cOOPOYHbIX areHToB ynJibiBaeT

Cl/CD pnAa KOMMOHEHT, NOCTaBNAEMbIX BEHOOPOM

DevOps KOHCYIbTaHTBI E



. CKOpOCTb

. KayecTtBO

N30aBnsgem ousnec or UT-3aBucumoctu E




MeTpuku cKopocTu

- Mean Lead Time - BpeMA Ha 6ung, TecTbl, Aenon

° Dally Change Rate — yCreLHbIX U3MEHEHNI B [eHb

¥ Mean T|me TO EnViron ment — BpPeMA Ha NoaroToBKY HOBOIO OKPY>XeHNA

- Mean Time To Detect - kak nonro 6ar moxeT 6biTb HeoBHapPY EHHBIM

N30aBnsgem ousnec or UT-3aBucumoctu E



MeTpukuyn KkauecrtBa

- Build Failure Rate - npouent Heycnewrbix c6opok
- Deployment Failure Rate - npouent Heycnewrbix sbikaTok

Infra-Related Failure Rate - npouert Heycnewtbix BoikaTok /
cbopoK 13 -3a NpodbsieM MHPPaCTPYKTYpPbI

Automated Detection Rate - npouent npo6nem, soisenenHbix
Ha aTanax TecTupoBaHuUA

N30aBisaem ousznec ot U T-3aBucumocTu %



- Jenkins

- Bamboo ot Atlassian

- TeamCity ot JetBrains
- GitLab CI

- TravisClI

- Goncourse ClI

- Go CD

- Rundeck

DevOps KOHCYNbTaHTbI
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[Touemy Gitlab CI

- Y>xe nHterpupoBaH B akocuctemy Gitlab (VCS, Issues, Docker registry!)
- OToenbHbin Cl npouecc noa peno3nTtoprii (KOMMOHEHT )

- bblcTpaA obpaTHaA cBA3b

- Busyanmnsauuma npouecca

- [JocTonHaAa nopgep>kka Docker

- TecTnpoBaHMe BHYTPU KOHTENHEPOB

. TecTupoBaHue C y4eTOM OPYrnx CeEpPBUCOB B KOHTEMNHEpPaX

. ObpaTHaA cBA3b U3 KOPOOKN (MHOrO METPUK , MOHUTOPWHI)

N3baBnaem busHec oT MT-3aBMCMMOCTM§



GitLab Projects v Groups Activity Milestones Snippets €3+  This project

E example-shell-app yignatov > example-shell-app > Details

£ Overview
Details E
Activity example-shell-app &
Cycle Analytics
Y7 Star 0 Y Fork 0 SSH v+ git@35.198.76.199:root/example I & v + - A Global ~
® Repository
) Issues 0 Files (72 KB) Commit (1) Branch (1) Tags(0) Readme Add Changelog Add License Add Contribution guide Set up CI
Merge Requests 0
n 9 q master example-shell-app / History Q Findfile & ~
® ci/cD
add README f48b91cc E
™ wiki Yury Ignatov committed less than a minute ago
& Snippets
Name Last commit Last Update
L3 Settings
[ README.md add README less than a minute ago

DevOps KOHCYIBTaHTBI




Iitlab Issue

GitLab Projects v Groups Activity Milestones Snippets : This project
E example-js-app yignatov > example-js-app > Issues > #1 Todo Mark done »
& Overview Opened less than a minute ago by :: yignatov Edit Close issue New issue Assignee Edit
¢ yignatov
= 2N
® Repository **%  @root
Add more tests
0) 1ssues e Our application has very low code coverage. Milestone Edit
None
List Someone has to deal with it.
Board Time tracking (2]
0 & o Create a merge request | v No estimate or time spent
Labels
Milestones . Due date Edit
1 Ty
2% Write Preview B I ® pi=i=Ew X Oct 14, 2017 - remove due date
v o
1) Merge Requests 0
Write a comment or drag your files here... Confidentiality Edit
® ci/co @ Not confidential
™ wiki -
1 participant
& Snippets 35
Markdown and quick actions are supported [) Attach a file
L3 Settings
Notifications Unsubscribe
Reference: root/test#1 [ B

« Collapse sidebar
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itlab Pipeline

GitLab Projects Groups Snippets Help This project Search Sign in / Register I
“ GitLab Community ¥ GitLab.org > ¥ GitLab Community E... > Pipelines > #12682265
Edition
& Overview Pipeline #12682265 triggered 8 minutes ago by  Grzegorz Bizon

® Repository Extract ensure stage service from commit status class

() I1ssues 9,227
@ 85 jobs from fix/gb/ensure-that-job-belongs-to-stage (queued for 13 seconds)

%) Merge Requests 461

© 501a19f4 .. Iy
® ci/co
Pipelines o
Pipeline Jobs 85
Jobs
Schedules Build Prepare Test Post-test
Charts @ build-package @ retrieve-tests-... codequality coverage
db Snippets (®) review-docs-d... (2 setup-test-env db:check-sch... flaky-example...

& Members . o .
db:migrate:res... lint:javascript:r...

db:migrate:res...
db:rollback-m...

« Collapse sidebar db:rollback-pg
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U GitLab e e This project  Search (Bl Sign in / Register l

: . - . . =
Vv ~ — V =
Glt‘Lfib Community Showing last 500.3056640625 KiB of log - Complete Raw =] a setup-test-env
Edition Fixing public/assets/notify-abfe30822d82207505a29881cc27c46d0cf2f8bf68481bd421balce23ca7c508.css

Fixing public/assets/notify-abfe30822d82207505a29881cc27c46d0cf2f8bf68481bd421balce23ca7¢c508.cs5.92
$ bundle exec ruby -Ispec -e 'require "spec_helper" ; TestEnv.init' 114724
Knapsack time offset warning enabled! 9 minutes 37 seconds
==> Setting up GitLab Shell... #37398
Warning -

You are running as user root, we hope you know what you are doing.

Things may work/fail for the wrong reasons.

For correct results you should run this as user git. Commit 501a19f4 B in !
mkdir -p /builds/gitlab-org/gitlab-ce/tmp/tests/.ssh: 0K

C) Cl/CD chmod 700 /builds/gitlab-org/gitlab-ce/tmp/tests/.ssh: 0K
mkdir -p /builds/gitlab-org/gitlab-ce/tmp/tests/repositories: OK
chmod ug+rwX,o-rwx /builds/gitlab-org/gitlab-ce/tmp/tests/repositories: 0K
mkdir -p /builds/gitlab-org/gitlab-ce/tmp/tests/non-existent-repositories: 0K Pipeline #12¢ 65 from
chmod ug+rwX,o-rwx /builds/gitlab-org/gitlab-ce/tmp/tests/non-existent-repositories: OK P )
Jobs Creating/Repairing hooks symlinks for all repositories b/ensure-that- belongs-
done to-stage
GitLab Shell setup in 40.522782655 seconds...
prepare

==> Setting up Gitaly...

Warning

You are running as user root, we hope you know what you are doing. 3> setup-test-env

Things may work/fail for the wrong reasons.
For correct results you should run this as user git.

retrieve-tests-metad
Gitaly setup in 28.153000821 seconds... SUiove-tests-metadata

$ scripts/gitaly-test-build

if test -z "/usr/local/bundle" ; then cd ruby & bundle config --local path vendor/bundle; fi

cd ruby && bundle install

Warning: the running version of Bundler (1.14.6) is older than the version that created the lockfile (1.1
5.4). We suggest you upgrade to the latest version of Bundler by running ‘gem install bundler’.

Fetching gem metadata from https://rubygems.org/........

Fetching version metadata from https://rubygems.org/.




