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e YTO Takoe forv n 3a4em Hy>XHbl 10rm?

e LleHTpannsoBaHHaA cucTtemMa 10rMpoBaHnA: OCHOBHbIE
KOMMOHEHTbI, TpeboBaHUA, NPUMEpPDI

o Elastic Stack

e JlornpoBaHue NpUIOXKEHUA







3ayemM HY)XXHbl J1IOru?




3ayemM HY)XXHbl J1IOru?

e BnanmocTb 1 NOHMMaHME TOro, Kak pa60Tar0T Haln CNCTEMDbI

e [lonck oWKnBOK U UX NPUYNH
e KOHTEKCTHOE O0MOoSIHEHNA METPUK CUCTEM UK MPOLLECCOB




[Mpumep NPUMEHUMOCTHU JNIOrOB

3anycTunu ui cepsuc B OHOBOM pexume

$ docker-compose up -d ui

reddit post db 1 is up-to-date
Starting reddit post 1 ...

Starting reddit post 1 ... done
Starting reddit ui 1 ...
Starting reddit ui 1 ... domne

Ho npuno>xeHne He paboTtaeT :( YTto genatb?

B

This site can't be reached

localhost refused to connect.

Search Google for localhost 9292

ERR_CONNECTION_REFUSED




Nwem owmnobkKy

$ docker-compose logs ui

Attaching to reddit ui 1

ui 1 | Puma starting in single mode...

ui 1 | * Version 3.10.0 (ruby 2.3.3-p222), codename: Russell 's
Teapot

ui 1 | * Min threads: 0, max threads: 16

ui 1 | * Environment: development

ui 1 | ! Unable to load application: SyntaxError: /app/ui_ app.rb:60:
syntax error, unexpected keyword end, expecting end-of-input = =

ui 1 | config.ru:l:in “require': /app/ui app.rb:60: syntax error,
unexpected keyword end, expecting end-of-input (SyntaxError)

ui 1 | from config.ru:l:in "block in <main>'

ui 1 | from /usr/local/bundle/gems/rack-
2.0.3/1ib/rack/builder.rb:55:in ~instance eval'’

ui 1 | from /usr/local/bundle/gems/rack-
2.0.3/1ib/rack/builder.rb:55:in “initialize'’

ui 1 | from config.ru:in “new'’

ui 1 | from config.ru:in ~<main>'

ui 1 | from /usr/local/bundle/gems/rack-
2.0.3/1ib/rack/builder.rb:49:in “eval'

ui 1 | from /usr/local/bundle/gems/rack-

2.6.3/lib/rack/builder.rb:49:in "new_from string’




cnpaBnAaem cuMHTakKCcUYeckyto owmnbky n npunoxkeHmne paboTtaer.
Cnacubo noram!

G © localhost:9292

Microservices Reddit

Post successuly published

| love Logs!




XpaHuM nokKasibHO?

e He noHnmaem, 4To roe NponcxoguT, NoKa caMmm He 3aNOem B

CUCTEMY U HE MOCMOTPUM
e [1pn 60nbLION doepMe CEpPBEPOB HE XBATUT paboyero BpeMeHu Ha

obxopn Bcex MaLluH
e HeT BO3MOXXHOCTM BbICTPO NoKannaoBaTb Npobnemy -

cnenoBaTesibHO, U ee peLnTb




e KomaHOHOe B3anmMogencTBme npm oTcrexxnBaHnm npobnemoi
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e Jlorm cMOTPAT TONbKO Korga "npunekaer”

e A korpga "npunekaeTt", TO U CMOTPETb UX CTAHOBUTLCA HEYOOOHO
e [lonck n paboTta c plain popmaTom
e Hemasnoe Kosin4yecTBO CEPBUNCOB N CEPBEPOB




e JlokanbHOE XpaHeHNEe Ha cepBepax NPUNOXeEHNUN OrpaHNYEHo Nno

BpPEMEHN
e A elle 6bbIBAET UTO cCamMu CepBEPBLI OrpaHNYeHbI XXNU3HEHHbLIM
LIMKJITOM




Y710 13 HN3 paboTaerT,

a yTto HeT?
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HauHy 06x0aunTb Mo Kpyry Bce MalluHbI,

noka He Haunpy, roe He paboTaeTt
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[Tyckan XoCTbl OTAAKT BCIO MHPOPMALUIO LLEHTPaIbHOMY

cepBepy, byay obpalwartbcA TONbLKO K HEMY

TN NN
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LleHTpann3oBaHHaA cucTtema

NOrnpoBaHunA

e LleHTpanbHbIX cepBep(bl) arpervpyeT BCKO MHopMaLMIo o soram
e EOMHaA Todka gocTtyna Ko Bce MHdopmMaummn
e BO3MOXXHOCTbL NpoBeaeHnA aHannaa no BCceM cuctemam




° Ll,eHTpaJ'II/I3OBaHHaFI cncrtema siormposaHmnMA He OTMeHAET
NNOKaJIbHOro XpaHeHme Jioros

e JlokanbHOE XpaHeHMe Noros No-rnpeXxHemy ABNAETCA CaMbIM
HaOe>XHbIM Crocob0oM XpaHeHUA

e Bo3MOXXHa NOTEPA JIOroB, €C/n LLEHTPasIbHbIN CEPBEP 3arpy>keH
UNN He OOCTyneH




Tpe6oBaHUA K XpaHeHUIO J1I0roB

o [InnTenbHOCTb XpaHeHnAa n uesioCTHOCTb AaHHbIX

e B ueHTpann3oBaHHOM cMCTEME NNOTMPOBAHMNA HE OOMKHbI XPaHUTCA
npuBaTHbIE JaHHble
e PasnenaTtb LeHTpanInM3oBaHHOE XpaHeHne U JaHHble A9 aHanmsa




YT0o 06LWero B LeHTpaan3oBaHHbIX

CUCTeMax

e COop noros

e [lepenava n obpaboTka
e XpaHeHune

e AHanua




OCHOBHbIe KOMNOHEHTDbI
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OTnpaBka noros (shipping)
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o KnmneHTtckne 6MbnmnoTeku
e Shippers: beats, nxlog, rsyslog, syslog-ng, fluentd, etc




Arperauuva v TpaHcdopmauua
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Logstash, Graylog 2, Splunk, etc.
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ElasticSearch, InfluxDB, MongoDB, S3, etc
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Tpe6oBaHUA K cuctTemam norupoBaHuA

e [[Opn3oHTanbHaA MacwTabmpyemocTb

e Hapge>XHoCTb (OTCYyTCTBME NOTEPU JIOrOB)
e bAnsocTb K real-time

e [lonmkHa 6bITb HeOQoPOorom




CywecTBYyOwWUE UHCTPYMEHTDI

e Open source: Elastic Stack, Graylog2
e SaaS: Splunk(+ on-premise), Loggly, Papertrail, Datadog, logz.io
e Cloud Platform Service: Stackdriver Logging (GCP), CloudWatch

(AWS)




ELK

AHanuns u
Arperauma u NHpekcaumns
Coopuinky obpaboTka N XpaHeHune Bwsyanmsauw
Filebeat Logstash  Elasticsearch Kibana
Metricbeat
'Packetbeat-

Winlogheat




ELK

Arperauusa u NHoekcaumaA AHanuns u
Coopwmkm Bvcep obpaboTka M XpaHeHne  BU3yanusaumn
i . I—’ 'éf,’kafka"’lg—’l 4 I"—"l ‘l
Filebeat Kafka Loastash Elastisearc Kibana
Metricbeat
Packetbeat

Winlogbeat




o COOpPWMKMN:

= 13 nor pannos - filebeat

= CuctemMHbIx cobbiTnu - winlogbeat

= MeTpurkn NpuUNoXXeHUn nnn cepeucos (NP NOMOLLY MoayNen) -
metricbeat




Filebeat

e OOMH 13 OCHOBHbIX crocoboB cbopa AaHHbIX U3 nor doannos

e JlerkoBeCHbIU

e [Noooep>xxmsaet paboTy ¢ multiline

e HauunHaAa c 6 Bepcuun ymeeT Takxe obpabaTbiBaTh fioru (npm
nomoLn moaynen)




e lllnHa gnAa o6paboTKm NOroB passiNyHbIX NPOEKTOB
e [lomoraeT pasbmBaTb NOTOKU OAHHbIX
e Yaule Bcero AenAaeTcA endpoint n 6ydodpepom ana npuema for

OaHHbIX




Elasticsearch

e [1BMKOK (Kak cepBuC) OJ1A XpaHEeHMA 1 NOMCKa OaHHbIX

e [logoeprkka napTMUMOHMPOBAHMA/WLapANPOBaHUA
e BO3MOXXHOCTb ObICTPOro nomcka npu nomowm Lucene cuHtakcuca




Logstash

e [losBonAeT BbICTPOUTD pipeline onAa npnema, obpaboTku

(CTPYKTYpUpOBaHMA) 1 OTNpaBky 06paboTaHHbLIX JI0roB
e Mo>xHO nocTtaBuTb cBou nocrie filebeat, B cnyyae 6onbworo
Konun4yecTBa npeodbpazoBaHnN




e MHorodpyHkumoHaneHbi Ul gnA Elasticsearch

[lopoeprxka Bu3yanmsaunm 1 aHanmsa
NHCTpYMEHTbI onA oBHapy>XeHnA aHoMannn

DOYHKLNN MOHUTOPUHTa

PYHKUNN OTCNEXMBAHUA N YyBEOOMNEHUNA (ANEPTUHT)




ELK x-pack

[TnaTHble pacwunpenna K ELK*, npeooctaBnAloT OOCTYN K:

e MoHUTOpPUHIY

e MawmnHHOMY 0By4eHUIO (OeTEKOP aHOMann)
e YnpaBfieHme npasamMmy gocTtyna

e ANepTuHr

. B Anpene 2018 x-pack ctan 4dactb OSS, cpeou npooykToBs
Elastic




BapuaHThbl
LeHTpasIn30BaHHbIX
cCUcTem C

Mcnosib3osaHuUem
Elasticsearch Kibana




ObpaboTka S10roB ObpaboTka Bcex
OHOro n OeKTa ﬂpoeKTOB
Elasticsearch

SRR

Beats Logstash Kafka Logstash Kibana




Coop 1 obpaboTka
JIOroB 0gHOro
NpoeKTa

Elasticsearch
I I—" kafkal_’lj—’i I‘—l |

Fluentd Kafka  Logstash Kibana

ObpaboTka Bcex
npoeKTOB




JlormpoBaHue

NPUSIOXKEHUS




Kakyo aKTUBHOCTb NPUJIOXXEHUA

norupoBsaTtb?

e 3anpocbl 1 OTBETHI
Ownbkn

Bbi30BbI KO BCeM BHelWHUM cepBucam n API

busHec cobbiTnA: co3aaHue nonb3oBaTesnia, nnaTex
Bpema yteHua/3anncu K b1

e efc




bnénuotekun gpnAa normposBaHuA

e Log4j

e Structlog
e Lograge
e etc




JlornpoBaHue cod6biTUA Npumep

$ docker-compose up post

post_1
post 1
post_1
post 1
post 1
post 1
post 1
post 1
post 1
post 1

* Running on http://0.0.0.0:5000/ (Press CTRL+C to quit)
* Restarting with stat
* Debugger is active!

* Debugger PIN:

172.21.0.5
172.21.0.5
1L7/746 7220k 6 () 6 5)
172.21.0.5
172.21.0.5
172.21.0.5

330-452-208
[02/Nov/2017
[02/Nov/2017
[02/Nov/2017
[02/Nov/2017
[02/Nov/2017
[02/Nov/2017

16:03:27]
16:03:30]
16:03:33]
16:03:36]
16:04:06]
16:04:08]

"GET
"GET
"GET
"GET
"GET

/healthcheck
/healthcheck
/healthcheck
/healthcheck
/healthcheck

HTTP/1.1"
HTTP/1.1"
HTTP/1.1"
HTTP/1.1"
HTTP/1.1"

200
200
200
200
200

"POST /add post HTTP/1.1" 200 -




N3meHum popmaTt nora B Kkoge

NPUNOXXEHUA

@app.route("/add post", methods=[ 'POST'])
def add_post():
try:
title = request.values.get("title")
link = request.values.get("link")
created at = request.values.get("created at")
except Exception as e:
log.warning('bad input data: {}'.format(request.values))
return 'ERROR'
try:
mongo db.insert({"title": title, "link": link, "created at":
created _at,"votes": 0})
except Exception as e:
log.error("post.created because of {}".format(str(e)), failed=True,
title=title, link=1link)
return 'ERROR'
else:
POST COUNT.inc()
log.info("post.created", failed=False, title=title, link=link)
return 'OK'




JlornpoBaHue cod6biTUA Npumep

Sdocker-compose up post

post 1 | * Running on http://0.0.0.0:5000/ (Press CTRL+C to quit)
post 1 | * Restarting with stat

post 1 | * Debugger is active!

post 1 | * Debugger PIN: 330-452-208

post 1 | 172.21.0.5 - - [02/Nov/2017 16:23:48] "GET /healthcheck
HTTP/1.1" 200 -

post 1 | 172.21.0.5 - - [02/Nov/2017 16:23:51] "GET /healthcheck
HTTP/1.1" 200 -

post 1 | 172.21.0.5 - - [02/Nov/2017 16:23:54] "GET /healthcheck
HTTP/1.1" 200 -

post 1 | 172.21.0.5 - - [02/Nov/2017 16:23:57] "GET /healthcheck
HTTP/1.1" 200 -

post 1 | 172.21.0.5 - - [02/Nov/2017 16:24:00] "GET /healthcheck
HTTP/1.1" 200 -

post 1 | 172.21.0.5 - - [02/Nov/2017 16:24:03] "GET /healthcheck
HTTP/1.1" 200 -

post 1 | 172.21.0.5 - - [02/Nov/2017 16:24:06] "GET /healthcheck
HTTP/1.1" 200 -

post 1 | 2017-11-02 16:24.07 post.created failed=False

link=https://github.com/hynek/structlog title=Structlog is awesome!




Kak nosiyyatb HY)XHYIO UH(pOpMaLUIO U3

NIoros?

e Vlcnonb3oBaTb CTPYKTYPUPOBAHHbIA dpopMaT SI0roB COornacHo
COBMECTMMOMY CTaHOapTy UCMNONb3YyeMON CUCTEMbI JIOTMPOBaHUA

e [lapcuTb CyLLeCTBYOLWYLLMA bopMaT NNIOroB U U3BMIEKATL HY>KHYIO
MHd opMaLNIo




[Tpumepbl opmaTa sIoros

OpoHa cTpoka - TpebyeT napCuHr ONA W3BJIEYEHUA HY>KHOW
NHJpopMaLmn:

"Started GET "/" for 127.0.0.1 at 2015-12-10
09:21:45 +0400"

Nlorm nuwytcAa B popmate JSON, KOTOpbIN MOHMMAET cuUcTema
norvpoBaHuA (NapcuHr nosiAa He TpebyeTcA)

"method" :"GET",
"path":"/users",
"format":"html",
"controller":"users",
"action":"index",
"status":200,
"duration":189.35,
"view":186.35,
"db":0.92,
"@timestamp":"2015-12-11T13:35:47.062+00:00",
"@version":"1"




BapuaHTbl cOopa n oTnpaBKu JIOroB

DEFE=RM

Beats Logstash Kaftka Logstash

Iog flleS /
L I | Syslog




BapuaHTbl cOopa n oTnpaBKu JIOroB

DEFE=RM

Beats Logstash Kaftka Logstash

||

log_files

l | Syslog




BapuaHTbl cOopa n oTnpaBKu JIOroB

D=

Beats Logstash Kafka Logstash

| /

log_files

Syslog




OnbIT U npumepbl ucnonb3osaHuAa ELK

n3

e Blizzard
e Netflix




e ELK kak vacTb Blizzard Global Data Platform
e OnNbIT NCNOMBb30BaHMA CUCTEMbI IOFMPOBaHUA HA NpUMepe
Overwatch




e B Havane 2016 npoekT Overwatch Tonbko MOHUTOPUACA

Host status

ba3oBble MmeTpuku xkenesa n OC

CTaTtyc cepBuncoB

HemHoOro 6msHec MOHUTOpPUHra (UrPOKK OHNaWH,
pacnpeneneHna rno cepeepam)




Blizzard

Hayano ncnosb3oBaHmA nnatgopmbl

Syslog Ingest

Logstash

HTTP Ingest




Blizzard

[Tpumep paHHbIX U3 ELK

it pro.client.world.mapLoad5talled. address4 QM %k 5.42.190.200
# pro.client.world.mapLoadStalled.flags @ Q [ %k 46,975

# pro.client.world.mapLoadStalled. Toading_ms Q Q [ * 168,114

# pro.client.world.mapLoadStalled.map_guid Q QI * 1,886

# pro.client.world.mapLoadStalled.map_loading Qal*x 1

# pro.client.world.maplLoad5talled.map_state QaQaM*x 5

# pro.client.world.mapLoadStalled. port @ Q@ =*x 26,515

# pro.client.world.maplLoadStalled.required_placeables @ Q [ % ©
? pro.client.world.mapLoad5talled.resource_status QaalD*x A
# pro.client.world.mapLoadStalled.resources_loading QQ ([ % 18
# pro.client.world.maplLoadStalled.session_id Q Q[ % 174,187,636
& pro.client.world.mapLoadStalled.state QamM*x 8

# pro.client.world.mapLoadStalled.state_ms @ Q [0 & 154,258




Blizzard

[1naHbl pa3BuUTUA:

e VIHTerpaumAa ¢ MOHUTOPUHIOM
e VIHTerpaunAa MeTpmK MOHUTOPMHra C NOrMpoBaHUEM (NPOEKT
BEAM)

BEAM == # Edit b Metric Explorer & Groups £F Admin €} Chris Burkhart =

[ New Raw JSON Info & Schedule Parameters Inputs Transform Condition Actions 1 save Rule

Acti O r_] S Overwatch » Rule #24




e CobupaloT oaHHble Nosib3oBaTeNien Co BCEX NiaTgopm
e B ntobor MOMEHT MOryT NOCMOTPETL NoBeLEHNE MOJIb30BaTENIEN
no cobupaembiM OaHHbIM

= YyacTtue B Ab TecTupoBaHum

= OT3bIBbI MO N1IaTdopme (peakuma Yyepes rnpuiodXKeHne)

= AKTMBHOCTb BbIXO[a HOBbIX 3NM3040B NO cCTpaHaM CO BPEMEHEM
s AKTMBaUMA U ynpaBneHNA No4NNCKON




Netflix - NMpumep co cTaTUCTUKOMN

oTtnpaBku CMC

AB_TEST_ID
CHANNEL

Query By Customer ID

iDana - -
CUSTOMER_ID:21535839525831 8543

COMPONENT

COUNTRY

CUSTOMER_ID

EC2_REGION
ERROR_CODE
EVENT_GUID

EVENT_NAME

e —— anae stuns 13 AEdacn v ai LOCALE

TMIL IR FEr DAAK e — s T ENENT_PAs Se0en_RESET

Feedback #3 :
| Feedpack®Z |

a1 e e s, oo 1 MESSAGE_NAME

TTL 18, FIETAACY COMFLITID L aa-guat-l VAT P45 5w, BLSIT

cebac s Pepe— - T v paccse peser £ STAGE
MP Completed Ll = L il
Mp St.aned " PR _ IR ST TR [Tt GL-824T EVENT LS S WE ST STATUS
EC Processed . e mrcEssED o a5 -ast EVENT_PuASW_RESET hostname
GC Processed |~ =l e ek "

EC Started

fAessage_body=5eu codigo de verificacho ¢ T59985. message_teedback,twi lio_guid=5MB635¢3 Jaal7644bebi62 e fOaaced BP0, tul | io_req_type=MESSAGE_STATUS_CALLBACK, twilio_status=delivered




Netflix - o6wimn npoueHT goctaBku CMC

100 Lagand &
& SUCCESS

& FAILURE
S0
Bk
ik
ED
g B0
403
30%
203
1078
0k

us ER MY LE]] [+ ALl KR FR a8 IM




Netflix - aetanunsauma ornpaskm CMC no

cTpaHe

Legpand 2
w2814

& 300048
& 30008
& 20005
& 21612
12400

Error - 21614

To' number is not a valid mobile number

You have attermpted to send a SM5 with a 'To” number that is not a valid mobile number, It is likely
that the number that you have specified is a landline number or is an invalid number




[loNle3Hble CCbIJIKM U MaTepuanbl

https://www.datadoghg.com/blog/

https://logz.io/blog/

https://vimeo.com/monitorama

https://t.me/elasticsearch ru

[oknan Build observable applications (Gett RnD)

ElasticSearch n Heka: kak Mbl y4UINCb MPOCENBaATL ClI0OHA YEPES

CnTO



https://www.datadoghq.com/blog/
https://logz.io/blog/
https://vimeo.com/monitorama
https://t.me/elasticsearch_ru
https://youtu.be/UC9db1-SLyM
https://www.youtube.com/watch?v=DlLBH5QW9Ng

