JlormpoBaHue u

pacnpeaeneHHan
TpaccupoBKa




[MpoekT microservices u nposepka A3

Co3panTe HOBYIO BETKY B BalleM microservices peno3utopum anq
BbIMOSIHEHUA paHHoro [3. OTo nepBoe 3agaHuve Mnpo MOHUTOPUHT,
BeTKy HaszoBuTe logging-1.

[MpoBepka paHHoro O3 6yneT nponsBognTtbcA depes Pull Request
BeTku ¢ A3.

[Tlocne Toro, Kak ogunH U3 npenogasaTesien caoenaeTt approve nysn
pPeKBeCTa, BeTKY € [13 MOXXHO cMepoXnTb 1 3akpblTb Pull Request.




e COOp HECTPYKTYPUPOBAHHBLIX JIOrOB
e Busyanmsauma noros

e COOp CTPYKTYPUPOBAHHLIX JIOroB

e PacnpepneneHHaAa TpacmpoBKa




[NMoarotoBka

Kon mukpocepsucos obHoBwuncA gnAa pobasneHuA (pyHKUMoHana JiorMpoBaHuA.
HoBaA BepcuA Koga oocTyna no cebuike,

o OBHOBUTE KO, B OANPEKTOPUM **/Src** Ballero peno3nTopua U3 Kkoaa rno ccblfike
BblLLE.

e Ecnu Bbl ncnoneadyetca python-alpine, nobaebTe B **/src/post-py/Dockerfile**
yCTaHOBKY NakeToB gcc n musl-dev

e BoinonHuTe cbopky obpasos npu nomowm ckpuntoB docker_build.sh B gupekTopun
Kayk[oro cepsuca:

/src/ui $ bash docker build.sh && docker push $USER NAME/ui
/src/post-py $ bash docker build.sh && docker push $USER NAME/post
/src/comment $ bash docker build.sh && docker push $USER NAME/comment

Nnu cpasy Bce 13 KOpHA penosnTopus:

for i in ui post-py comment; do cd src/$i; bash docker build.sh; cd -; done

BHumaHue! B paHHom [13 mbl ucnonb3yem oTAesibHbIe Tern As1A KOHTEMHepPOoOB NpusioXkeHun :logging

-


https://github.com/express42/reddit/tree/logging

[loarotoBkKa oOKpy>XeHuA

1. OTKpbIBaTb MNOPThLI B hanpsosine Ana HOBbIX CEPBUCOB HY>XKHO CaMOCTOATENIbHO MO
Mepe nx nobaBrieHunA.

2. Cozpanmm Docker xocT B GCE 1 HacTpouM NokanbHOe OKpYyXXeHue Ha paboTy ¢
HUM (ccbirika Ha gist):

$ export GOOGLE_ PROJECT=_Baum-IpOeKT _

$ docker-machine create --driver google \

--google-machine-image https://www.googleapis.com/compute/vl/projects/ubuntu-os-
cloud/global/images/family/ubuntu-1604-1ts \

--google-machine-type nl-standard-1 \

--google-open-port 5601/tcp \

--google-open-port 9292/tcp \

--google-open-port 9411/tcp \

logging

Docker is up and running!
To see how to connect your Docker Client to the Docker Engine running on this virtual machine,
run: docker-machine env logging

$ eval $(docker-machine env logging)

# ysHaem IP agpec
$ docker-machine ip logging

-


https://raw.githubusercontent.com/express42/otus-snippets/master/hw-25/create_docker-machine

JlormpoBaHue Docker

KOHTEeNHepOoB




Kak ynomMuMHanocb Ha JieKuMn XpaHuTb BCE JIOTU CTOUT
LleHTpasiM3oBaHHO: Ha OOHOM (HeCcKoJsibkux) cepsepax. B atom [I3
Mbl PACCMOTPUM NPUMEP CUCTEMbI LLEHTPANTM30BAHHOIO SIOrMpPoOBaHNA
Ha npumepe Elastic cteka (paHee m3BecTHOro kKak ELK): koTopbin
BK/OYaeT B cebA 3 OCOBHbIX KOMMOHEHTA:

e ElasticSearch (TSDB 1 nonckoBbi ABUXOK OJ1A XpaHEHUA
OAaHHbIX)

e Logstash (ona arperaumm n TpaHcopmMaumm gaHHbIX)

e Kibana (onAa snsyanusaumn)

OpHako pOnAa  arperaumm nioroB BMecto Logstash mbl 6ygem

ncrnonb3oBaTtb Fluentd, Takmm o6pa3om nony4aa ewe OAgHo
nonynApHOe covyeTaHne 3TUX MHCTPYMEHTOB, MOJyyYMBLUIEe Ha3BaHue

EFK



docker-compose-logging.yml

Co3paonum OTOENbHbIA compose-hann Osid Hawenm CUCTEMb

nornposaHuA B nanke docker/ (gist)

docker/docker-compose-logging.yml

version: '3'
services:
fluentd:
build: ./fluentd
ports:
- "24224:24224"
- "24224:24224/udp”

elasticsearch:
image: elasticsearch
expose:
- 9200
ports:
- "9200:9200"

kibana:
image: kibana
ports:
- "5601:5601"



https://raw.githubusercontent.com/express42/otus-snippets/master/hw-25/docker-compose-logging1.yml

Fluentd WHCTPYMEHT, KOTOpPbLIN MOXET Wucnosb3oBaTbCcA A4
OTnpaBKW, arperaunn n npeodbpasoBaHnA nor-coobuieHmnn. Mol dygoem
ncnono3osaTtb Fluentd gnAa arperaunn (cbopa B OoOQHON MECTe) WU
napcuHra siloroB CEPBUCOB HaLLEro NPUIoXXeHUA.

Cos3pagum obpas Fluentd ¢ Hy>kHOM Ham KOHdUrypaumnen.

Co3pante B BalweM NPOEKTE microservices OUPEKTOPULO
logging/fluentd

B co3pgaHHoOM pupekTopun, co3pgante npocton Dockerfile co
cnenywmm cogepXmmbiMm:

FROM fluent/fluentd:v0.12

RUN gem install fluent-plugin-elasticsearch --no-rdoc --no-ri --version 1.9.5
RUN gem install fluent-plugin-grok-parser --no-rdoc --no-ri --version 1.0.0
ADD fluent.conf /fluentd/etc

-



B ompekTtopum logging/fluentd cospante pann KoHgurypauuu:

logging/fluentd/fluent.conf (ccuinika Ha gist)

<source>
@type forward # Mcnomnbsyem in forward marmH njis npuema JIOTOB
# https://docs.fluentd.org/v0.12/articles/in_forward
port 24224
bind 0.0.0.0
</source>

<match *.**>
@type copy # llcnosib3yeM COpy IUlarMH, UTOOH NEepenpaBUTh BCe Bxomamme Jjioru B ElasticSearch, a Takxe BmBecTu B output
# https://docs.fluentd.org/v0.12/articles/out_copy
<store>
@type elasticsearch
host elasticsearch
port 9200
logstash format true
logstash prefix fluentd
logstash dateformat %$Y%m%d
include tag_key true
type name access_log
tag_key @log_name
flush interval 1s
</store>
<store>
@type stdout
</store>
</match>



https://raw.githubusercontent.com/express42/otus-snippets/master/hw-25/fluent.conf

Cobepute docker image ana fluentd
N3 pmnpekTopun logging/fluentd

docker build -t SUSER NAME/fluentd .




CTpyKTypupOoBaHHbIe NIOrn

Jlorn 0omKHblI UMETb 3aaHHY0 (eONHYI0) CTPYKTYPY U coaepxaTb
HeobxoOMMyKO [OJS1A HOpMasbHOW 3KcnjyaTaumMy [[OaHHOro cepsuca
nHpopmauunto o ero paboTte

Jlor-coobLeHna Tak>Xe A0/MKHbl MMETb MOHATHLIN ANA BblbpaHHOM
CUCTEeMbI norupoBaHnAa doopmat, YToObl U3bexxaTb HEHY>XHOU TpaThbl
pecypcoB Ha npeobpas3oBaHMe [OaHHbIX B  HY)XHbIK  BUA.
CTPYKTYpUpOBaHHbIE JIOrM Mbl PaCCMOTPUM Ha Npumepe cepeuca post




CTpyKTypupOoBaHHbIe NIOrn

[lpaBuM .env panvin M MeHAeM Term Hawero npuNoXeHnA Ha
logging
3anycTute cepBuChl NPUIOXKEHNA

docker/ $ docker-compose up -d

 BbINONHUTE KOMaHAY A8 NpoCMOTPa JIoroB post cepBuca:

docker/ $ docker-compose logs -f post
Attaching to reddit post 1

. BHumaHue! Cpegn noroB MOXHO HabniogaTb npobnembl C
OOCTYMHOCTbLIO ZipKin, y HAC OH NokKa 4YTO U npaBha He YCTaHOBJIEH.
OwWwnbkn MOXKHO UrHopuposaThb. (Github issue)

-


https://github.com/express42/reddit/issues/2

OTkpouTe npunoXxeHne B Opay3epe M CO30aNTE HECKOJSIbKO
NoCTOB, NpoOHabnioganTe, Kak nuwyTca norn post cepcuca B
TepMuHane

docker/ $ docker-compose logs -f post
Attaching to reddit_post_1

post 1 | {"event": "find all posts", "level": "info", "message": "Successfully retrieved all posts from the
database", "params": {}, "request id": "1750lae3-3d4f-4fe6-ac99-ca7cb58492a9", "service": "post", "timestamp": "2017-12-
10 23:36:59"}

post_1 | {"addr": "172.21.0.7", "event": "request", "level": "info", "method": "GET", "path": "/posts?",
"request_id": "1750lae3-3d4f-4fe6-ac99-ca7cb58492a9", "response status": 200, "service": "post", "timestamp": "2017-12-
10 23:36:59"}

post_1 | {"event": "post create", "level": "info", "message": "Successfully created a new post", "params":
{"1link": "https://github.com/hynek/structlog", "title": "Structlog is awesome! "}, "request id": "2aaflad3-42cf-4105-

b585-d990eb22d85b", "service": "post", "timestamp": "2017-12-10 23:37:18"}

Kaxxgoe cobbiTne, cBA3aHHOEe C paboTou Halwlero npuioXXeHuA
nornpyetcAa B JSON dhopmaTe U MMEET HY>XKHYIO HaM CTPYKTYpY: TuM
cobbiTnAa (event), coobueHme (message), nepenaHHble QPYHKUNU
napameTpbl (params), MAa cepBuca (service) n gp.

-



OTnpaBka norosB Bo Fluentd

Kak oTme4danocb Ha Jnekuun, no ymonyaHuwo  Docker
KOHTEeMHepamn ucnonb3yeTtcA json-file gpameep nnA norMpoBaHUA
NHdopmaummn, KOoTopaA MNULIETCA CEPBUCOM BHYTPU KOHTEMHEpA B
stdout (n stderr). [lna otnpaeku noros Bo Fluentd ncnonb3syem docker

npavieep fluentd



https://docs.docker.com/engine/admin/logging/fluentd/

OTnpaBka norosB Bo Fluentd

Onpenenum gpanBep AJ19 NOrMpoBaHnA O/ cepBuca post BHYyTpU

compose-hanna (ccouika Ha gist):

docker/docker-compose.ymli

post:

logging:
driver: "fluentd"
options:
fluentd-address: localhost:24224
tag: service.post



https://gist.githubusercontent.com/chromko/af9ece71017df606cef3ee6229d5a4d5/raw/21672e5326201c9ae3e8d705a9c8e64a4591d90d/gistfile1.txt

Co6op noros Post cepBuca

[MogHMMEM  MHPPACTPYKTYPY  LEHTPasIM30BaAHHOW  CUCTEMDI
NorMpoBaHMA N nepesanycTtuMm cepBucbl nNpunoXxeHna M3 kartanora
docker

$ docker-compose -f docker-compose-logging.yml up -d
$ docker-compose down
$ docker-compose up -d

Cospaanm HECKOMNbKO MNOCTOB B NPUNIIOXKEHUN.

Microservices Reddit

Post successuly published

Menu

A 11-12-2017 All posts

Structlog is awesome! 00:31

New post

-



Kibana - WHCTpyMeHT OnA Budyanusaumm M aHanmsa foros oT
KomnaHumn Elastic.

OTkpoem WEB-uHTepdeinc Kibana ona npocmoTpa cobpaHHbIX B
ElasticSearch noroe Post-cepBuca (kibana cnywaeT Ha nopTy 5601)




Besenem B none natepHa
nHpekca fluentd-*

Configure an index pattern

In order to use Kibana you must configure at least one index pattern. |
against. They are also used to configure fields.

Index pattern advanced options

fluentd-* N co3pagmnm nHoekc

Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-* Mannwuur

Time Filter field name © refresh fields

@timestamp -

Expand index pattern when searching [DEPRECATED

With this option selected, searches against any time-base¢t index pattern that contains a wildcard

currently selected time range. _
Searching against the index patterpegStash-* will actually query Elasticsearch for the specific me

With recent changesg;to ElastiCsearch, this option should no longer be necessary and will likely be

Use event ti's to create index names [DEPRECATED]




Haxxmem “Discover”, 4yTobbl
NOCMOTPETb MHPOPMaLMIO O
NOJSTy4EHHbIX J1Or COOBLLEHNAX

17 hits e

)
“ Search... (e.g. status:200 AND extension:PHP)
Discover Add a filter +
Visualize fluentd-* a December 11th 2017, 03:22:43.426 - December 11th 2017, 03:37:43
Dashboard
Selected Fields 6
Timelion
? _source 2 a
3
Dev Tools -
Available Fields & 2
Management
t @log_name 0

:24:00

03:25:00 03:26:00 03:27:.00 03:28:00 03:29:00 03:30:00 03:31:00 03:32

© @timestamp @timestamp per 30 seconds

- A

[padpmk NoKaXkeT B KAKOWN MOMEHT
BPEMEHU NOCTyrnaso TO Ui NHOe
KONMMYECTBO /10I COOBLEeHUN

-



Ha>kmem Ha 3HaK “pa3BepHyTb”
HanNpPOTMB O4HOro N3 nor
Cco00LLEeHNN, YTOObI MOCMOTPETH

) noapoO6HYO MHopMaLUIo O
| HEM

‘S’ 4
S e

2

]

03:24:00 03:25:00 :26:00 03:27:00 03:28:00 03:29:00 03:30:00 03:31:00 03:32:00 03:33:00 03:34:00 03:3

Q . @timestamp per 30 seconds

Time _source

mlecember 11th 2017, 03:31:13.000 10g: {"event": "find_all_posts", "level": "info", "message": "Successfully

the database", "params": {}, "request_id": "46619009-c7c8-4b6e-8ce5-95daad3
"timestamp": "2017-12-11 @0:31:13"} container_id: af9683692d3a15078ealb351
2bea53ea@fb48e container name: /reddit_post_l source: stdout @timestamp:
1:13.000 elog_name: af9683692d3a _id: AWBC-5rhCl56LW-dDSWK _type: access




Buoum nor-coobuweHne, KOTOpble Mbl HegaBHO Habnwpgann B
TepMuHane. Tenepb 3TW NOr-coo0LLLEHNA XPaHATCA LEeHTpanM3oBaHHO
B ElasticSearch. Takxe Bugmm gon. vHdopmMauuto O TOM, OTKyaa
NOCTYNWUA OaHHbIN JOor.

JSON

’ Table

@log_name
@timestamp
_id

—index
_score
_type

container_id

container_name

i o+ B+ o+ # o+ o+ O o+

log

t source

Q Q @ *
Q Q@ *
Qad
Qam

Qam
Q QM *

Q Q@ *

View surrounding documents View single document

af9683692d3a

December 11th 2017, ©3:31:13.000
AWBC-5rhC156LW-dDSWK
fluentd-20171211

access_log
af9683692d3a15078ealb351f78ce8e48adddbebf4024538fd2bea53eadfb48e
/reddit_post_1

{" event "find all_posts "level": "info", "message": "Successfully retrieved all posts from the databas
" id": 46619009 c7c8v4b6e 8ce5 -95daa@35f3e3", "




O6paTuMm BHMMaHME Ha TO, YTO HAaMMEHOBaHWA B JIEBOM cToOs1bUe,
Ha3bIiBalOTCA nonAmMn. 1o nMosiAM MOXHO NpPomM3BOAUTbL MOWUCK AnAa
ObICTPOro HaXoXXAeHWA HY>XHOW MHdbopMaLnn

JSON View surrounding documents View single document

@log_name @ Q M * af9683692d3a
@ @ @M * December 11th 2017, ©3:31:13.000

@  @timestamp
| . .

@ M AWBC-5rhC156LW-dD5SWK

t _index QM fluentd-20171211

# _score
t  _type

t container_id

|I| -
Q QM access_log
@ Q@ M * af9683692d3a15078ealb351f78ce8e48adddbebf4024538fd2bea53eadfb48e

t container_name

l t Tlog

source

@ Q M % /reddit_post_1

@ @ @M * {"event": "find_all_posts", "level": "info", "message": "Successfully retrieved all posts from the databas
e", "params": {}, "request_id": "46619009-c7c8-4b6e-8ce5-95daa@35f3e3", "service": "post", "timestamp": "20
17-12-11 00:31:13"}

@ Q (@M * stdout




Ona Toro 4Tobbl MOCMOTPETb HEKOTOPbIE NPUMEPbLI MOUCKAa, MOXKHO
BBECTW B MoJie NonckKa npomn3BosibHOE BbipaXkeHue

17 hits New Save Open Share < OTC

Add a filter +

fluentd-* | No results found ®

Unfortunately | could not find any results matching your search. | tried really hard. | looked all over the

Selected Fields 6 just couldn't find anything good. Help me, help you. Here are some ideas:
? _source £, Expand your time range

3

S | see you are looking at an index with a date field. It is possible your query does not match anything in t
Available Fields o 2 range, or that there is no data at all in the currently selected time range. Click the button below to open

future reference you can open the time picker by clicking on the button in the top right ¢

t @log_name 0 .
o32700 03 Refine your query

© @timestamp The search bar at the top uses Elasticsearch's support for Lucene Query String syntax. Let's say we're s¢

logs that have been parsed into a few fields.

Examples:
| Find requests that contain the number 200, in any field:

200

Or we can search in a specific field. Find 200 in the status field:

status:200

Find all status codes between 400-499:

status: [400 TO 499]




K npumepy, NOCMOTPEB CMMUCOK [OOCTYMHbIX MOJSIEU, Mbl MOXXEM
BbIMOSIHUTL MOWUCK BCEX JIOroB, TMMOCTYMMBLUMX C KOHTEUHepa
reddit_post_1

Add a filter +

fluentd-* December 11th 2017, 03:26:12.602 - December 11th 2017, 03:41:12.602 —

Selected Fields

? _source

Count

Available Fields 3

t @log_name 0
03:27:00 03:28:00 03:29:00 03:30:00 03:31:00 03:32:00 03:33:00 03:34:00 03:35:00 03:36:00
O @timestamp @timestamp per 30 seconds

t _id Time _source

t _index

-

December 11th 2017, ©3:31:13.000 container name:

log: {"event": "find_al
# _score ssfully retrieved all posts from the database", "params”:
t _type 95daa@35f3e3", "service": "post", "timestamp": "2017-12-1

8ealb351f78ce8e48adddbebf4@24538fd2bea53eadfb48e source:

3:31:13.000 elog_name: af9683692d3a _id: AWBC-5rhClS6LW

t container_id

t container_name

-

December 11th 2017, ©03:31:13.00@0 container name:

I source: stdout log: {"
* log
vel": "info". "method": "GET". "path": "/posts?". "reaues




3ameTum, 4to none log copepxxmt B cebe JSON 06BHEKT, KOTOPbIN
COOEPXXUT MHOIO UHTEPECHOU HaM MHGPOpMaLIUN.

t log @ @ @ %k {"event": "find_all_posts", "level": "info", "message": "Successfully retrieved all posts from the databas
e", "params": {}, "request_id": "46619009-c7c8-4bbe-8ce5-95daa@35f3e3", "service": "post", "timestamp": "20
17-12-11 90:31:13"}

Ham xoTenocb Obl BbloennTb 3Ty MHQopmauuio B MnosA, 4YTobbl
MMETb BO3MOXXHOCTb MPOM3BOAUTbL MO HWUM MNOWUCK. Hanpumep, OnAa
TOro 4Tobbl HAUTW BCE J10rN, CBA3aHHbIE C OnpeaeneHHbIM CoObbITUEM
(event) N KOHKPETHLIM CEPBUCOB (Service).

Mbl MOXXEM OOCTWUYb 3TOr0 3a CYET MCMNOoSb30oBaHUA (IUNIbTPOB
018 BblOeNEeHNA HY>XHON MHAOpMaLIn.

-



[JobaBum punbTp O/1A NapCcUHra json /10ros, NpmMxogAwmnx ot post

cepsuca, B KoHdwur fluentd

logging/fluentd/fluent.conf

<source>
@type forward
port 24224
bind 0.0.0.0
</source>

<filter service.post>
@type parser
format json
key name log
</filter>

<match *.,**>
@type copy




[locne aToro nepcobepute obpas un nepesanyctute cepsuc fluentd

logging/fluentd $ docker build -t $USER NAME/fluentd
docker/ $ docker-compose -f docker-compose-logging.yml up -d fluentd

Cospganum napy HOBbIX MOCTOB, YTOObI MPOBEPUTL NMAPCUHT JIOroB

Microservices Reddit

Post successuly published

Menu
A _ _ 11-12-2017 Sl
fluentd json parser is cool 01:34
New post

Go to the link




BHoBb ob6patumcAa K Kibana. [lpexge u4yem cMOTpeTb oru
ybeonmca, 4TO BpEMEHHON MHTepBan BbibpaH BEPHO. HakmnuTe ognH

pas Ha JaTy co BpeMeHeM

T

37 hits New Save Open Share <§ © December 11th 2017, 03:26:12.602 to December 11th 2017, 04:34:48.402 § >
Uses lucene query syntax

Search... (e.g. status:200 AND extension:PHP)

Add a filter +

BbibepuTe set to now n Go

Time Range \

. From: To:
Quick  Set To Now  Set To Now

2017-12-11 04:14:48.403 2017-12-11 04:44:25.744 m
Relative
Absolute < December 2017 > < December 2017 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

01 02 01 02
03 04 05 06 07 08 09 03 04 05 06 07 08 09

-



BarnAHem Ha ogHO U3 COOOLLEHUA U YBUOMM, YTO BMECTO OOHOMO
nonA log NoABNIOCL MHOXXECTBO MOJSIEN C HY>XXHOW HaM MHdopmaumen

v December 11th 2017, 04:34:41.000 aa4r: 172.21.0.8 event: request level: info method: GET path: /posts? request_id: b3c@d78a-59
e-46b7-a02e-8bbf2ba28act response_status: 200 service: post timestamp: 2017-12-11 01:34:41
@timestamp: December 11th 2017, 04:34:41.000 @log_name: service.post _id: AWBDNbbPCl56LW-dD5Wr
_type: access_log _index: fluentd-20171211 _score: -

Table JSON View surrounding documents View single docume
t @log_name Q @M % service.post
© @timestamp Q [ % December 11th 2017, 04:34:41.000
t _id Q@ AWBDNbbPC156LW-dD5Wr
t _index Q@ fluentd-20171211
# _score m -
t _type e access_log
7 addr M * 172.21.0.8
7 event M * request
7 level M % info
7 method M * GET
7 path M * /posts?
7 request_id M % b3c@d78a-59%ee-46b7-a@2e-8bbf2baZ8ach
7 response_status M % 200
7 service M * post
7 timestamp M * 2017-12-11 01:34:41




BbinonHMM OnAa npyumMep MOUCK MO COoObITUIO CO34aHMA HOBOrO
nocra

1 hit New Save Oper

Add a filter 4

fluentd-*
Table JSON
1
Selected Fields 08 t @log_name @ Q@ @M % service.post
? _source & 06 @ @timestamp @ @ [0 % December 11th 2017, 04:34:41.000
§ 0.4 t _id Qam AWBDNbbPC156LW-dD5Wo
Avallable Fields “ - t _index @ Q@ # fluentd-20171211
# _score o -
t _type Q @ access_log
7 event M * A post_create
7 level M * A info
t message @ @ (M * Successfully created a new post
7 params.link M * /A https://docs.fluentd.org/v@.12/articles/filter_parser
7 params.title M % A fluentd json parser is cool
7  request_id M %k /A d140487d-eca@-428a-aale-504105233924
7 service D * A post

7 timestamp M % A 2017-12-11 01:34:41




HeCTPYKTYpPUpPOBaHHbIE
Noru




HeCTpyKTypupoOBaHHbIe JIOTU

HecTpykTypmpoBaHHbIE O OT/INYAKOTCA OTCYTCTBMEM YETKOW
CTPYKTYpbl [OaHHbIX. TakXe 4yacTto 6biBaeT, 41O doopmaTt Jior-
COOBWEHNN HEe NOACTPOEH o4 CUCTEMY LEHTPaNM30BaHHOIO
flornpoBaHuA, 4yTOo CYLLECTBEHHO yBenun4meaeT 3aTparthl
BbIYNCIIUTENbHbIX U BPEMEHHbIX PecypcoB Ha 00paboTKy OaHHbIX U
BblOoeNneHne Hy>KHOU MHdOopMaLni.

Ha npumepe cepBuca Ui Mbl paccCMOTpuUM NpPUMEpP JOroB C
Heyno6HbIM doopmMaToM CoOoBLLEHNI.




JlornpoBaHue Ul cepBuca

[lo aHanorun c post cepBucom onpenenuum gnAa ui cepsuca

npaveep ona nornposanma fluentd B compose-hainne

docker/docker-compose.ymli

ui:

image: artemmkin/ui
environment:
- POST SERVICE HOST=post
- POST SERVICE PORT=5000
- COMMENT SERVICE HOST=comment
- COMMENT SERVICE PORT=9292
ports:
- "9292:9292"
depends on:
- post
logging:
driver: "fluentd"
options:
fluentd-address: localhost:24224
tag: service.ui




[MepesanycTtum ui cepBuc N3 katanora docker

$ docker-compose stop ui
$ docker-compose rm ui
$ docker-compose up -d

[TocmoTpKM Ha cpopmaT cobupaembix COOOLLEHNN

Table JSON View surrounding documents View single documen

@log_name @ Q (D * service.ui
@ @timestamp @ Q@ [ % December 11th 2017, ©05:17:46.000
_id Qam AWBDXSueC156LW-dD5XB
_index Q Q@ fluentd-20171211
-score @ -
_type Q Q@ access_log

container_id @ @ M *%* 641a9a6c918b7364573d7ba36be244celdf0c92b028ebaclad22b2d9912791220

container_name @ Q [ % /reddit_ui_1
log Q Q@a*k I, [2017-12-11T02:17:46.151956 #1] INFO -- : service=ui | event=show_all_posts | r‘equest_id=32959080—088b—}
4058-bae3-cfe758fc95bb | message='Successfully showed the home page with posts' | params: {}

t source @ Q [0 % stdout




Koroa npunoXeHme unm CepBuUC HE NMUWIET CTPYKTYPUPOBAHHbIE
fiorn, nNpuxoguTcA WUCMNOoNb30oBaTb cTapble [o06pble perynfapHbie
Bblpa)kxeHUAa oA nx napcuHra B /docker/fluentd/fluent.conf

Cnepylouiee perynAapHoe Bbipa)KeHUe Hy>XHO, 4YTOObl yCrnewHo
BbIOENNTbL MHTEPECYIoLWY0 Hac nHdopmaumio n3 nora Ul-cepsuca B
nonA (ccolyika Ha gist)

<filter service.post>
@type parser
format json
key name log
</filter>

<filter service.ui>

@type parser

format /\[(?<time>["\]1]1%*)\] (?<level>\S+) (?<user>\S+)[\W]*service=(?<service>\S+)[\W]*event=(?
<event>\S+)[\W]*(?:path=(?<path>\S+)[\W]*)?request id=(?<request_id>\S+)[\W]*(?:remote addr=(?
<remote_ addr>\S+)[\W]*)?(?:method= (?<method>\S+)[\W]*)?(?:response_status=(?<response_status>\S+)
[\W]*)?(?:message="(?<message>["\"'1*)[\W]*)?2/

key name log
</filter>

-


https://gist.githubusercontent.com/chromko/ba8af0362838cc0eaf3a61955698458f/raw/ee67b3de85207c01ecae558d0e47e7f281682c74/gistfile1.txt

[lepe3anyckaem KnbaHy

O6HoBUTE 0b6pas

N3 kaTanora docker

$ docker-compose -f docker-compose-logging.yml down
$ docker-compose -f docker-compose-logging.yml up -d




Pe3ynbTaT A0MKEH BbIMMAANTb CNeayoLwmm obpasom

Table JSON

@log_name @ Q M *

O etrimestamp @ @ M *
-id Qaqd
_index @am
_score m
—type @M
event Qam*
level Qa @ *
message Q QM *
request_id @ @ M *
service Q Q 0 *
user M *

service.ui

December 12th 2017, 15:54:32.000
AWBKYON3n7PT1mj11dnl

fluentd-20171212

access_log

show_all_posts

INFO

successfully showed the home page with posts
97f21446-0591-472d-a60b-bab22d3e02ac

ui

A --

@1og_name
@timestamp
_id

_index
_score
—type

event

level
method

path
remote_addr
request_id
response_status
service

user

Q Q@ *
Qqm*
aQam
QaQm
m
QaQm
Q QD =*
Q QM *
QQqm *
QQm *
M *
QQ*
QQ=*
Qqm*
m *

service.ui

December 12th 2017, 15:54:32.000
AWBKYoN3n7PT1mj11dn2
fluentd-20171212

access_log

reguest

INFO

GET

/

A 82.179.176.251
97f21446-0591-472d-a60b-bab22d3e02ac
200

ui

A --




Co3pgaHHble perynAapky MOryT MMEeTb OLMOKKU, MX CIOXXHO MEHATb
N HEBO3MOXXHO 4mTaTb. [1A obneryeHmA 3agjaym napcuHra BMECTO
CTaHOAPTHbLIX PEerynAapokK MOXHO Mcrnosib3oBaTb grok-wabnoHbl. [1o-
cyT™1 grok’'v - 3TO MMEHOBaHHbIE LABNOHbI PerynApHbIX BblpaXkeHUU
(04eHb rnoxoxke Ha pyHKuMKM). MOXXHO UCnob30BaTh FOTOBLIN regexp,
NPOCTO cocnaBLUnCb Ha Hero Kak Ha JOYHKLMIO
docker/fluentd/fluent.conf

<filter service.ui>

@type parser

format grok

grok pattern %{RUBY LOGGER}
key name log
</filter>




970 grok-wabnioH, sawnTtbin B nnarvH gnA fluentd. B passepHyTOoMm
BUOE OH BbIrMAQUT BOT Tak:

${RUBY LOGGER} [ (?<timestamp>(2>\d\d){1,2}-(2:02[1-9]1]|1[0-2])=(2:(2:0[1-971)](?:
[121[00-97)](2:3[01])|[1-9])[T 1(2:2[0123]|[01]12[0-9]):2(2:[0-5]1[0-9])(2::2(2:(?:[0-
512[0-9]1]60)(2:[2.,1[0-91+)2))2(2:Z|[+-1(2:2[0123]|[01]2[0-9])(2::2(2:[0-5][0-
91)))?) #(?2<pid>\b(?:[1-9][0-9]*)\b)\] *(2?<loglevel>
(? :DEBUG | FATAL | ERROR | WARN | INFO) ) -- +(?<progname>.*?): (?<message>.*)

t @log_name @ Q [0 % service.ui

O @timestamp @ @ [0 % December 12th 2017, 21:24:32.000

t _id @ Q M * AwBL-Kc9w26f3uofocOe TO; YTO D&QﬂaDCMII IATOT GI‘Ok

t _index Qam fluentd-20171212
# _score
t _type

t loglevel
| X A

service=ui | event=show_all_posts | request_id=6cd7fed7-c9d0-4571-8f5f-c4a58d24a7d4 | message="Successfu
11y showed the home page with posts' | params: {}

¢ pid aam#* 1 ‘\N\
t progname @ Q (M *

¢t timestamp @ @ (O #% 2017-12-12T18:24:32.064829 TO, YyTO ee HY>XHO

€ message
]




Kak 6bl/10 BUOHO Ha NpenblaylieM cnange - 4acTb JIOrOB HYXXHO
euwle pacnapcutb. [1A 9TOro wmcrnonb3yem HeckonbkKo Grok-oB no-
ovyepenu

docker/fluentd/fluent.conf (cceinika Ha gist)

<filter service.ui>

@type parser

key name log

format grok

grok_pattern %{RUBY_LOGGER}
</filter>

<filter service.ui>

@type parser

format grok

grok pattern service=%{WORD:service} \| event=%{WORD:event} \| request id=%{GREEDYDATA:request id} \|
message='%${GREEDYDATA:message}'

key name message

reserve data true
</filter>

-


https://gist.githubusercontent.com/chromko/af76301bed8c811c7110033d8d647109/raw/c88c65fa773770dab8a91065c3fe2d94556fb1d9/gistfile1.txt

B wutore nonydnm B Kibana (ecnn coeepliaem OencteBvA B Ui-

cepsuce):
t @log_name @ @ M * [SEFVICEIU

O @timestamp @& & [0 % December 13th 2017, 11:46:23.000

¢ _-index @ @ M + AWBPDbQCI15IVZWOAWPM
t _index @ a m fluentd-20171213

# _score g -

t  _type @ g m access_log

t event @ G [ % show_post

t  Toglevel @ g M %k INFO

t  message @ @ [M % successfully showed the post

t pid QemM=*x1

t  progname (o=

t request_id @ & M *% ac97346b-9c21-4358-a2e8-8B101cfalBed3

t service @ g M % ui
t timestamp @ @ [0 % 2017-12-13T08:46:23.826566




3agaHuda co *

1. Ul-cepBuc WiNeT orn B HECKOJIbKUX (popmaTax.

t message @ 6 [ % service=ui | event=request | path=/ | request_id=58bfcf39-570c-4056-afc5-8daf5ccB83el | remote_addr=93.1
88.40.243 | method= GET | response_status=200

Takon nor octancA HepasobpaHHbIM. CocTaBbTE KOHJUrypauuo
fluentd Tak, 4TO6bI pasbupanncb oba dopmaTta noros Ul-cepBuca
(TOT, 4TO coenanu 0o 3TOro U TEKYLLUNA) OOAHOBPEMEHHO.

2. PasobpaTbcA ¢ TeMon pacnpenesneHHoro TpeUCcmMHra n pewnTb
npobnemMy B KOHLie JaHHOro doavna




PacnpeneneHHbIN
TPEUCUHT




[JobaBbTe B compose-hann onA cepBMCOB J1I0rMpOBaHUA CepBUC
pacrnipeneneHHoro TpencuHra Zipkin (ccoiika Ha gist)

docker/docker-compose-logging.ymil

version: '3’

services:
zipkin:
image: openzipkin/zipkin
ports:
- "9411:9411"



https://gist.githubusercontent.com/chromko/b88c86bcea58428f40a946b7ff2daf43/raw/47b9b1ca84bb63fb6d8f388cfadac0306146a5bb/gistfile1.txt

docker-compose.yml

[MpaBum Haw docker/docker-compose-logging.yml

[ob6aBbTe onA Kaxxgoro cepsuca nogaep>xky ENV nepemMeHHbIX u
3apanTte napameTtpusoBaHHbin napameTp ZIPKIN_ENABLED

environment:
- ZIPKIN_ENABLED=${ZIPKIN_ENABLED}

B .env channe ykaxuTe

ZIPKIN ENABLED=true

[lepeBbikaTUTE NPUNOXEHNE C OOHOBIEHUEM

docker-compose up -d




Zipkin gomkeH ObiTb B OOHOW CETU C MPUIOXKEHUAMU, NOITOMY,
€CNn Bbl BbINOJSIHANM 3afdaHue C CceTAMU, BaM HY>XKHO OOBABUTb ITU
cetn B docker-compose-logging.yml n pobasutb B Hux zikpkin
NOXOXUM 00pa30oM:

services:
zipkin:
image: openzipkin/zipkin
ports:
- "9411:9411"
networks:
- front net
- back net

networks:
back net:
front net:




[lepeco3paavm Halu cepBUCHI

$ docker-compose -f docker-compose-logging.yml -f docker-compose.yml down
$ docker-compose -f docker-compose-logging.yml -f docker-compose.yml up -d

OTtkpoem Zipkin WEB Ul Ha nopTy 9411, noka HMKaKunx TPencos
NOUCK He O0/MKEH AaTb, T.K. HUKaKMX 3anpocoB HallemMy rMpuioXXeHmo
elLle He nocTynasno

Service Name v || al v |Start time 12-11-2017 04:42 [ Endtime | 12-11

Duration (us) >= Limit 10 Find Traces @

Annotations Query (e.g. "finagle.timeout", "error", "http.path=/foo/bar/ and cluster=foo and cache.miss")

Showing: 0 of 0
Services:

Please select the criteria for your trace lookup.




OTKpoemM TrNnaBHYO CTpaHULy NPUIoXeHna u OoOHOBUMM ee
HECKOJIbKO pas.

3arnAadye 3atem B Ul Zipkin (cTpaHuuy noTtpebyetcA 06HOBUTDL),
Mbl 0OJIKHbl HAUTU HECKOJIbKO TPeuncoB (crenoB, KOTOpble OCTaBUIN
3anpochbl MPOXoaA Yepes3 CUCTEMY HaLLMX CEPBUCOB).

vl v Starttime 12-11-2017 04:49
Duration (ps) >= Limit 10 Find Traces @@
Annotations Query (e.g. "finagle.timeout”, "error”, "http.path=/foo/bar/ and cluster=foo and ache.

Hantu

Showing: 3 of 3

Services:

187.586ms 3 spans
ui_app 100%

101.665ms 3 spans
ui_app 100%

post 2 5ims




Hakxmem Ha oouH U3 Tpeucos, 4YTOObI MOCMOTPETb, Kak 3arnpoc
LWEeN 4Yepes Hawy CUCTEMY MUKPOCEPBUCOB U KakoBO obLiee BpemA
06paboTkK 3anpoca Yy Halwlero NpUoXeHWA Mpu 3anpoce rnaBHOU
CTpaHuubl

ui_app v || all rttime 12-11-2017 04:49

Duration (us) >= Limit 10 Find Traces @

Annotations Query (e.g. "finagle.timeout”, "error®, "http.path=/foo/barffand cluster=foo and cache.miss")

Showing: 3 of 3

Services:

i 187.586ms 3 spans
uiapp100%

post x2 134ms | ui_app x2 187ms

101.665ms 3 spans
ui_app 100%

postx253me




Bugum, 4ytO nepBbIM OE/IOM Haw 3anpoc nonasa K ui cepBucy,
KOTOpPbIN cMOr obpaboTaTb Haw 3arnpoc 3a CyMMapHOe BPeMA pPaBHOE
187.566 ms.

N3 aTtnx 187 ms ywno 134.155ms Ha TO 4TOObLI Ui MOr HanpaBuUTb
3anpoc post cepBucy no nNyTu /posts n Nnony4ynTb OT HEro OTBET B BUAE
cnmncka noctoB. Post cepBuC B CBOKO o4epenb Ucnosib3oBas PyHKUNUIO
obpawieHna Kk bl 3a cnnckom rnocTos, Ha YTO Yo 4.827 ms.

Duration: Services: ) Depth: €) Total Spans: €)

Expand All | Collapse All | Fl... v

Services 37.517ms 7

- 187.586ms : get
- . 134.155ms : /posts
4.827ms : db_find_all_posts




[ToBTOPUM HEMHOIO TEPMWUHOOINIO: CUHUE NOTOCKN CO BPEMEHEM
Ha3bIBAKOTCA Span 1 npeacTasnAloT cobon OOHYy onepaunto, KotTopas
npousowna npu obpaboTtke 3anpoca. Habop span-oB Ha3biBaeTCA
Tpencom. CymmapHoe BpemA 06paboTKM Hawero 3anpoca paBHO
BEPXHEMY Span-y, KOTOPbIN BKOYaAEeT B cebA BpemMA BCEX Span-0B,
PACMNONOXXEHHbIX Mo4d, HAM.

Duration: Services: ) Depth: €) Total Spans: §)

Expand All | Collapse All || Fi... ¥

u_app X2
Services 37.517ms 7
187.586ms : get

- . 134.155ms : /posts
4.827ms : db_find_all_posts




CamocTtoAaTeNnbHOe 3agaHue cOo

3Be3004YKOMU

C Hawum npUNoXXeHWeEM  MNPOUCXOOAUT  YTO-TO  CTPaHHOeE.
[Tonb3oBaTenn >anylwTcA, 4YTO MPU HaXaTunm Ha TMOCT OHU
BbIHY>XOEHbl OOMr0 >OaTb, MoKa Yy HUX 3arpysuntcA cTpaHuua C
noctoM. >Kanob Ha 3arpysky Opyrmx cTpaHuL, He nocTtynano. Hy>Ho
BbIACHUTb, B YeM npobnema, ncnonbaya Zipkin.

Ccblika Ha peHOSMTOpMVI CO CJIOMaHHbIM KOOOM MPUNO>XEeHUA.

OnucaHne npobnembl MOXHO onybnuoBatb B PR, B paspene
BbIMOJSIHEHNA 3a4aHNA CO 3BE340YKON

-


https://github.com/Artemmkin/bugged-code

MpoBepka O3

e Peaynbrathl Bawen paboTtbl HaxoaATcA B BeTke logging-1 Bawero

microservices peno3nTopuA

B README BHecuTe onucaHue TOoro, 4To caenaHo

e CospanTe Pull Request k BeTke master (onucaHune PR Hy>XHO
3anoJIHATDb)

[ob6aebTe "Labels" logging-1 n Logging k Bawemy Pull Request
e [locne Toro, Kak OaAvH N3 npenogasaTenien caenaeT approve nyn

pekBecTa, BeTKY ¢ [13 MOXXHO CMepLXnUTb 1 3akpbiTb PR.




